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Dear User!  

Thank you for choosing our product. We hope that this documentation helps you in your work and provides answers to 
the most questions you may have. 

Any type of reproduction or distribution of any materials, including in translated form, is allowed only with the written 
permission of Kaspersky Lab ZAO. 

This document and the graphic images it contains may be used exclusively for information, non-commercial or personal 
purposes. 

This document is subject to change without prior notice. For the latest version of this document please refer to Kaspersky 
Lab's website at http://www.kaspersky.com/docs. 

Kaspersky Lab assumes no liability for the content, quality, relevance or accuracy of any materials used in this document 
for which the rights are held by third parties, or for the potential damages associated with using such documents. 

This document involves the registered trademarks and service marks which are the property of their respective owners. 

Revision date: 30.04.2010 

É 1997-2010 Kaspersky Lab ZAO. All Rights Reserved. 

http://www.kaspersky.com 
http://support.kaspersky.com 

 

http://www.kaspersky.com/docs
http://www.kaspersky.com/
http://support.kaspersky.com/
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END USER LICENSE AGREEMENT 
 
Kaspersky Lab ZAO (the "Rightholder") is an owner of all rights, whether exclusive or otherwise to the Software. 
 
IMPORTANT LEGAL NOTICE TO ALL USERS: CAREFULLY READ THE FOLLOWING LEGAL AGREEMENT BEFORE 
YOU START USING THE SOFTWARE. 
  
BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW OR BY ENTERING 
CORRESPONDING SYMBOL(-S) YOU CONSENT TO BE BOUND BY THE TERMS AND CONDITIONS OF THIS 
AGREEMENT. SUCH ACTION IS A SYMBOL OF YOUR SIGNATURE AND YOU ARE CONSENTING TO BE BOUND 
BY AND ARE BECOMING A PARTY TO THIS AGREEMENT AND AGREE THAT THIS AGREEMENT IS 
ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU.  IF YOU DO NOT AGREE TO 

ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT, CANCEL THE INSTALLATION OF THE SOFTWARE 
AND DO NOT INSTALL THE SOFTWARE. 
 
The Rightholder hereby grants You a non-exclusive perpetual license to store, load, install, execute, and display (to 
"use") the free of charge Software that will substantially perform within the scope of functionality set forth on 
http://support.kaspersky.com/viruses.  
 
Technical support is available only to users of Kaspersky Anti-Virus 2011 and Kaspersky Internet Security 2011 
products. 
Technical support service: http://support.kaspersky.com 
 
You shall not emulate, modify, decompile, or reverse engineer the Software or disassemble or create derivative works 
based on the Software or any portion thereof with the sole exception of a non-waivable right granted to You by applicable 
legislation. 
 
The Software may include some software programs that are licensed (or sublicensed) to the user under the GNU 
General Public License (GPL) or other similar free software licenses which, among other rights, permit the user to copy, 
modify and redistribute certain programs, or portions thereof, and have access to the source code ("Open Source 
Software"). If such licenses require that for any software, which is distributed to someone in an executable binary format, 
that the source code also be made available to those users, then the source code should be made available by sending 
the request to source@kaspersky.com or the source code is supplied with the Software. If any Open Source Software 
licenses require that the Rightholder provide rights to use, copy or modify an Open Source Software program that are 
broader than the rights granted in this Agreement, then such rights shall take precedence over the rights and restrictions 
herein. 

 
THE SOFTWARE IS PROVIDED "AS IS" AND THE RIGHTHOLDER MAKES NO REPRESENTATION AND GIVES NO 
WARRANTY AS TO ITS USE OR PERFORMANCE. EXCEPT FOR ANY WARRANTY, CONDITION, 
REPRESENTATION OR TERM THE EXTENT TO WHICH CANNOT BE EXCLUDED OR LIMITED BY APPLICABLE 
LAW THE RIGHTHOLDER AND ITS PARTNERS MAKE NO WARRANTY, CONDITION, REPRESENTATION, OR 
TERM (EXPRESS OR IMPLIED, WHETHER BY STATUTE, COMMON LAW, CUSTOM, USAGE OR OTHERWISE) AS 
TO ANY MATTER INCLUDING, WITHOUT LIMITATION, NONINFRINGEMENT OF THIRD PARTY RIGHTS, 
MERCHANTABILITY, SATISFACTORY QUALITY, INTEGRATION, OR APPLICABILITY FOR A PARTICULAR 
PURPOSE. YOU ASSUME ALL FAULTS, AND THE ENTIRE RISK AS TO PERFORMANCE AND RESPONSIBILITY 
FOR SELECTING THE SOFTWARE TO ACHIEVE YOUR INTENDED RESULTS, AND FOR THE INSTALLATION OF, 
USE OF, AND RESULTS OBTAINED FROM THE SOFTWARE. WITHOUT LIMITING THE FOREGOING PROVISIONS, 
THE RIGHTHOLDER MAKES NO REPRESENTATION AND GIVES NO WARRANTY THAT THE SOFTWARE WILL BE 
ERROR-FREE OR FREE FROM INTERRUPTIONS OR OTHER FAILURES OR THAT THE SOFTWARE WILL MEET 
ANY OR ALL YOUR REQUIREMENTS WHETHER OR NOT DICLOSED TO THE RIGHTHOLDER. 
 
É 1997-2010 Kaspersky Lab ZAO. All Rights Reserved. 

 

 

http://support.kaspersky.com/viruses
http://support.kaspersky.com/
mailto:source@kaspersky.com


 

 

 

 

 

 

4  

 

TABLE OF CONTENTS  

ABOUT THIS HELP ....................................................................................................................................................... 6 

In this document ....................................................................................................................................................... 6 

Legend...................................................................................................................................................................... 8 

ADDITIONAL SOURCES OF INFORMATION ............................................................................................................... 9 

Sources of information to research on your own ...................................................................................................... 9 

Discussing Kaspersky Lab applications on the web forum ..................................................................................... 10 

Contacting the User documentation development group ........................................................................................ 10 

KASPERSKY RESCUE DISK ...................................................................................................................................... 11 

What's new ............................................................................................................................................................. 12 

Hardware and software requirements ..................................................................................................................... 13 

WRITING KASPERSKY RESCUE DISK TO A REMOVABLE DRIVE ......................................................................... 14 

Preparing to write ................................................................................................................................................... 14 

Writing Kaspersky Rescue Disk .............................................................................................................................. 14 

LOADING KASPERSKY RESCUE DISK ..................................................................................................................... 16 

Preparing to load .................................................................................................................................................... 16 

Kaspersky Rescue Disk loading procedure ............................................................................................................ 16 

WORKING WITH KASPERSKY RESCUE DISK IN GRAPHIC MODE ........................................................................ 18 

Kaspersky Rescue Disk interface ........................................................................................................................... 18 

Taskbar ............................................................................................................................................................. 19 

Anti-Virus interface ............................................................................................................................................ 20 

Additional tools .................................................................................................................................................. 23 

Starting and stopping Anti-Virus ............................................................................................................................. 24 

Starting Anti-Virus ............................................................................................................................................. 25 

Stopping Anti-Virus ........................................................................................................................................... 25 

Computer protection status..................................................................................................................................... 25 

Objects scan ........................................................................................................................................................... 27 

About scanning objects for viruses ................................................................................................................... 27 

Starting and stopping the objects scan ............................................................................................................. 28 

Creating a list of objects to scan ....................................................................................................................... 29 

Update .................................................................................................................................................................... 30 

About the update ............................................................................................................................................... 30 

Starting and stopping the update ...................................................................................................................... 31 

Rolling back the last update .............................................................................................................................. 31 

Quarantine and Backup .......................................................................................................................................... 32 

About Quarantine .............................................................................................................................................. 32 

Actions with quarantined objects ....................................................................................................................... 33 

About Backup .................................................................................................................................................... 34 

Reports ................................................................................................................................................................... 35 

About reports .................................................................................................................................................... 35 

Selecting task to create a report ....................................................................................................................... 36 

Managing information grouping in the report..................................................................................................... 37 

Selecting event type .......................................................................................................................................... 37 

Displaying data on the screen ........................................................................................................................... 38 

Saving report to a file ........................................................................................................................................ 41 



 

 

 

 

 

   T A B L E  O F  C O N T E N T S  

 

5  

 

Using complex filtering ...................................................................................................................................... 41 

Events search ................................................................................................................................................... 42 

Extended statistics display ................................................................................................................................ 43 

Advanced application settings ................................................................................................................................ 44 

Objects scan ..................................................................................................................................................... 44 

Update .............................................................................................................................................................. 51 

Threats and exclusions. Trusted zone .............................................................................................................. 53 

Notifications ...................................................................................................................................................... 57 

Reports and storages ........................................................................................................................................ 60 

Closing Kaspersky Rescue Disk ............................................................................................................................. 62 

WORKING WITH KASPERSKY RESCUE DISK IN TEXT MODE ............................................................................... 63 

About text mode ..................................................................................................................................................... 63 

Working with file manager ...................................................................................................................................... 64 

Network setup ................................................................................................................................................... 64 

Starting the Kaspersky Rescue Disk console.................................................................................................... 64 

Virus scan ......................................................................................................................................................... 65 

Kaspersky Rescue Disk update ........................................................................................................................ 65 

Rolling back to the previous databases ............................................................................................................ 65 

Viewing Help ..................................................................................................................................................... 65 

Closing Kaspersky Rescue Disk ....................................................................................................................... 65 

Working with command prompt .............................................................................................................................. 66 

Command prompt syntax .................................................................................................................................. 66 

Virus scan ......................................................................................................................................................... 67 

Kaspersky Rescue Disk update ........................................................................................................................ 68 

Rolling back the last update .............................................................................................................................. 69 

Viewing Help ..................................................................................................................................................... 69 

Closing Kaspersky Rescue Disk ....................................................................................................................... 69 

HARDWARE INFORMATION ...................................................................................................................................... 70 

RESTRICTIONS IN THE APPLICATION OPERATION ............................................................................................... 71 

CONTACTING THE TECHNICAL SUPPORT SERVICE ............................................................................................. 72 

My Kaspersky Account ........................................................................................................................................... 72 

Technical support by phone .................................................................................................................................... 73 

Creating and saving the trace file ........................................................................................................................... 73 

GLOSSARY ................................................................................................................................................................. 74 

KASPERSKY LAB ZAO ............................................................................................................................................... 77 

INFORMATION ON THIRD-PARTY CODE ................................................................................................................. 78 

Program code ......................................................................................................................................................... 78 

Developer tools ....................................................................................................................................................... 78 

Distributable program code..................................................................................................................................... 78 

Other information .................................................................................................................................................... 78 

INDEX .......................................................................................................................................................................... 79 
  



 

 

 

 

 

 

6  

 

ABOUT THIS HELP  

This document is a Kaspersky Rescue Disk deployment, customization and usage guide. The document is aimed at a 
wide range of users. Users should be able to use the computer at the beginner's level as a minimum: be familiar with the 
Microsoft Windows operating system interface and the basic methods of working with it and be able to use common 
applications. 

The document is designed to: 

 help user start up Kaspersky Rescue Disk and configure the application based on specific user tasks; 

 ensure fast information search for solving application issues; 

 enumerate alternative sources of information about the application and about ways of receiving technical 
support. 

 

IN THIS SECTION : 

In this document ................................................................................................................................................................ 6 

Legend .............................................................................................................................................................................. 7 

 
 

IN THIS DOCUMENT  

The Kaspersky Rescue Disk User Guide contains information on how to load, configure and work with Kaspersky 
Rescue Disk. 

The following sections are included in the document: 

Additional sources of information 

The section contains information on additional sources of data about the application and Internet resources where you 
can discuss the application, share new ideas, ask questions and receive comprehensive help. 

Kaspersky Rescue Disk 

The section contains the description of the application's new features as well as brief information on its main features. 
Here you can find the hardware and software requirements which the computer should meet to be able to load 
Kaspersky Rescue Disk. 

Writing Kaspersky Rescue Disk to a removable drive 

This section describes in detail how to write Kaspersky Rescue Disk to a removable drive. 

Loading Kaspersky Rescue Disk 

This section contains instructions which will allow you to download the application and prepare it for work with Kaspersky 
Rescue Disk. 
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Working with Kaspersky Rescue Disk in graphic mode 

The section describes Kaspersky Rescue Disk operating mode in the graphic environment. The section contains 
information about the Anti-Virus interface, installation and shutdown, embedded applications and additional features of 
Kaspersky Rescue Disk. Here you can find information on computer protection, how to scan objects for viruses and 
update anti-virus databases on your computer. Here you can find information about the Quarantine, Backup, reports and 
how to work with them. The section also describes how to configure Kaspersky Rescue Disk. 

Working with Kaspersky Rescue Disk in text mode 

This section describes how to work with Kaspersky Rescue Disk in text mode using the Midnight Commander file 
manager. It involves such issues as how to scan objects for viruses and update anti-virus databases on your computer. 
The information on network configuration is represented here. 

Hardware information 

This section describes how to save information on your system's hardware in electronic form for subsequent transfer to 
Kaspersky Lab. 

Restrictions in the application operation 

This section describes the restrictions imposed on the operation of the Kaspersky Rescue Disk. 

Contacting the Technical Support Service 

The section contains recommendations on how to get support in My Kaspersky Account on the Kaspersky Lab technical 
support website and by phone. This section also includes the recommendations on how to create and save the trace file. 

Glossary 

The section contains a list of terms which are included in the document and their definitions. 

Kaspersky Lab ZAO 

The section contains information about the Kaspersky Lab software manufacturer. It also contains the description of 
other applications and the company contact information. 

Information on third-party code 

The section contains information on third-party code used when creating the application. 
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LEGEND  

The manual uses the legend specified below. 

Table 1. Legend 
  

TEXT EXAMPLE  LEGEND DESCRIPTION  

Note that... 
Warnings are highlighted in red and enclosed in frames. Notifications contain 
important information connected with critical actions related to computer 
security.  

You are advised to use... 
Notes are enclosed in frames. The notes contain support and background 
information.  

  

Example: 

... 

  

The examples are given in the section below the Example heading on a yellow 
background. 

Update ï is... New terms are marked by italics. 

ALT+F4 Names of keyboard keys are marked by semi-bold font and capital letters.  

The key names connected with the "plus" (+) character define a key 
combination.  

Enable Names of interface components, for example, input fields, menu commands, 
buttons, etc., are marked by semi-bold font.  

 To configure task schedule: Instructions are marked by the arrow symbol. 

The opening sentences or instructions are in italics. 

help  Texts of the command line or texts of messages displayed on the screen have a 
special font. 

<Your computer's IP address> The variables are enclosed in angle brackets. Instead of a variable its 
corresponding value is placed in every case, and the angle brackets are 
omitted. 
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ADDITIONAL SOURCES O F INFORMATION  

If you have any questions about the purchase, installation or use of Kaspersky Rescue Disk, answers are readily 
available. 

Kaspersky Lab provides various sources of information about the application. You can choose the most suitable of them 
according to how important and urgent the question is. 

IN THIS SECTION : 

Sources of information to research on your own ............................................................................................................... 9 

Discussing Kaspersky Lab applications on the web forum .............................................................................................. 10 

Contacting the User documentation development group ................................................................................................ 10 

 
 

SOURCES OF INFORMATIO N TO RESEARCH ON YOU R OWN  

You may refer to the following sources of information about the application: 

 application page at the Kaspersky Lab website; 

 application page at the Technical Support Service website (in the Knowledge Base); 

 Help system; 

 documentation. 

Application page at the Kaspersky Lab website 

On the page http://www.kaspersky.com/removaltools you can get general information about Kaspersky Rescue Disk, its 
features and options. 

Application page at the Technical Support Service website (Knowledge Base) 

On the page http://support.kaspersky.com/viruses/rescuedisk you will find articles by Technical Support Service 
specialists. 

These articles contain useful information, recommendations and the Kaspersky Rescue Disk FAQ. 

Help system 

Help contains information on how to manage computer protection: view protection status, scan various computer areas 
for viruses, execute other tasks. 

To open Help, use the Help link. 

If you have any questions regarding a separate Kaspersky Rescue Disk tab or window, you can use the context help. 

To open context help, use the Help button or the <F1> key. The context help opens in the application window. 

http://www.kaspersky.com/removaltools
http://support.kaspersky.com/viruses/rescuedisk
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Documentation 

The Kaspersky Rescue Disk User Guide contains detailed information required for working with the application. 
 

DISCUSSING K ASPERSKY LAB APPLICATIONS ON T HE 

WEB FORUM  

If your question does not require an urgent answer, you can discuss it with Kaspersky Lab's specialists and other users 
in our forum at http://forum.kaspersky.com. 

In this forum you can view existing topics, leave your comments, create new topics and use the search engine.  
 

CONTACTING THE USER DOCUMENTATION DE VELOPMENT 

GROUP  

If you have any questions about the documentation, or you have found an error in it, or would like to leave a comment, 
please contact our User documentation development group. 

To do this, send a message with the subject "Kaspersky Help Feedback: Kaspersky Rescue Disk" to the email of the 
user documentation development group ï docfeedback@kaspersky.com. 

 

http://forum.kaspersky.com/
mailto:docfeedback@kaspersky.com
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K ASPERSKY RESCUE DISK  

Kaspersky Rescue Disk is designed to scan and disinfect x86 and x64-compatible computers that have been infected. 
The application should be used when the infection is at such level that it is impossible to disinfect the computer using 
anti-virus applications or malware removal utilities (such as Kaspersky Virus Removal Tool) running under the operating 
system. In this case, disinfection is more efficient because malware programs do not gain control when the operating 
system is being loaded. 

In system rescue mode only object scans and database updates are available as well as update rollback and viewing of 
statistics. You can take the following steps: 

 Specify the virus scan task settings (see section "About object scan settings" on page 44): 

 change security level (see section "Changing security level" on page 46); 

 change actions to be performed on detected objects (see section "Changing actions to be performed on 
detected objects" on page 46); 

 create list of objects to be scanned (see section "Creating a list of objects to scan" on page 28); 

 change type of objects to scan (see section "Changing the type of objects to scan" on page 47); 

 restrict scan duration (see section "Restricting scan duration" on page 48); 

 specify settings for scanning compound files (see section "Scan of compound files" on page 48); 

 change the scan method (see section "Changing the scan method" on page 49); 

 restore default scan settings (see section "Restoring default scan settings" on page 50). 

 Specify update task settings (see section "Disabling notifications" on page 59): 

 select update source (see section "Selecting an update source" on page 51); 

 edit the proxy server settings (see section "Configuring proxy server settings" on page 52); 

 specify regional settings (see section "Regional update source settings on page 52); 

 roll back last update if necessary (see section "Rolling back the last update" on page 31). 

 Configure additional settings (see section "Advanced application settings" on page 44): 

 select categories of threats to detect (see section "Selecting the detectable threat categories" on page 54); 

 create trusted zone (see section "Creating a trusted zone" on page 55); 

 configure notification settings (see section "About notification settings" on page 58); 
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 specify storage time for report files (see section "Storing reports" on page 61); 

 specify a storage setting for quarantined and backup objects (see section "Storing Quarantine and Backup 
objects" on page 62). 

 Create report of scan and update tasks (see section "About reports" on page 35). 

 View application operation statistics (see section "About reports" on page 35). 
 

IN THIS SECTION : 

What's new ...................................................................................................................................................................... 12 

Hardware and software requirements ............................................................................................................................. 12 

 
 

WHAT 'S NEW  

Let us take a closer look at the new Kaspersky Rescue Disk features: 

 Autorun objects can be disinfected. 

 A heuristic analyzer has been added. 

 The program modules have been updated. 

 RAID arrays support has been added. 

 The ability to configure a network, including Wi-Fi, has been added. 

 Text mode operation has been modified. 

 The operating system loader has been modified. 

 The operating system kernel has been modified. 

 The third-party application packages have been updated. 

 A set of third-party application packages has been added. 
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HARDWARE AND SOFTWARE  REQUIREMENTS  

For Kaspersky Rescue Disk to run properly, a computer should meet the following minimum requirements. 

 General requirements: 

 CD-ROM / DVD (to install Kaspersky Rescue Disk from the installation CD). 

 USB socket (to install Kaspersky Rescue Disk from a removable boot drive). 

 Writing CD-ROM / DVD (for writing Kaspersky Rescue Disk image). 

 Support for booting from USB and CD / DVD. 

 Support for file systems FAT32/NTFS/Ext2/Ext3/Ext4/Reiser. 

 VESA-compatible video card. 

 Microsoft Windows XP Home Edition (Service Pack 2 or higher), Microsoft Windows XP Professional (Service Pack 
2 or higher), Microsoft Windows XP Professional x64 Edition (Service Pack 2 or higher): 

 Intel Pentium 300 MHz processor or higher (or a compatible equivalent). 

 256 MB free RAM. 

 Microsoft Windows Vista Home Basic (32/64 bit), Microsoft Windows Vista Home Premium (32/64 bit), Microsoft 
Windows Vista Business (32/64 bit), Microsoft Windows Vista Enterprise (32/64 bit), Microsoft Windows Vista 
Ultimate (32/64 bit): 

 Intel Pentium 800 ʄHz 32 bit (x86)/ 64 bit (x64) processor or higher (or a compatible equivalent). 

 512 MB free RAM. 

 Microsoft Windows 7 Starter (32/64 bit), Microsoft Windows 7 Home Basic (32/64 bit), Microsoft Windows 7 Home 
Premium (32/64 bit), Microsoft Windows 7 Professional (32/64 bit), Microsoft Windows 7 Ultimate (32/64 bit): 

 Intel Pentium 1 GHz 32 bit (x86)/ 64 bit (x64) processor or higher (or a compatible equivalent). 

 1 GB free RAM (32 bit); 2 GB free RAM (64 bit). 
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WRITING KASPERSKY RES CUE DISK TO A 

REMOVABLE DRIVE  

This section describes how to write Kaspersky Rescue Disk onto a removable drive. 

You can write Kaspersky Rescue Disk quickly and easily using Kaspersky Anti-Virus 2011 and Kaspersky Internet 
Security 2011. These applications include a special service which allows creating and writing a rescue disk. 

IN THIS SECTION : 

Preparing to write ............................................................................................................................................................ 14 

Writing Kaspersky Rescue Disk ...................................................................................................................................... 14 

 
 

PREPARING TO WRITE  

Kaspersky Rescue Disk can write an .iso image to a CD / DVD or to a removable drive. To write Kaspersky Rescue Disk, 
format your removable drive in the Fat16, Fat32 or NTFS file system and make it a boot drive. 

Even on small capacity USB drives, formatting takes some time (the larger the capacity, the longer the scan takes). Wait 
until formatting is finished. 

To make a removable booting drive, use the corresponding applications (for instance, for Microsoft Windows XP you can 
use the Diskpart application and for Microsoft Windows Vista / Microsoft Windows 7 use the HP USB Disk Storage 
Format Tool). 
 

WRITING K ASPERSKY RESCUE DISK  

 To write a Kaspersky Rescue Disk image to a removable media: 

1. Load the Kaspersky Rescue Disk .iso image from the Kaspersky Lab server. 

2. Create a folder with the rescue name on your removable drive. 

3. Copy the rescue.iso image to your removable drive (<Removable drive>:\rescue) and rename it to 
rescueusb.iso. 

4. Open the rescueusb.iso image with any .iso image editors (for instance, UltraISO). 

5. Copy the following files to your removable drive (<Removable drive>:\rescue) from the rescueusb.iso image: 

 README.txt. 

 the help folder. 

6. Copy the livecd file from the rescueusb.iso image to your removable drive (<Removable drive>:\) (rename to 

liveusb before copying). 

7. Modify the boot_from_hard.cfg content, located in the iso image under the following path: boot \ grub \ cfg. 
To do this, select the file and right-click it to open the menu and select the Open with option. In the window that 
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opens, select the Select an application from the list manually option. Click the OK button. Select the 
Notepad application and click the OK button. In the file that opens, replace root (hd0) with root (hd1). Save 

changes. 

The boot_from_hard.cfg content should be modified when working with Kaspersky Rescue Disk written to a 

removable drive. It is essential for an operating system correct boot from hard drive. 

For some hardware and software configurations booting from hard drive is not available. In this case, remove 
your removable drive from the USB socket, reboot and make sure that in BIOS settings the hard drive with 
operating system is specified as a boot device. 

8. Delete everything, except the boot folder, from the rescueusb.iso image. Save changes. 

9. Copy the original rescue.iso image to <Removable drive>:\rescue. Now you have two .iso images on the 
removable drive: rescueusb.iso and rescue.iso. 

Rescueusb.iso is used only for loading grub2 and booting Linux. 

10. Click the http://nufans.net/grub4dos/grub4dos-0.4.4-2009-10-16.zip link to download an archive. Unpack it to the 
corresponding folder. Open the unpacked folder. 

11. Copy the following files from the specified folder to the root of your removable drive: 

 grldr. 

 menu.lst. 

Modify the menu.lst content. To do this, select the file and right-click it to open the menu and select the 
Open with option. In the window that opens, select the Select an application from the list manually 
option. Click the OK button. Select the Notepad application and click the OK button. Replace all the file 

content with the following expression, following the syntax strictly: 

map (hd0,0)/rescue/rescueusb.iso (0xff) || map -- mem 

(hd0,0)/rescue/rescueusb.iso (0xff)  

map -- hook  

chainloader (0xff)  

Save changes. 

12. Obtain the number assigned to your removable disk.  

To do this, in the task pane of your operating system select Start  Control Panel  Administrative Tools  
Computer management. In the window that opens, select Disk Management from the drop-down list. In the 

right part of the window a list of connected drives will open. Select your removable drive and remember its 
number. 

13. Use the http://download.gna.org/grubutil/grubinst-1.1-bin-w32-2008-01-01.zip link to download an archive. 

14. Open the command line. To do this, in the task pane of your operating system select the Start Run and in 
the Open field enter cmd. 

15. In the command line enter "Path to the downloaded archive\grubinst.exe" (hdN), where N is your disk 

number. 

 

http://nufans.net/grub4dos/grub4dos-0.4.4-2009-10-16.zip
http://download.gna.org/grubutil/grubinst-1.1-bin-w32-2008-01-01.zip
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LOADING KASPERSKY RES CUE DISK  

This section contains instructions which will allow you to download the application and prepare it for work with Kaspersky 
Rescue Disk. 

IN THIS SECTION : 

Preparing to load ............................................................................................................................................................. 16 

Kaspersky Rescue Disk loading procedure ..................................................................................................................... 16 

 
 

PREPARING TO LOAD  

 Before you load Kaspersky Rescue Disk: 

1. Enable booting from CD/DVD-ROM or a removable drive in BIOS settings (for more details please refer to the 
documentation for the motherboard installed on your computer). 

2. Insert a drive / removable drive into the CD/DVD-ROM drive with Kaspersky Rescue Disk image. 

3. Restart your computer. After reboot, a message will appear on the screen: Press any key to enter the menu. 

4. Press any key. A loading wizard will start. 

If you do not press any key in 10 seconds, the computer boots from hard drive automatically. 

 

K ASPERSKY RESCUE DISK LOADING PROCEDUR E 

 To continue loading Kaspersky Rescue Disk: 

1. In the start up wizard window that opens, select the graphic interface language using the cursor moving keys. 
Click the ENTER button. 

A window with various options will open. 

2. Select one of the following start up methods: 

 Boot from Hard Disk.  

For some hardware and software configurations booting from hard drive is not available. In this case, 
remove your removable drive from the USB socket, reboot and make sure that in BIOS settings the hard 
drive with operating system is specified as a boot device. 

 Kaspersky Rescue Disk. Graphic Mode loads the graphic subsystem. 
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 Kaspersky Rescue Disk. Text Mode loads the text user interface represented by the Midnight 
Commander (MC) console file manager. 

You can also get and save information on the installed hardware (see section "Hardware information" on 
page 70), start the computer from hard drive, restart or shut down the computer using the corresponding 
option from the list. 

Click the ENTER button. 

As a result, a Linux operating system will start up then the hardware will be detected and file systems on 
hard and removable drives will be searched for. The names used in the installed operating system are 
assigned to all file systems and removable drives. 

If the loaded operating system is in sleep mode or its operation has been completed incorrectly, you will be 
asked to mount the file system or restart the computer. In this case select one of the three options: 

 Continue. The application will continue mounting the file system, but there is a fairly high risk of file 

system damage. 

 Skip. The application will skip file system mounting. Only boot sectors and autorun elements will be 

scanned. 

Some file systems can be mounted. 

 Restart computer. This will allow you to boot from the hard drive to shut down the operating system 

correctly. 

The boot sequence is the following: 

a. Searching the Microsoft Windows swap file pagefile.sys. If it is missing, the volume of the virtual 
memory is limited by the RAM size. 

b. Creating the folders for anti-virus databases, reports, Quarantine and additional files. 

c. Network connections configuration based on data found in system files of the computer being loaded. 

d. The Anti-Virus starts if graphic mode was selected. The Midnight Commander file manager start with 

the opened user menu if text mode was selected. 

 



 

 

 

 

 

 

18  

 

WORKING WITH KASPERS KY RESCUE D ISK 

IN GRAPHIC MODE  

This section describes Kaspersky Rescue Disk operating mode in the graphic environment. 

IN THIS SECTION : 

Kaspersky Rescue Disk interface .................................................................................................................................... 18 

Starting and stopping Anti-Virus ...................................................................................................................................... 24 

Computer protection status ............................................................................................................................................. 25 

Objects scan ................................................................................................................................................................... 27 

Update............................................................................................................................................................................. 30 

Quarantine and Backup................................................................................................................................................... 32 

Reports............................................................................................................................................................................ 35 

Advanced application settings ......................................................................................................................................... 44 

Closing Kaspersky Rescue Disk ..................................................................................................................................... 62 

 
 

K ASPERSKY RESCUE DISK INTERFACE  

This section contains information on Anti-Virus interface and the additional features of Kaspersky Rescue Disk. 

IN THIS SECTION : 

Taskbar ........................................................................................................................................................................... 18 

Anti-Virus interface .......................................................................................................................................................... 19 

Additional tools ................................................................................................................................................................ 23 
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TASKBAR  

The taskbar is a panel displayed in the bottom part of the screen where the icon  is displayed. Click the  
icon to open the Kaspersky Rescue Disk menu. You can also open the menu using the mouse. To do this, right-click any 
area on the desktop. 

This opens the menu that provides quick access to the system elements (see the figure below). 

 

Figure 1. Kaspersky Rescue Disk menu 

The menu contains items which provide the following tools: 

  Kaspersky Rescue Disk ï starts Anti-Virus. 

 File manager (on page 23) ï starts X File Explorer (xfe) file manager. 

 Web browser (on page 24) ï starts Mozilla Firefox web browser. 

 Terminal (on page 24) ï starts operating system console. 

 Screenshot (on page 24) ï copies the screen as it is displayed on the monitor and indicates the path to the 

saved file. 

 Network setup (on page 24) ï opens the network configuration window. In the window that opens, you can 

configure the network adapter and modify proxy server settings. 

 About Kaspersky Rescue Disk ï opens the window containing information on Kaspersky Rescue Disk 

version. 

 Restart computer ï opens the computer restart confirmation window. 

 Shut down the computer ï opens the computer shutdown confirmation window. 

You can also change the position of all the windows on the desktop. To do this, right-click the taskbar space to open the 
context menu and select the required action. 
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ANTI -V IRUS INTERFACE  

This section describes the main Anti-Virus features. 

IN THIS SECTION : 

Main window ................................................................................................................................................................... 20 

Configuration window ...................................................................................................................................................... 23 

Notifications ..................................................................................................................................................................... 23 

 
 

MAIN WINDOW  

The Kaspersky Rescue Disk main window is designed to implement all product features. 

The main application window can be divided into two main parts: 

 The top part of the window indicates your computerôs current protection status. 

 

There are three possible values of protection status (see section "Computer protection status" on page 25): 
each of them is indicated with a certain color, like stop lights. Green indicates that your computerôs protection is 
at the correct level, while yellow and red indicate that there are various security threats. In addition to malicious 
programs, threats include obsolete application databases, protection settings are at minimum, etc. 

Security threats must be eliminated as they appear. To obtain detailed information on threats and their 

elimination, click the status icon  (see the figure above). 

 The central part of the window can start an objects scan or an update using the corresponding tabs: 
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 On the Objects Scan tab (see the figure below) you can perform the following actions: 

 start / stop objects scan (see section "Starting and stopping the objects scan" on page 28); 

 add separate disks, directories, computer files to the scan task or delete them from the task (see 
section "Creating a list of objects to scan" on page 28); 

 view the process and results of the virus scan. 

 

Figure 2. The Objects Scan tab 
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 On the Update tab (see the figure below) you can: 

 start / stop the update (see section "Starting and stopping the update" on page 31); 

 view the virus activity report, by clicking the corresponding link; 

 roll back databases to the previous version (see section "Rolling back the last update" on page 31); 

 view update task progress and results. 

 

Figure 3. The Update tab 

You can also use the following buttons and links: 

 Settings ï to open the application settings window. 

 Quarantine ï start working with quarantined objects. 

 Report ï open the list of events occurring during application operation. 

 Help ï view Kaspersky Rescue Disk help system. 

 Exit ï stop Anti-Virus. 
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CONFIGURATION WINDOW  

You can open the Kaspersky Rescue Disk configuration window, by clicking the Settings link, located in the top part of 

the main application window. In this window you can configure the Kaspersky Rescue Disk settings. 

The application settings window consists of two parts: 

 the left part of the window ensures access to the object scans, updates, configuration settings of threats and 
exclusions, notifications and Kaspersky Rescue Disk reports and storages; 

 the right part of the window contains a list of configurable settings in the left part of the section. 
 

 

NOTIFICATIONS  

Whenever an event in the Kaspersky Rescue Disk operation occurs, a pop-up message is displayed on the screen. 

Depending on how critical the event is for computer security, you might receive the following types of notifications: 

 Alarm. A critical event has occurred; for instance, a virus has been detected. You should immediately decide 

how to deal with this threat. Notifications of this type are highlighted in red. 

 Warning. A potentially dangerous event has occurred, for instance, a potentially infected object has been 

detected. You should decide on the degree of danger of this event. Notifications of this type are highlighted in 
yellow. 

 Info. This notification gives information about non-critical events. Information notifications are highlighted in 

green. 
 

ADDITIONAL TOOLS  

This section describes applications embedded in Kaspersky Rescue Disk and additional features of Kaspersky Rescue 
Disk. 

IN THIS SECTION : 

File manager ................................................................................................................................................................... 23 

Web browser ................................................................................................................................................................... 24 

Terminal .......................................................................................................................................................................... 24 

Screenshot ...................................................................................................................................................................... 24 

Network configuration...................................................................................................................................................... 24 

 
 

FIL E MANAGER  

The integrated file manager X File Explorer (xfe) is based on the popular but currently undeveloped project X Win 
Commander. X File Explorer has a user-friendly interface and is effective when working with files for both advanced 

users and beginners. 

Project home page: http://roland65.free.fr/xfe/ 
 

http://roland65.free.fr/xfe/
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WEB BROWSER  

The Firefox web browser integrated in Kaspersky Rescue Disk can view websites and save the pages you have visited. 
You can view all visited pages after exiting Kaspersky Rescue Disk. 

To access web pages via the integrated browser, a local network connection is required (Local Area Network 
connection). By default the web browser works with system proxy server. You can specify the proxy server settings when 
configuring the web browser. By default the Kaspersky Lab website is displayed in the browser. 

 

TERMINAL  

The Terminal is an operating system console designed for working with command line in graphic mode. 
 

SCREENSHOT  

This option can record the visual output displayed in the monitor and view the path to the saved file. 
 

NETWORK SETUP  

This option can configure the network adapter and change the settings of the system proxy server. After the proxy server 
settings are modified, update retrieval and the browser will work with the proxy server settings that have been recently 
specified. 

You can also specify the proxy server settings for an update task (see section "Configuring proxy server settings" on 
page 52) and for a web browser separately (see section "Web browser" on page 24). 
 

STARTING AND STOPPING  ANTI -V IRUS  

This section contains information on how to start and stop Anti-Virus. 

IN THIS SECTION : 

Starting Anti-Virus ........................................................................................................................................................... 24 

Stopping Anti-Virus ......................................................................................................................................................... 25 
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STARTING ANTI -V IRUS  

 To run Anti-Virus, perform one of the following actions: 

 Right-click the space on the desktop, open the context menu and select  Kaspersky Rescue Disk. 

 Click the  icon located in the taskbar. In the menu that opens, select  Kaspersky Rescue Disk. 

The Anti-Virus component starts after Kaspersky Rescue Disk starts up in graphic mode. 

 

 

STOPPING ANTI -V IRUS  

 To stop Anti-Virus: 

1. Open the main application window and click the Exit button. 

A dialog window with the following text will open on the screen: Are you sure want to exit Kaspersky Rescue 
Disk? 

2. Click the Yes button. 
 

COMPUTER PROTECTION S TATUS  

If your computer protection is threatened, its status will inform you. The protection icon changes its color (see figure 
below). 

 

Figure 4. Current computer protection status 

There are three possible values of protection status: each of them is indicated with a certain color like stop light colors: 

 - green. The color of this icon indicates that your computer is protected ï the Kaspersky Rescue Disk 
databases have been updated in good time, the virus scan has not returned any malicious objects or malicious 
objects have been disinfected. 

 - yellow. The color indicates a reduced protection. For instance, the anti-virus databases are obsolete. 

 - red. The color indicates that there are problems which can result in the infection of your computer and 
loss of data: the application has not been updated for a long time, or malicious objects requiring urgent 
processing have been detected. 
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Security threats must be eliminated as they appear. You can view the list of problems, their description and 
troubleshooting suggestions on the Status tab (see the figure below), which you can select by double-clicking the status 

icon (see the figure above). 

 

Figure 5. Solving security problems 

The problems are listed based on their severity level: first are the most important ones, with red status icon, then less 
important ones (yellow status icon), the last ones are informational messages with the green status icon. Each problem is 
provided with its detailed description. 

For the Threats have been detected problem the following options are available: 

 Neutralize all. Click the Neutralize all button to fix the problem, which is the recommended action. 

 Details. Click the Details button to go the Detected threats tab, where you can view the detailed information 

on the detected threat. 












































































































