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B/ MBS IR
o HITHAEZS 14 GHz HESHI CPU ©

e RAM : 4GB »

o JAMIRZER ; REEEERI[ERE R (/var/opt /kaspersky/kinagent_srv) 52 10 GB -
SIELUMEREZRG

 Debian GNU / Linux 9.x (Stretch) 64 {1175

 Debian GNU/Linux 10.x (Buster) 64 fiI 7T

 Debian GNU/Linux 1.x (Bullseye) 64 i1 7T

e Ubuntu Server 18.04 LTS (Bionic Beaver) 64 11171

e Ubuntu Server 20.04 LTS (Focal Fossa) 64 11175

e Ubuntu Server 22.04 LTS (Jammy Jellyfish) 64 fiI7T

e CentOS 7x 64 fiIJT

* Red Hat Enterprise Linux Server 7x 64 {i175

* Red Hat Enterprise Linux Server 8.x 64 i/ 70

 Red Hat Enterprise Linux Server 9.x 64 fiI70

e SUSE Linux Enterprise Server 12 ( FTBREE X ) 64 T

e SUSE Linux Enterprise Server 15 ( FTERZEH ) 64 17T

e Astra Linux %5 5l RUSB10016-01 ( #EAF SR 1.6 ) 64 17T

* Astra Linux 455l iit RUSB10015-01 ( #RIEEERT 17 ) 64 fiI7T

 Astra Linux 555l ik RUSB10015-01 ( BIEEHT118 ) 64 IJT

o Astralinux BB (BRIEEHT 212) 64 it

* ALT Server 9.2 64 fiI7T

e ALT Server 10 64 17T
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ALT 8 SP Server (LKNVI1100-01) 64 fiI7T

ALT 8 SP Server (LKNV11100-02) 64 fi17T

ALT 8 SP Server (LKNV11100-03) 64 17T

Oracle Linux 7 64 11175

Oracle Linux 8 64 fiI75

Oracle Linux 9 64 1117

RED OS 7.3 Server 64 fi[JT

RED OS 7.3 Certified Edition 64 175

ERAEH EXT4 AR A ETARRE

SEUNERYE

VMware vSphere 6.7

VMware vSphere 70

VMware Workstation 16 Pro

Microsoft Hyper-V Server 2012 {1175

Microsoft Hyper-V Server 2012 R2 64 {175

Microsoft Hyper-V Server 2016 64 fiI75

Microsoft Hyper-V Server 2019 64 i1 7T

Microsoft Hyper-V Server 2022 64 {1/ 7T

Citrix XenServer 71LTSR

Citrix XenServer 8.x

Parallels Desktop 17

ERAZHE R ( BB EMREESZIRRPIA Linux fFEZAT )

SEUNERNEGRS (JUZEEABNEE L)

MySQL 5.7 #t1& 32 fiI75 /64 17T

MySQL 80 32 i1 7t /64 17T

MariaDB 101 ( #A#4%5% 101.30 &I ) 32 17T /64 {7t

MariaDB 10.3 ( #AB#2 4% 5% 10.3.22 &I &) 32 i1 /64 It
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* MariaDB 104 ( A2 4R 5% 10.4.26 &I L) 32 17t /64 7T

* MariaDB 105 ( AH#2#R 5% 105.27 &L L ) 32 Uit /64 7T

* MariaDB Server 10.3 32 1170 /64 fiI7T + ¥&FL InnoDB #7752

* MariaDB Galera Cluster 10.3 32 {iI7T / 64 lI7T  #&HC InnoDB 17 512
* PostgreSQL 13.x 64 170

* PostgreSQL 14.x 64 {iI7T

* Postgres Pro13.x 64 fiI7C ( FTBhRA )

* Postgres Pro14.x 64 I7G ( FIBRA )

MEEEaEK

FEHFEZEEERLOHEE T ESERS

B/ BB AR G

e CPU: 4t - 1FRIAE 25 GHz °

* RAM : 8GB -

o OJFMARRZERE : FEFEIREMREERBE R (/var/opt/kaspersky) T2 40 GB °
PUINMERZRG 2 — (EBR 64 AITTARA )

e Debian GNU/Linux 9.x (Stretch)

* Debian GNU/Linux 10.x (Buster)

e Debian GNU/Linux 11.x (Bullseye)

e Ubuntu Server 18.04 LTS (Bionic Beaver)

e Ubuntu Server 20.04 LTS (Focal Fossa)

e Ubuntu Server 22.04 LTS (Jammy Jellyfish)

* CentOS 7x

e Red Hat Enterprise Linux Server 7x

* Red Hat Enterprise Linux Server 8.x

* Red Hat Enterprise Linux Server 9.x

e SUSE Linux Enterprise Server 12 ( FTBIREEL )
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e SUSE Linux Enterprise Server 15 ( FTAE RIS EX )
o Astra Linux 45 5lliR RUSB10015-01 ( #EEEE#T 1.6 )
e AstraLinux £55lliR RUSB10015-01 ( BIEEH 1.7 )
e Astra Linux 45 5lliRk RUSB10015-01 ( #R{FE#7 1.8 )
e Astra Linux 38/ i 212

e ALT Server 92

e ALT Server 10

e ALT 8 SP Server (LKNVI1100-01)

* ALT 8 SP Server (LKNV11100-02)

e ALT 8 SP Server (LKNV11100-03)

* Oracle Linux 7

* Oracle Linux 8

* Oracle Linux 9

e RED OS 7.3 Server

* RED OS 7.3 i && ik

o ERARNERW ( FEHFELZZEB P OHE T ESEIREEIENAA Linux TFEZR )

APInEE

HRAPWEE - FEHELZZEETORBEZZEaNERERTE [EEEE -
/NN E R 1366x768 B3

RENBENTEFR KN FENMEZZEE P ORE T EEMERNAERNFERKZHE -
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* Mozilla Firefox SERFE TS IEARA 91.80 SLE S IRA ( 91807182022 F 4 55 H¥ )
« Google Chrome 100.0.4896.88 S & & i A ( BT HRAS )

e Microsoft Edge 100 2 8 & kA

* macOS Y Safari 15
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HMITIRERR 1GHz SE S CPU » 64 UTTIFEEZ4E - CPU R1ESAZR 14 GHz -
RAM : 512MB -

O AR ZERS 1 1GB -

RN Linux FWEERIEESZOK | WAL EK Perl ;B S ME33 D10 SLESRA -

SKELIMEEZRM

Microsoft Windows Embedded POSReady 2009 with latest Service Pack 32 i1 7T
Microsoft Windows Embedded POSReady 7 32 17T /64 17T
Microsoft Windows Embedded 7 Standard (Service Pack 1) 32 1117t /64 17T
Microsoft Windows Embedded 8 Standard 32 17T /64 fiI70

Microsoft Windows Embedded 81 Industry Pro 32 {17t /64 {iI70
Microsoft Windows Embedded 81 Industry Enterprise 32 {173 /64 17T
Microsoft Windows Embedded 81Industry Update 32 fiI7T /64 {170
Microsoft Windows 10 Enterprise 2015 LTSB 32 i/ 7T /64 17T
Microsoft Windows 10 Enterprise 2016 LTSB 32 /7T /64 7T
Microsoft Windows 10 loT Enterprise 2015 LTSB 32 /7T /64 7T
Microsoft Windows 10 loT Enterprise 2016 LTSB 32 i1 7t /64 {i7T
Microsoft Windows 10 Enterprise 2019 LTSC 32 {7t /64 iIJT
Microsoft Windows 10 loT 78 2£hk 1703 32 17T / 64 17T

Microsoft Windows 10 loT 725k 1709 32 {1170 /64 17T

Microsoft Windows 10 loT &35k 1803 32 fiI7T / 64 1117

Microsoft Windows 10 loT =25k 1809 32 fi17T / 64 fiI7T

Microsoft Windows 10 20H2 loT 1E2hR 32 1170 /64 17T

Microsoft Windows 10 21H2 loT 134k 32 17T / 64 fiI7T

Microsoft Windows 10 loT 1E2£hk 32 {1173 /64 17T

Microsoft Windows 10 loT 7E2£hR 1909 32 17T / 64 17T

Microsoft Windows 10 loT 7E25hR LTSC 202132 17T /64 17T

Microsoft Windows 10 loT 1E25kR 1607 32 17T / 64 7T
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Microsoft Windows 10 X FH kit RS3 ( Fall Creators Update - v1709 ) 32 {17t /64 fiI7T
Microsoft Windows 10 Z22£hik RS3 ( Fall Creators Update - v1709 ) 32 17t /64 170
Microsoft Windows 10 L{FI5Z8 2k RS3 ( Fall Creators Update - v1709 ) 32 {175 /64 iI7T
Microsoft Windows 10 1= 2£hfk RS3 ( Fall Creators Update - v1709 ) 32 {iI70/64 fiI7T
Microsoft Windows 10 # 5 kit RS3 ( Fall Creators Update - v1709 ) 32 {7t /64 fiI7T
Microsoft Windows 10 ZZ FA kit RS4 ( 2018 &£ 4 A& - 17134 ) 32 {7t /64 17T
Microsoft Windows 10 E22£h RS4 ( 2018 & 4 BE#T - 17134 ) 32 Iyt /64 {iTT
Microsoft Windows 10 T{EIS 2k RS4 ( 2018 & 4 HE# » 17134 ) 32 {i7T/64 AT
Microsoft Windows 10 1=2£hik RS4 ( 2018 &= 4 HE#T - 17134 ) 32 It /64 fiITT
Microsoft Windows 10 B kit RS4 ( 2018 &£ 4 B & - 17134 ) 32 {170 /64 1I7T
Microsoft Windows 10 Z A kit RS5 ( 2018 F10 B ) 32 117t /64 fiIJT

Microsoft Windows 10 E2£hi RS5 ( 2018 £10 B ) 32 fiI7u/64 AT

Microsoft Windows 10 L {FlEE 35k RS5 ( 2018 £ 10 A ) 32 Iyt /64 {7t
Microsoft Windows 10 1E2£hR RS5 ( 2018 10 A ) 32 {17t /64 U7t

Microsoft Windows 10 2& hit RS5 ( 2018 F=10 B ) 32 17t /64 fiIJT

Microsoft Windows 10 2 k2 hix 19H1 32 17T / 64 {70

Microsoft Windows 10 Z2&hfx 19H1 32 17T /64 iI7T

Microsoft Windows 10 T {EUEE £ IR 19H1 32 {1170 /64 17T

Microsoft Windows 10 & 2&hfk 19H1 32 1171 /64 17T

Microsoft Windows 10 2 & hit 19H132 17T /64 17T

Microsoft Windows 10 4 & hix 19H2 32 fiI7T / 64 {170

Microsoft Windows 10 & 25 kit 19H2 32 17T /64 17T

Microsoft Windows 10 Pro for Workstations 19H2 32 i/ 7T / 64 iI7T

Microsoft Windows 10 Enterprise 19H2 32 fi17T / 64 1170

Microsoft Windows 10 Education 19H2 32 i/ 7T / 64 /7T

Microsoft Windows 10 Z F ki 20H1 ( 2020 =5 B&E#1 ) 32 fiIyu/64 T

Microsoft Windows 10 E22£hf 20H1 ( 2020 & 5 BE#7 ) 32 170 /64 fiIIT

Microsoft Windows 10 1822k 20H1 ( 2020 & 5 B &E#7 ) 32 I7u/64 17T
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Microsoft Windows 10 21 A& kit 20H1 ( 2020 =5 B&EH# ) 32 fiI7u/64 T
Microsoft Windows 10 Z Akl 20H2 ( 2020 5 10 HE#7 ) 32 Iyt /64 7T
Microsoft Windows 10 E22£ 1R 20H2 ( 2020 ££ 10 B & ) 32 175 /64 17T
Microsoft Windows 10 &2k 20H2 ( 2020 510 BEHT ) 32 17T0/64 {UTT
Microsoft Windows 10 1A kit 20H2 ( 2020 5 10 5 #7 ) 32 It /64 11T
Microsoft Windows 10 2 FERR 21H1 ( 2021 £ 5 B S5 ) 32 fiI75/64 7T
Microsoft Windows 10 E22£hf 21H1 ( 20215 5 B E#7 ) 32 170 /64 17T
Microsoft Windows 10 1=2£hfk 21H1 ( 20215 5 B &R ) 32 170 /64 17T
Microsoft Windows 10 (& ki 21H1 ( 2021 & 5 B E5# ) 32 fiI7T/64 17T
Microsoft Windows 10 & A Ak 21H2 ( 2021 510 S & #7 ) 32 Iyt /64 {iI7T
Microsoft Windows 10 E22£hf 21H2 ( 2021 510 S & #7 ) 32 Iyt /64 {7
Microsoft Windows 10 1822k 21H2 ( 2021 510 BE#1 ) 32 170 /64 17T
Microsoft Windows 10 3B ik 21H2 ( 2021 410 BE# ) 32 i17t /64 {1170
Microsoft Windows 10 & A ki 22H2 ( 2023 &= 10 BE#T ) 32 fi75/64 7T
Microsoft Windows 10 B2 1R 22H2 ( 2023 4 10 BEHf ) 32 fi175/64 {7t
Microsoft Windows 10 18 2£kR 22H2 ( 2023 410 BE#f ) 32 fi175/64 i1t
Microsoft Windows 10 & ki 22H2 ( 2023 &£ 10 B&E#T ) 32 fI7u/64 17T
Microsoft Windows 11 X FBhk 64 17T

Microsoft Windows 11 24k 64 {117t

Microsoft Windows 11 1=2£hR 64 1117t

Microsoft Windows 11 & hix 64 17T

Microsoft Windows 1122H2

Microsoft Windows 81 &£k 32 {i17T/64 fiI7T

Microsoft Windows 81 122k 32 {i17T/64 fiI 7T

Microsoft Windows 8 E2£ ik 32 17T /64 17T

Microsoft Windows 8 Enterprise 32 i/ 7T / 64 i 7T

Microsoft Windows 7 25k ( Service Pack 1 M E SR A ) 32 fi17T,/64 7T

Microsoft Windows 7 B2k /TE M bR ( Service Pack 1F1E S Ak A ) 32 fiI7T/64 17T
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Microsoft Windows 7 & FAE A /#EFE bR ( Service Pack 1 F18E & ik A ) 32 17T /64 17T
Microsoft Windows XP Professional ( Service Pack 2 ) 32 {iI70 /64 fiIJT ( &S ARSI A 1051781 3218 )
Microsoft Windows XP Professional Service Pack 3 &% S RS 32 17T ( SAEEACIE R 14.00.20023 £1% )

AR A TR H A Microsoft Windows XP Professional Service Pack 3 32 17T ( 24958 CIE i As
140020023 1% )

Windows Small Business Server 2011 Essentials 64 170

Windows Small Business Server 2011 Premium Add-on 64 {1175

Windows Small Business Server 2011 Standard 64 {1170

Windows MultiPoint™ Server 2011 Standard/Premium 64 {1 7T

Windows MultiPoint™ Server 2012 Standard/Premium 64 i1 7T

Windows Server 2003 SP132 1170 /64 17T ( 122 A RIBIRA 1051781 3525 - Mo PUE B li 7 275K )
Windows Server 2008 Foundation (Service Pack 2) 32 17T /64 17T
Windows Server 2008 Service Pack 2 ( FT B iR A ) 32 17T /64 {170
Windows Server 2008 R2 Datacenter ( Service Pack 1 F1E8E S A ) 64 1170
Windows Server 2008 R2 Enterprise ( Service Pack 1 F1E8 S A ) 64 fiI7T
Windows Server 2008 R2 Foundation ( Service Pack 1 f18 S kA ) 64 1171
Windows Server 2008 R2 WZ A&, ( Service Pack 1 f18E S R4S ) 64 fiIT
Windows Server 2008 R2 Standard Service Pack 1 F1E & i A& 64 17T
Windows Server 2008 R2 Service Pack 1 ( FIE RN ) 64 1171

Windows Server 2012 Server Core 64 11175

Windows Server 2012 Datacenter 64 11175

Windows Server 2012 Essentials 64 11175

Windows Server 2012 Foundation 64 1175

Windows Server 2012 Standard 64 fiI7T

Windows Server 2012 R2 Server Core 64 17T

Windows Server 2012 R2 Datacenter 64 17T

Windows Server 2012 R2 Essentials 64 170

Windows Server 2012 R2 Foundation 64 i1 7T

Windows Server 2012 R2 Standard 64 1117
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Windows Server 2016 Datacenter (LTSB) 64 117G
Windows Server 2016 Standard (LTSB) 64 17T

Windows Server 2016 Server Core ( Z28£#:18 ) (LTSB) 64 117G
Windows Server 2019 Standard 64 {170

Windows Server 2019 Datacenter 64 11170

Windows Server 2019 Core 64 {170

Windows Server 2022 Standard 64 1170

Windows Server 2022 Datacenter 64 {i7T

Windows Server 2022 Core 64 11175

Windows Storage Server 2012 64 {1170

Windows Storage Server 2012 R2 64 7T

Windows Storage Server 2016 64 fiI7T

Windows Storage Server 2019 64 fiI7T

Debian GNU / Linux 9.x (Stretch) 32 17T / 64 7T

Debian GNU/Linux 10.x (Buster) 32 {iI7T / 64 fiI7T

Debian GNU/Linux 11.x (Bullseye) 32 i/ 7t / 64 17T

Ubuntu Server 18.04 LTS (Bionic Beaver) 32 {iI7T / 64 fiI7T
Ubuntu Server 20.04 LTS (Focal Fossa) 32 11170 /64 17T
Ubuntu Server 2004.04 LTS (Focal Fossa) ARM 64 {1171
Ubuntu Server 22.04 LTS (Jammy Jellyfish) 64 {i/7T
Ubuntu Desktop 18.04 LTS (Bionic Beaver) 32 fiI7T / 64 fiI7C
Ubuntu Desktop 20.04 LTS (Focal Fossa) 32 17T /64 fiI70
CentOS 7.x 64 ITT

CentOS 7x ARM 64 17T

Red Hat Enterprise Linux Server 6.x 32 17t /64 {70

Red Hat Enterprise Linux Server 7x 64 i/ 7t

Red Hat Enterprise Linux Server 8.x 64 17T

Red Hat Enterprise Linux Server 9x 64 fiI7T
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SUSE Linux Enterprise Server 12 ( FTERFBEN ) 64 IIT
SUSE Linux Enterprise Server 15 ( FIERZEE Y ) 64 1T
SUSE Linux Enterprise Desktop 15 ( FTBRIEZE Y ) 64 T
SUSE Linux Enterprise Desktop 15 (Service Pack 3) ARM 64 {175
openSUSE 15 64 {175

EulerOS 2.0 SP8 ARM

Pardus OS 19164 17T

Astra Linux 45 AlliR RUSB10015-01 ( #R1EEERT 1.6 ) 64 7T
Astra Linux 55 Allik RUSB10015-01 ( B1EEH 17 ) 64 11T
Astra Linux 55 AlliR RUSB10015-01 ( BIEE #7118 ) 64 17T
Astra Linux #B AR ( 3R1EEFT 212 ) 64 U

Astra Linux 45 5lliR RUSB10152-02 ( #R1FE#T 4.7 ) ARM 64 it
ALT Server 9.2 64 {i7T

ALT Server 10 64 fiI7T

ALT Workstation 9.2 32 {i1 7T /64 17T

ALT Workstation 10 32 {175 /64 17T

ALT 8 SP Server (LKNVI1100-01) 64 17T

ALT 8 SP Server (LKNVI1100-02) 64 17T

ALT 8 SP Server (LKNVI1100-03) 64 fiI 70

ALT 8 SP Workstation (LKNVI1100-01) 32 17T /64 fiI7T

ALT 8 SP Workstation (LKNVI1100-02) 32 17T /64 fiI7T

ALT 8 SP Workstation (LKNV11100-03) 32 17T /64 fiI7T
Mageia 4 32 fiI7T

Oracle Linux 7 64 17T

Oracle Linux 8 64 11175

Oracle Linux 9 64 fiI7T

Linux Mint 19.x 32 {175

Linux Mint 20.x 64 175
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AlterOS 75 K E S hRA 64 17T
GosLinux IC6 64 17T

RED OS 7.3 Server 64 fiI7T

RED OS 7.3 Certified Edition 64 fiI7T
ROSA COBALT 79 64 fiI7u

ROSA CHROME 12 64 flIJT

Lotos (Linux #Z /iR 419.50, DE: MATE) 64 17T

SEMNERYE

VMware vSphere 6.7

VMware vSphere 7.0

VMware Workstation 16 Pro

Microsoft Hyper-V Server 2012 {175
Microsoft Hyper-V Server 2012 R2 64 fiI70
Microsoft Hyper-V Server 2016 64 {170
Microsoft Hyper-V Server 2019 64 i1 7T
Microsoft Hyper-V Server 2022 64 {1/ 7T
Citrix XenServer 71LTSR

Citrix XenServer 8.x
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join_cache level=8
tmp_table size=512M
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innodb_thread _concurrency=20
innodb_flush_log _at trx_commit=0
innodb_lock wait_timeout=300
max_allowed_packet=32M
max_connections=151
max_prepared_stmt _count=12800
table_open_cache=60000
table_open_cache_instances=4
table_definition_cache=60000
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FERRIEM T - ZEUA join_cache _incremental * join_cache_hashed 1 join_cache _bka &L
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SELECT @@optimizer_switch;
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optimizer_switch="'join_cache_bka=on'
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join_buffer_size=20M
tmp_table size=600M
max_heap_table size=600M
key_buffer_size=200M
innodb_buffer_pool_size= EREMNEATDIRIEH KAV EREX/)H 80%
innodb_thread_concurrency=20
innodb_flush_log_at_trx_commit=0 (ZEERN T  EARSFSEA/NERS))
innodb_lock wait timeout=300
max_allowed_packet=32M
max_connections=151
max_prepared_stmt_count=12800
table _open_cache=60000
table_open_cache_instances=4
table_definition_cache=60000
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"2 TE PostgreSQL =X Postgres Pro Al R23 8 FEHEZZEE D0 Linux &
Ao

FEHEZEZEIE D/ Linux 3218 PostgreSQL 7] Postgres Pro DBMS - {1 A FEAEL DBMS 72— - S5 & B
& DBMS @Rz £ 81 & =1E DBMS B REHE L 2 EE /0 Linux —#2E(E -

REENTERIEIEZ | /etc/postgresql/< VERSION >/main/postgresql.conf
PostgreSQL #/1 Postgres Pro FIEHSE] -

e shared_buffers = DBMS Z P14 &/ RAM B 25% °
YR RAM /MR 1GB - AI{REBTRRRE -

» max_stack_depth =& AMEESE A/ ( FI1T  ulimit -s "I LUERULE (LLKB BEAl ) BE1TMB £ X 8R=
e temp buffers = 24MB

* work_mem = 16MB

* max_connections = 151

e max_parallel workers_per_gather =0

* maintenance_work_mem = 128MB

t&f{R standard_conforming_strings Z2#E R/ ETE Eon ° B postgresqlconf i@ EEM#) ABCEE
FRLEN A ARES - 752 FPostgreSQL LM EVSFHME -

A8 PostgreSQL #ll Postgres Pro fal k282 BILI R WO I E S BINRF AT &R - 52 RAHER DBMS SXfF -

BRI % PostgreSQL A Postgres Pro I MECERPHFMAEN - F2RMUNER . RERSUIERFEH
PostgreSQL 41l Postgres Pro °

2 FEHEZEZEH P Linux

ZaREm Uz FEHELZEZEE PN Linux °

s BRBEBZEREHELZZEED D Linux BETEESNEENITZELN Linux IR -

o fE{R DNS f@fR=s £ AR LoJF -

AL EEE—ksc-[MRAFE]_amdé4.deb 2% ksc-[IRAN55].x86_64.rpm—# FEMN A E Y Linux ARA - BB
Kaspersky #81s T & 2R IFUT L EEAEE -

EE2ZEFEHEZEZEE P/ Linux - ;5EEA root #ERAVIRS NTT NIRRT REN DS -
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https://www.postgresql.org/docs/current/config-setting.html

Bk FEOFREZTEZ P/ Linux -

1L HIRABHROKETE Astra Linux 18 SLESRA L#AT - BAITULD BRATAMAVIRIF - IRTHOKEEABWIEE
R LT FHEEN D -

a. #£17 Jetc/systemd/system/kladminserver_srv.serviced B #E1l §2 174 %% override.conf WiEZ - HPBIZ L
AR
[Service]
User=
User=ksc
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=
ExecStart=/opt/kaspersky/ksc64/sbin/klserver -d from_wd

b. #17 H$E /etc/systemd/system/klwebsrv_srv.serviced #1745 override.conf 1E2E - HPEZLITA
=
[Service]
User=
User=ksc
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=
ExecStart=/opt/kaspersky/ksc64/sbin/klcsweb -d from_wd

2. 217 — B & 4 Kladmins™ M — B ZEAE PR IR F"ksc” - &ZWRP N RE Kladmins 2RI E » BIL - FBIRRAITLLT
AL
Al ~ .
# adduser ksc
# groupadd kladmins
# gpasswd -a ksc kladmins
# usermod -g kladmins ksc

31T RESEZEZEE PO Linux Z2 < BB Linux RA - BT oIz —
e # apt install /<path>/ksc64 [ version number ] amd64.deb
e # yum install /<path>/ksc64-[ version_number ].x86_64.rpm -y

4. 917 FEHELZEZEEDL Linux L&
# /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

b. BB B HEE mIFE & (EULA) MBRRABR - XFEREMITRED - REFBBRE N —EXFE -
RE - BHIRENE - BMALUNME

a Ay (NBMIBERIES EULA BIER) - AN (MIREFREFEULANIKER ) - EEEHAERHESR
SEIEDP/N Linux - BN BEREES EULA RUIERR -

b. Ay - MIRMIPEIWIFEZRBABERNIFER - I HARBENE R IZBEABERPRRRETREMNG
W (EEREHIE=F) - WAn (IRCAEIBABRNER ) - 2EAFEHEZZEE DD Linux
SRR ER RRABIERAVIRR -
6. HIRIBRET - WALURRRE -
a. B A\ BRI R 25 DNS 2 EAFAR IP Uit - HEE R EHZUILERI SR EMkKas -
b. I AN EIR @RS SSL EEIRSE - REIBEN N EAHEREIR 13000 -

c. AT EEENEENAREE
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NREAE 12100 ERREERE - WA

YNRAEA 101 1000 BEABEEE - FHWA2 -

MREAEBIE 1000 HREES - FWAI -
d WARBNLZZEHHERM - RRBER T - A kladmins "EF4H -

e MAIRP BB ERORERT - ZIEPUVAZWANLZZEANNE - BREBER T - EA kscIk
E o

f AR 2 RBLIEN H MR - RPN ARWMANLZEHANME - ERIERT - EA ksc"IES -
g BEMZHEMNE FEHMELZ SR PN Linux —EEE AR DBMS :
o IRMZ4E T MySQL 3¢ MariaDB -+ 58I A 1«
o WIRMZ%E 7 PostgreSQL 5 Postgres Pro - B#IA 2 -
h AR FZE£ERENESH DNS SR IP A1l - 127.0.0. 1 TBRARAEENELE -
i WA ER SRR - IERRANEEIREREERE - BRERT - GAMUTERE .
o IB1EHE 3306 AN MySQL 2t MariaDB
o B2 5432 FIIR PostgreSQL 51 Postgres Pro
jRABRESE -
k MAGARGTIENENERNERIEEHEAETRE -

L WACAREFRENENERERIESRZE -
EERFBESIIBILAD

e klnagent_srv
e kladminserver_srv
e klactprx_srv
e klwebsrv_srv
m 2 —ErxEEEEARF[EEERRS - M ALREZENEN - CILERMU M2 A
# . /opt/kaspersky/ksc64/sbin/kladduser -n ksc -p <password>

B AFELUNER

o ERZEEMH AR 8 EZNK 16 EFTT -

7/,

. BENADSTADZANTT -
. REFE (A-2)
e NEFE (a2)

e FHF (0-9)
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o WIAFTIT(@#$%"&*-_1+=[1{3]:"..72/\"~"()))

ERECSHIE  FEHELZZEEDO Linux 2%

AR 75 B

AU NS RERFZEE EENT

e # systemctl status klnagent_srv.service

e # systemctl status kladminserver_srv.service
e # systemctl status klactprx_srv.service

e # systemctl status klwebsrv_srv.service

DI BBEZ g REHEZEEE D) Linux

RO PE Linux B E FZEREHEZEEE D0 Linux - 7AZERRBIRBERZEMUFMEANTLZE - BIESEH
HZH - MRERES —,\EE.Jﬁ’“«E%Z BHRNEZENE -

ZHER]

LR EEIE L4 (DBMS) -

W

s BRBELZEREHELEZEERD D Linux BETEENEENITZELN Linux IR -

EZLFMEN LR FEHELZZEE PO Linux

I BERGEREEREERE RAECERTESERTREEREERENERE - FBREU N DERER
F -

2. NRICAEEETE Astra Linux 18 SUE S IRA_EFTT « SBRATUILEBRPPREAVIRIF - NRCHWEEEARRIIFE
A LERT - FHEEN D -

a. #£17 /etc/systemd/system/kladminserver_srv.serviced B ##l 52 17 % override.conf fU1EZE - EbBZ L
TAS
[Service]
User=
User=ksc
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=
ExecStart=/opt/kaspersky/ksc64/sbin/klserver -d from_wd

b. #17 B#% /etc/systemd/system/klwebsrv_srv.serviced I £ 17 % overrideconf B91E2 - EHPEZ LI TA
"
[Service]
User=
User=ksc
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=
ExecStart=/opt/kaspersky/ksc64/sbin/klcsweb -d from_wd
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3. 21— BB+ "kladmins 3 F—1ESE4FHEIRE "ksc, - ZIRPWEZ "kladmins s BHHEMMKE - Bt - 5
A root HERMIRS MRXRFAITLL S
# adduser ksc
# groupadd kladmins
# gpasswd -a ksc kladmins
# usermod -g kladmins ksc
4. LH@EF&* ( TXT 420 ) - WL VARIABLE_NAME=variable value &I #5 S80S B 8% [0] fE1E 2
—EE 2 - CIEEREEE NRPIIHEE -
5 FA NS - HEZEIEEZEEZZE root IRIEPERE KLAUTOANSWERS IRIFEE VE ( B K )

export KLAUTOANSWERS=/tmp/ksc_install/answers.txt
6. LIBBELNHIT REMELZZEE P/ Linux ZFR—-RBAM Linux 31ThR - AT Man<e 2 —
e # apt install /<path>/ksc64 [ version_number ] amd64.deb

e # yum install /<path>/ksc64-[ version_number ].x86_64.rpm -y

7.2 ERELUEAFEHELZZEBPOHEBETES - B - 5F

/opt/kaspersky/ksc64/sbin/kladduser -n ksc -p < &>  HOZENBEE/DE

£ B root #EIRMWES THITU T <
B2 8 =TT °

s

\\

20}

NREBRE

ERERENESECHEZS

EIRDN Linux BEBEESE - BIERERWN

KLSRV_UNATT_KLADMINSGROUP £# %ZDP? EmMZ
EHHENME -

VRE 2 DU ERSMERY

65

B =ES: N EERMEMENZEREHELZZEE P Linux WSEHFEA -
BYEE NE Eeun TIAERYE
EULA_ACCEPTED = ERAERNESREEEREEQREERZENE 1
;e
PP_ACCEPTED 2 TR R R P R PR AR BRI IE A - 1
KLSRV_UNATT_SERVERADDRESS = EIRE)ARES DNS = EFRE IP At - DNS #Z sk IP first
KLSRV_UNATT_PORT_SRV B EIREMRERERIR T - FARERZ 14000 - 1B5%
KLSRV_UNATT_PORT_SRV_SSL ES SIREMRER SSL EHIRSE - FARERE 13000 - B
KLSRV_UNATT_PORT_KLOAPI & i A BTRER28 KLOAPI FEEBSE - FERRER b
13299 -
KLSRV_UNATT_PORT_GUI ES BIRE RS GUI IEHHRSE - TRRRER 13291 - 1R
KLSRV_UNATT_NETRANGETYPE S THEEENEENAREE  BRERZ- 1 - Y1IRZ 12100 @4
BRE
2 - YNRZ 101 £ 1000 &
RBEE -
3 - MNERZHBHS 1000 1@
HERE
KLSRV_UNATT_DBMS_INSTANCE = EREEARES IP 7l - IP {71k
KLSRV_UNATT_DBMS_PORT = ERERRSEREE - 3306
KLSRV_UNATT_DB_NAME = EREEE - kav
KLSRV_UNATT_DBMS_LOGIN = BRFINENENFERZNERESHE -
KLSRV_UNATT_DBMS_PASSWORD = BREFINENENFERAENEE -
KLSRV_UNATT_KLADMINSGROUP = IR REEETE - kladmins
KLSRV_UNATT_KLSRVUSER = RESEEIEIRARBRE - ZRFPLES ksc
KLSRV_UNATT_KLADMINSGROUP % £(thigE M %L
THANKE -
KLSRV_UNATT_KLSVCUSER = RSS2 BB E M ARTE - EZWJFJEM\ ksc

=



KLFOC_UNATT_NODE = BIRESRAS (1302) - 1
5
2
KLFOC_UNATT_STATE_SHARE_MOUNT_PATH = ARREH A 2R -
KLFOC_UNATT_DATA_SHARE_MOUNT_PATH = ER AR R
KLFOC_UNATT_CONN_MODE = BHEBEREERER - VirtualAdapter
B4

ExternalLoadBalancer

& — KLFOC_UNATT_CONN_MODE #2]# VirtualAdapter & - BIEEZENESDZ LU THIINEE

KLFOC_UNATT_CONN_MODE_VA_NAME = ERABTEREME -

KLFOC_UNATT_CONN_MODE_VA_IPV4 ELEY  EREBTER P AL - [Xivs:ls
Z—2EW

KLFOC_UNATT_CONN_MODE_VA_IPV6 =y E R AR E T IPv6 #idl - IPv6 ik

FEEEIMASIRIERE T, N 1E Astra Linux =22 FEHEZEEIE 30 Linux
KENTEBUAITE Astra Linux FRIIRIESE R A L LR FEMEZEZEE /0 Linux ©

ZER

W

. BEANBEEBRE -

s BRGEZEREHFELEZEE DD Linux BETESNEENITIER Linux iR -

o N &Hkaspersky astra pub key.gpg FEFHIZT 8 -

s FH ksc64_[version_number]_amdé4.deb L3152 - fR3E B/ Kaspersky A4 T & 2R BN L EIEZ -

EEA root HRMWIES T AT ERIES HRENMS -

7 Astra Linux %554k ( #21EE#7 172 ) ] Astra Linux 45 5Iik ( ZETEE#T 16 ) 1EEZ# L %5 KRR Z T ERF
F00 Linux ©

1. FEEY /etc/digsig/digsig_initramfs.conf EZE - ABIEEM FTRE :

DIGSIG_ELF_MODE=1

2 ER/2TP - ATLUNESHRLZERBTES
apt install astra-digsig-oldkeys

SRERENSRET —EE
mkdir -p /etc/digsig/keys/legacy/kaspersky/

4 BEAERSBINE F—SRUNBED |
cp kaspersky_astra_pub_key.gpg /etc/digsig/keys/legacy/kaspersky/

5. B RAM &85k

update-initramfs -u -k all
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EMRAE R -

6. MMRAVEETE Astra Linux 1.8 SLE S RA L8AT - BATUE R PAIMAVRIE - IRTHOKREEABWIEE
R LT FHEEN D -

a. #£17 Jetc/systemd/system/kladminserver_srv.serviced B #E1l §2 174 %% override.conf WiEZ - HPBIZ L
AR
[Service]
User=
User=ksc
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=
ExecStart=/opt/kaspersky/ksc64/sbin/klserver -d from_wd

b. #17 H$E /etc/systemd/system/klwebsrv_srv.serviced #1745 override.conf 1E2E - HPEZLITA
=
[Service]
User=
User=ksc
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=
ExecStart=/opt/kaspersky/ksc64/sbin/klcsweb -d from_wd

7. 2211 — B &% A8 Kladmins™ M — B ZEAE PR IR F"ksc” - &ZWRP /R E Kladmins 2RI E » BIL - FBIRRAITLLT
AL
Al ~ .
# adduser ksc
# groupadd kladmins
# gpasswd -a ksc kladmins
# usermod -g kladmins ksc

8. AT REMELZZEHE PN Linux £
# apt install /<path>/ksc64_[ version_number ] _amd64.deb

9. MITREHELZEZEE PO Linux BLE
# /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

10. i RAZEHE E m EE R (EULA) AIRAABER - XFBRNEMRTRED - MERBRRR N —EXFEK -
RN - mALINME -

a Ay (MREIBEAEWIES EULA BIER ) - B An (WREFCES EULABKER ) - EE2FERAFERESD
FEE D Linux - BABEES EULA BUIRRT -

b.BWAy - MIRMBERFL EZRBABRVIER - I BRRREHNERSRIBREABRPRGRARETREME
W ( BEBEIE=H) -WAn (NIRCAEZBABRNER ) - ZEAFEHELZZEE DD Linux
R RER R RABURAV IR -

N HIRERE - WALINRE :

a. I AE IR A AR=5 DNS SRl EFAE IP 4 -

b. I AEIR DR E IR - YRR MM AEEIE 14000 -

c. mAEEOARER SSL EEURE - FARRIB MM HZEREIE 13000 -

d AETH EEENEKENANEE !

o MNRITA 12100 BEAEEE - FWAI-
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o YIRMEA 10151000 EEAEE - FWA2 -
o MNIRTABIB 1000 SBREE - BWAI -
e MARBNZZEEDH - FARBER N - A kladmins"2# 4 -

f. W ARP 2L RE ERARERT - ZIRFPV AR ANLZZEHARNE - RRIBR T - £Hksc Ik
E o

g MRS 2AMIURBEMRT - ZIRFOREWANZZEHERME - RRIBET T - EH ks IR -
h AR EZEEREREER IP UL -

LB ABREERRS - IDEEERAREERAREEE - FRRBER MEREEIE 3306 -
EABRIERH -

k BASHARFRENBENEREREFNE AL -

L AR FRENENERNERIRFHERS -
EERFBESDIIBLAD

e klnagent_srv

kladminserver_srv

klactprx_srv

klwebsrv_srv

m 2 —ErEEREARFEEERNRS - WA LHEZIENES -
BHELNAFELINRA

s EREEHLARVEZ8EFTT  BZEZ16EFT -

X

o BHSMABZUNEP=HENFITT
s KBRFEH (A-Z)
o NEFE (a-2)
* % (0-9)
o KIRFIL(@#S% " &*-_1+=[1{3:"..2/\"~"()3)

FEHEZSEEDD Lin BEE - ERETHE -

A 7% B ns
ERMU NS RERBFZEEEENT
e # systemctl status klnagent_srv.service

e # systemctl status kladminserver_srv.service
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e # systemctl status klactprx_srv.service

e # systemctl status klwebsrv_srv.service

ZEFEREZZEEDPLOHEBEES

ZEb it FIMEEZE REHELZEEE P OFEBEETESORES (LHFEHELZEZEEPLOFEEETES )
FFT Linux TFERMAORE - L&A1 RO ALZEKENEEEAGMECHEZ S S D/ LinuxEEE R

25
ERBRMEE FZEM Linux BMHEHEHOMU T LEEREY—
o ¥7% Debian—ksc-web-console-[build_number].x86_64.deb
o HNEN RPM EZE % #i—ksc-web-console-[build_number]x86_64.rpm
o ¥J11% Alt 8—SP-ksc-web-console-[build_number]-alt8p.x86_64.rpm
RE 1L Kaspersky 814 N & 2RIBUNZFEIEZE -
BERAFEOGBELTERPDAE TS -
L HEREELEREHELEER D) BEETEENEEHNTEN Linux 245 -

2. RERAEAEEMRERS EULA) - IR FEHELZZEEB DO Linux DBEEHFAEIZHE EULA XFW
TXT % - LoD EEEEREIL e FHIER - IRCAESEREEBZPNIRR - AZLEEBREL -

3RUBESHNOEEZNEGFEHELZER P ORABE T EATEE AR - mBZIERS ksc-web-

console-setupjson WK E M EZILL N BEE : /etc/ksc-web-console-setup.json ©
CEEZN—ESF  BEER/NSHEDKTERMIANERER

{

"address": "127.0.0.1",

"port": 8080,

"trusted":
"127.0.0.1|13299|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
}

HMERAIEE 1024 LI EROERIRSE - IRCHAEFEHELZZEE D ORABE AT 1024 LUNERR
T AIZERABCLRATU N oS

sudo setcap 'cap_net _bind_service=+ep' /var/opt/kaspersky/ksc-web-console/node

f Linux ALT fFER 2 L2 B REHEZEEE PO BREZEENR - MIRTETE 8080 LISMYEEIRIRS -
R AP 240 HRVERIEZ 8080 -

FTEHELZZEETOVRABEIZEAAERMEEN rom ZEERBH - IRCEERIBERPEERTE
Wi AZIERENLZEBRAREL - MU ATBRZERARI - REERMNLEERBRZE -

4. FEARFBENIRE T - RIBEM Linux 2B EH<HHT deb 2 rpm ZEESE -
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o Ff deb BRZENTRFEHFEZZEEPOHEBETZS - HITLUIES .
$ sudo dpkg -i ksc-web-console-[build_number ].x86_64.deb

o Z rpm BELEREHELEZERPOHETZEES - AT M ES 2 —
$ sudo rpm -ivh --nodeps ksc-web-console-[build_number].x86_64.rpm

o

$ sudo alien -i ksc-web-console-[ build number ].x86_64.rpm
o EEMRFEHELEERPOHEREEEMNITARA - FHTU M2 — !

o WRHITER RPM WFERFNEE

$ sudo rpm -Uvh --nodeps --force ksc-web-console-[build _number].x86_64.rpm

o HINMITEI Debian WIEERFES .
$ sudo dpkg -i ksc-web-console-[build_number].x86_64.deb

i

EERRERBRLEER - BERLERTH - FEMEZZEEPOHEEEZaZLEILTNE
#% : /var/opt/kaspersky/ksc-web-console ©

5. BBATUNmSEMRMEBIE REHFEZZEE PO HMETZRT
$ sudo systemctl restart KSC*

il

2 LRSS - RO LUERSAERERAIEA FOMEZSEBW D NVEBS TS -

Y

FEFELEZERHPLOMAETIEELRSE

HRAENT Linux WS PR FEME 2SS D0 HE FIRA GRS - MORZULIRESR - —EE5ER
FEHFEZZEEBP L HELTESIEEQRFNSERY json Ex -

SEZORERN—ELF  TEI&/SHEMURRRAANERS

"address": "127.0.0.1",

"port": 8080,

"defaultLangId": 1049,

"enablelLog": false,

"trusted": "127.0.0.1|13299]|/var/opt/kaspersky/klnagent srv/1093/cert/klserver.cer| KSC
Server",

"acceptEula": true,

"certPath": "/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer",

"webConsoleAccount"”: "Groupl:Userl",

"managementServiceAccount": "EffH 1:FEHZE 2",

"serviceWebConsoleAccount": "B 1:{FHZ&E 3",

"pluginAccount": "#¥#H 1:EHZE 4",

"messageQueueAccount”: "EfAH 1:fEHE 5"

}

HMRZEMIEE 1024 DL EROERIRS; - IRCHAEFEHELZEEB D OREETESE 1024 LINERR ET
1F - AIZERABLMORATLU IS

sudo setcap 'cap_net_bind_service=+ep' /var/opt/kaspersky/ksc-web-console/node
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T Linux ALT fFERZ M L2 FEHEZ 28 P OREEZESR -

TREE 2 o5 IRV 2 22 1218 8080 °

MR S O DHERIEEE PR ERNSH -

A

KFREHMEZ2EEPOEEEZELIIT Linux WEEMNSH

EEPOHETES
)

address FEHEZR

£
AIRE (2B

FEHFEZ2ERIOFEETES
1 ARER SR ARBFNIERE
S (W) -

ERENHRAS (B -
1033 ) -

port

defaultLangId

EEERAREHEZZEE DL
WEEESEFTH -

enablelog

B REHMERZZEE DL
TEENEENEEGRSRS
B BERARFLALUNIIZY

trusted

it 188 omf

i

o EIBEMRER UL

o FEHMEZEEEDLEEE
TERLUERRIEIEE RSN
OpenAPI E# IR ( T2
13299 )

o EEARSREEL

o BENEEARENEEGEMR
ER A

SHERERNE - WRIEE 7%

BEEGR=S - EAMEZERSTE
b

71

WNZRTETE 8080 LASMIEFEIRSE -

Al fE
FBE -

15 -

FEE I
o B : 1031

o T : 1033

o FOITFSC : 3082

o MM (2£ME) : 2058
o AN : 1036

o« HX : 1041

o I5IE52X : 1087

o MM : 1045

o« WEIAX (M) : 1046
o 3 : 1049

« TEHX : 1055

o HEEPX 4

o ZFSPIT : 31748

MR EEEME - BIfEM English (en-US ) =

e :
o true—FUARCEE (FARED ) -

e false—ZMAaCHE °

U FHE
" AR AL | EBEE | RERK | AR
an

"X.X.X.X|13299|/cert/server-1.cer| Server
1]|Y.Y.Y.Y|13299]|/cert/server-2.cer| Server 2".



acceptEula REEBEREL
175 (EULA ) MUIEF - B35 EULA
BRWEZENZRERZ LT EH -
certDomain NRBEEENRE - FEZSH
IEEEEMRENRELEZE -
certPath MRBEFEFRARE - FHZS
HIEERBREENE -
keyPath NMRBEFEFRARE - FHZS
HIEERMERNE -
webConsoleAccount MITEEHELZTER D OHEEE

ZARBIREZHE -

Yo ECHEZ 2SR D LEE T
T O ERRBENSEIRE SN -

managementServiceAccount

WOECHEZ2ER D LES T
ZERBHRFZHE -

serviceWebConsoleAccount

pluginAccount WITREETEZ BB DO EmIL
BHEURBWIRE 2 -
messageQueueAccount T EEMELTERDHNHET

ZEOMBITIRBIIREERE

e :
o true—HEIRCTEEE ERUESBERFHEERISE
IBEAVRFRANERAF -

o false—HAEXEMBEERBZENIRR (FRRER) -

MRRIEEEME  FEHFELZZERPOEEIREZEREAED
fERER EULA WHORIME SRR HEE EULA BORRR -

FEHE-

FEE -

BERK
/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer”
PUERIRARE - HIREFIRE - BlaCREILEFIRENERRE -

FHEE-

DINEXWFBE 2 BHEASE . eREgs -
80 . " Groupl : Userl".

MRRIEEEMNE  FEHELZZERPOEEEIESLERAZE
17— @R 2 S user_management_%uid% FOFTIES -

il

DIFRANZSE - » BHESHE . EREEE " -

B8 . " Groupl : Userl ™.

MRRIEEEME - FEHEZZERPOEEEIESLZERAEZE
I —{ElfEE B % user_nodejs_%uid% FOFTIRS -
DINEHWFBE . » BHESE . sREEE -

B8 . " Groupl : Userl ™.

MRKIEEEAE - FEHFELZZEBPLEETEAZERAS
I —{ElfEE B % user_svc_nodejs_%uid% HIFTIRS

¥

DIFSANFSE - » #HESHE . FREgE " -

B4 . " Groupl : Userl ™.

MRARIEEEME - FEHEZZERPOEEIESZERA SR
I —{ElfEE B4 user_web_plugin_%uid% HIFFIRS -
DTFRANFSRE . » HESHE . FRESE " -

Y0 . " Groupl : Userl ™.

MRKIEEEAE  FEHFEZZERP O EEITAREERTHE
I — B8R A E A user_message_queue_%uid% BUFIIRE °

YRI5 E webConsoleAccount * managementServiceAccount * serviceWebConsoleAccount °
pluginAccount ¢ messageQueueAccount 28] - FEGREEHAZRPERE—L2#HA - IRAKIEE

LY FEFEZZEEPOHEBEETZELERENEEY —ERERLZZHA -

RAMERERE -

T FAEESIRIEIR T, Mt AstraLinux TZERESEZEEP/IOG

AN
=

REEZATPEUERTE

BF

K]

2Bl ¢ MO Astra Linux 5RIIRTFEZ M 2R FEHELZZEE P ORAB T EAERE (TIUFES

=]
o

BRE OGRS TERPDHELTES

Z
HZ2EBP\HFETEE) - ZE VA SN BAZESRBEEEZ2 SN EEHELZ S EE R LinuxE 2[R
25

LHRECEZEFEHELZZEE DL REEZEERERENITIEN Linux 248 -
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2. RRERAEAEEmRERS EULA) - IR FEHELZZEE DO Linux 7 BEFAESHE EULA XF/
TXT &R - MO ECHEREI e FHIESR - IRCAEIERREBRPIIRR - ABZLERAEN -

RUERSHVEEEEPIESFEREZE2ERP OREF RS EIROERES - v BZIEER ksc-web-
console -setupjson WA E R EZR| DL H$E © /etc/ksc-web-console-setup,json ©

CEERN—EMF - EEE&/NSEELNIARUAEREES

{

"address": "127.0.0.1",

"port": 8080,

"trusted":
"127.0.0.1|13299]|/var/opt/kaspersky/klnagent_srv/1093/cert/klserver.cer|KSC
Server",

"acceptEula": true
¥

4. GIEY /etc/digsig/digsig initramfs.conf 123% « ABIEELUTRE
DIGSIG_ELF_MODE=1

BHEESTH  MITLUMESRLZEMEREN .
apt install astra-digsig-oldkeys

6. REMENT®RET —REEEE
mkdir -p /etc/digsig/keys/legacy/kaspersky/

7. B EAENE8 /opt/kaspersky/ksc64/share/kaspersky astra_pub_key.gpg W _E— 17/ B &%
.
cp kaspersky_astra_pub_key.gpg /etc/digsig/keys/legacy/kaspersky/

MRFEHELZEZEERD D Linux 2 EH A B2 kaspersky_astra_pub_key.gpg FEFEI £ - o]l
BELIMNEETE  https:
//media.kaspersky.com/utilities/CorporateUtilities/kaspersky_astra pub key.gpg °

8. T RAM &1
update-initramfs -u -k all

EMRE 27 -
9. B A root #IRAIIRF T - EABETATREIER - UBBIK Kaspersky #8I4 PEAIEINZEER

o BLERFARREHELEZERDPOMEEREE T MES
$ sudo dpkg -i ksc-web-console-[build_number ].x86_64.deb

o EEHMTEHELEER P OMAETZEENTAIRA - FATLUTIGS
$ sudo dpkg -i ksc-web-console-[build number].x86_64.deb

EEHERBELEER BEELETH - FEHEZEERPOMETFESELETLITNE
#% . /var/opt/kaspersky/ksc-web-console °

0. ZBUITUTNMTEMAMBAA RERELZER DO REFESRT
$ sudo systemctl restart KSC*

ELESTHEF - MO LUERLNAEREREAIEA FOHMEZ2EBW D OEE TS -
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MRBHEEE AstraLinux 1.8 L8117 - RlZE FEHFELZEERPOEET R ROV AZREAEER -

BMERCERNTEIERFNRALTE -

Bz EHERIR .
1 BRI MES -

e /etc/systemd/system/ KSCSvcWebConsole.service

/etc/systemd/system/ KSCWebConsole.service

/etc/systemd/system/ KSCWebConsoleManagement.service

/etc/systemd/system/ KSCWebConsoleMessageQueue.service

/etc/systemd/system/ KSCWebConsolePlugin.service

2 WiEEER User=BFE -
BRERBENELREAR  ERLEFEHEZTEBOONAETIESRESE -

4\

3 ZIULANEER

/etc/systemd/system/ KSCSvcWebConsole.service.d

/etc/systemd/system/ KSCWebConsole.service.d

/etc/systemd/system/ KSCWebConsoleManagement.service.d

/etc/systemd/system/ KSCWebConsoleMessageQueue.serviced

/etc/systemd/system/ KSCWebConsolePlugin.serviced

4 THEBHD - B (@& Aoverride.confUIEE - KB BREDR 2 PEENFZBIEARZIEE
override.confiE2ZMNEBEEZUNASRA :

e for /etc/systemd/system/KSCSvcWebConsole.service.d

[Service]

User=

User= 18
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=

ExecStart=/usr/bin/env /var/opt/kaspersky/ksc-web-console/node
/var/opt/kaspersky/ksc-web-console/pm.service-console. js

e for /etc/systemd/system/ KSCWebConsole.service.d
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[Service]

User=

User=18
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=

ExecStart=/usr/bin/env /var/opt/kaspersky/ksc-web-console/node
/var/opt/kaspersky/ksc-web-console/pm.js

e for fetc/systemd/system/ KSCWebConsoleManagement.service.d

[Service]

User=

User=18
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=

ExecStart=/usr/bin/env /var/opt/kaspersky/ksc-web-console/node
/var/opt/kaspersky/ksc-web-console/pm.updates-manager.js

e for fetc/systemd/system/ KSCWebConsoleMessageQueue.service.d

[Service]
User=
User= &

CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK

ExecStart=

ExecStart=/usr/bin/env /var/opt/kaspersky/ksc-web-console/vendor/nsqd -tls-
cert=../nsqg-server.crt -tls-key=../nsq-server.key -tls-required=1 -tls-min-
version=tlsl.2 -tls-root-ca-file=../KLRootCA.crt -max-msg-size=10485760 -mem-
gqueue-size=100 -sync-every=0 -sync-timeout=24h -http-address=127.0.0.1:4151 -
https-address=127.0.0.1:4152 -tcp-address=127.0.0.1:4150 -tls-client-auth-
policy=require-verify

e for [etc/systemd/system/ KSCWebConsolePlugin.service.d
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[Service]

User=

User=18
CapabilitiesParsec=PARSEC_CAP_PRIV_SOCK
ExecStart=

ExecStart=/usr/bin/env /var/opt/kaspersky/ksc-web-console/node
/var/opt/kaspersky/ksc-web-console/pm.plugin.js

Hbuser= BEE2RELTR 2 EEWFSE - fl40 - User=user_svc_nodejs_rjvyyf-xkg -

5. EMREN AR TS

ZERERIZEE FEHELZEZEE RO Linu BERERENM TS
B FEHRELZZEE P OLMEREES

KN B ZEEFEHELZEEBRDOEEIEESARE (U T EAREHEZ BB DL EEEES) -
TEGEZREFEHEZEEEDD Linux BE B EEEER ENEIRER:E - ELRFEHEZE2EE DL
WEXTEE R EEEHEZ2ER DN Linu SIEBEESHE FZRENEEB LGN FEFELZEEE
0 Linux B2 6 ARES -

BRItk FEHRLTER P Linux Bi5B B2 ER# LA EZ R 19 F O E L 2 B /04
BE#E

1T ECHEZFER D OVEEFT ORISR IMIR2 -

2EFH 3L ELEEEEPIEE trusted ZESHUUNHRENELZEZEE RO Linux FHEBZEEEERIFE

HEZZEEPOREBEES - W2HNFHEEBFLMET
"trusted": "f{AMREFMIUL|EREIR RERK | AR "

IEE trusted ZES BT ¢

o ERAMRSBMU - IRCEEGEETNHHEY FEEREF - FEAEFNIPULFSFEHELZEE
Bl Linux FEBEREUL - B8 - BEELERNHDME R E 9 %80 1P A1 -

o EHARBPERE -  FEHMELTERPOMHETIZEESANERSIECGMRZIA OpenAPI EHIR ( FARER
13299 ) -

o EHRAMREERE - ERARFREBMNEEMELTEIR D Linux BEEREEED - REEZMWTERE
&% . <shared data folder> \1093\cert\klservercer - [ RFEEEZNLAENRBTFERI 2R FEHELS
BEPOFEEEIEENEE - EEERARBREHVAEEK -

o EIHERBRE - B NEFREHFELZZEBPOHETEEBEAREPNFEHFELZEZEE D/ Linux
BEBERESN -

SEBEBFEHELZEERPLOHEB TR ELE -

ELZETME - KRELEHRE—EES - RolEARFEHEZEEEBP OEEEES -
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ROILIAIE IR MGE - REEMNRKEM RSN AERCREER -

PAFFFAMET0 2 258 F R Linux UAFES 038 ( BB RIfEE = )

RO Linux 22 & CEARIBERRERZERENE - WERANSEINLESH BHREZENE - £
ICEEERTRALFREANTEZE - BRIEHEERSH -

EHELFUE BB Linux BIFTE T .

1. WRBAETEEEA SUSE Linux Enterprise Server 156 {FZE 2 MR E LR AR - BB LK insserv-
compat EAFEREEE -

2 MERLEREEQEREE - REELERIESRREAEELERRANERE  NEENTSRA
fF -

3. ZBWmALBEZNEZETE KLAUTOANSW ( B2 ) - W'h .
export KLAUTOANSWERS=/tmp/nagent_install/answers.txt

4 ERCERBEHDPIECHWHBFEPEIICIEEZR ( ER TXT B ) - FHE VARIABLE_NAME=variable_value
BAMWEEEE (ERIFRERFET ) MAZDERESE -
[FrEERDEESR SN ATEEDEES —ENESENR/)NES .
e KLNAGENT_SERVER
o KLNAGENT_AUTOINSTALL

e EULA_ACCEPTED

B olFTE R ERSERERRERZEBRFENEE - FRIHoIESELEBERPIPIEEE
CEERNEHEFRUSREA L REREIRMNS BER -

7
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O] FEAE =RV

syeE

KLNAGENT_SERVER

KLNAGENT_AUTOINSTALL

EULA_ACCEPTED

KLNAGENT_PROXY_USE

KLNAGENT_PROXY_ADDR

KLNAGENT_PROXY_LOGIN

KLNAGENT_PROXY_PASSWORD

KLNAGENT_VM_VDI

KLNAGENT_VM_OPTIMIZE

KLNAGENT_TAGS

KLNAGENT_UDP_PORT

KLNAGENT_PORT

KLNAGENT_SSLPORT

KLNAGENT_USESSL

KLNAGENT_GW_MODE

KLNAGENT_GW_3#fIBRESS

b LA

NE

=
~E=

=
=

S ERAMBREL R B R EN 2 B

Rt

BB AREEE - L2 aipaEEnas
(FQDN) 8% IP fiIiiE 23 -

EEEORMAFMNZEELR -

EETHEEEEIMABANENERERERE
iR (EULA) | BRIF - IBEARER
EULA -

EEARAEEARRERN R AR

EEAREANEGDRFNEREZH -
EEAREANEGDRFNEHEEE -

EEREENERE LR RS RRER S
ROBRIRAE -

EEREBAIEREEERBAN hypervisor °

SRR CEEAINRE -

TEEHAECIEERRN UDP ZEIR - BRER
15000 -

EEMEAIEEAIE TLS IR - RRER
14000 -

EEMBEAIEEAN TLS BHIE - ERER
13000 -

EEREGEEEABHELZE (TLS) -

ERTAHEAERRBE -

EREFFEBEOMLL - B
KLNAGENT_GW_MODE=3 fF 3@ FH#Z (& -
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HMESRRIEE — RRBAES
EmEEBENER (BAZHT
ZE) -

—ERRERE -
Hit—REARIERE -
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HIIRANERE RN -

R AP R BT ERE
L7 e -

—RENEEZREREEL

BHEZBERREUBEER
)

Hith—Z2 5 HIRDE A R RBREHE -

—RABAIENFER AR E OB
- DU E & EE A hypervisor ©

Mo &R — RS EREAE -
ERIRARIRSS -

EREIRARIRSS -
HIIRARIR -

1( R8s ) —fEA TLS »
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1(R ) -FEREANRE (&
P2l - g TR
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o ZRPESACEW RPM ENLEE 32 Mo FERM - FRTU < ¢
# rpm -i klnagent-<build number >.i386.rpm

o ZRWESMCEW RPM EHLERE 64 AITTIEXZM - FATU TS
# rpm -i klnagent64-<build number >.x86_64.rpm

o ERMEECENW RPM EGHZ KT Arm 22180 64 (ITTIFERA - BT T < .
# rpm -i klnagent64-<build number >.aarch64.rpm

o ZRMESAEN DEB EULHREI 32 (I EERS - FATUA TGS .
# apt-get install ./klnagent_<build number >_i386.deb

o ZRMESAEW DEB EULHRE 64 NITTIERZF - FATUTSZ
# apt-get install ./klnagent64 < build number >_amd64.deb

o ERMEECEN DEB EHZEE Arm 2218 64 ITTIEEZRSA - BFATL T <
# apt-get install ./klnagent64 < build number > _armé64.deb

Linux WAEEBENEZEZUFMELME) | CAEEREFBEAZWERE O FRYER -

AT HBEESIRIBAR T M #EITT Astra Linux RO B DI Z2 5 AR A0E

EHEABEEIRIFEREI T Astra Linux VRS EZEFBAIE 2R - MO BRRITMEEERRE | PERBPH
— BB ED Linux HEK B RAEFLDER -

A4

FERFRR 2 Al

o MBRMETE _FHEZLEE Network Agent for Linux B3 E #7200 Linux ARA -

o ECHTEMIL FEHMNERNRBENBLZEESR

FEEA root IRMWIERF T AT ARIESRREN @S -

B H LI FIRER I F 7T Astra Linux FYZEL L EATE 0 .

1. BBEY /etc/digsig/digsig_initramfs.conf 1EZE « RBIEEUTRE :
DIGSIG_ELF_MODE=1

2 ER/LTP - ATLUNESHKZERBTES
apt install astra-digsig-oldkeys

SRR RET —EHER
mkdir -p /etc/digsig/keys/legacy/kaspersky/

4 B FEAEN L Jopt/kaspersky/ksc64/share/kaspersky_astra_pub_key.gpg I TE F—F 2T EFD
cp kaspersky_astra_pub_key.gpg /etc/digsig/keys/legacy/kaspersky/

MRFEHELZEZEED D Linux DB EHAE S kaspersky_astra_pub_key.gpg FEFZI S - o]l
BELUMNEETE  https:
//media.kaspersky.com/utilities/CorporateUtilities/kaspersky_astra pub key.gpg °
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5. B RAM &5k
update-initramfs -u -k all

EMRE 24 -

6. THEEA Linux 2 BB A EFETE -

KECO#HE - MREYDEEZEEEE -

HE FEHEZEZEE PO Linuk BB EERSE

KE @%%%F-EEH)T ZZ2EE PO Linux BEBESREN—MREN - DUKEBELRRERE PEFEEE ST
BEZxE

E G Linux BEEBEREREN -

BIR  BE FEHEZEZEE PO Linux BiEREERE

FERELZEEE D Linux BiEREEERM %Eﬁﬁﬁﬁééﬁqﬂ/u Linux FUS ol At - W0 HIR AR &
PRE MR/ D ERCARRINEHISE  SECEREERZEEMS “‘iE’JﬂﬂI?FEHE@%EHﬁﬁﬁi\éﬁqﬂ/u
Linux B8 - Eoh—{EHIIERIFEEER - 55— 1I1§JIEﬁHT’E%)§@JEﬁ¥£ THEMESEERPIREENE - M
WE LA R L B L SRR E T B A NFAA A - BRAENER  RPOREATHHY 1
ENRAE R ENENRS -

ToIRIRAF

REAmER EREEEZRPE -

Kaspersky FE 2T E D BT -

QO 7~ FEHEZZEMEPD Linux IRIFEILIRS
TEFENENTE - WENENRAE R EIAREE LTI N DR

1 21— (B2 % kladmins FUAEIEF 4 - W RPTA —EE A D BB/ GID -

2. B —E& R ksc RUMI AT A - WAPIE —EfERAERPDEMEMN UD - BEB2IRFPHEZREFERER

"kladmins ; °

3. B —E& & rightless" AR E A - WRME —EEFAEIRS2EMEEN UD - FERIURFIEZEEAE
HEA "kladminsy °
0 EXEfCR:RERE

ERERORFFRHFEHELZZEE DO Linux FIEBBEEN—ETH - BRIERGERWEE R
R - BEEHEZZEEPL Linux ERZUMEHXHERK - WEEFEEHER KRR -

MiA . A FOHEZSER DN Linux BEBEE EEHE RO IR

© EFEEEMWENEHRS
EEma BAHEREENEENEIFR IS AR &R
Ml B FOHEZFER DD Linux BB EE EEHER

O EREEERM (DBMS) X%
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WA MEEE

o YR IE{E A MariaDB Galera Cluster - B AFEZHFIRYE I M 1T DBMS - £ & EE1 24 =% % MariaDB
Galera Cluster °

o YNRMAREAIEATEMZZIEH DBMS - fE ERHEHE E 25 TFH) DBMS °

[X]

0 FEHEZEZEMEPD Linux BE

EmEen R EUAEREEER LR FEHELEEE PO Linux - LNRSETENEHR FLEROHEZL
EEEPO Linux - REFRBELZEEREER L -

UESN - O EACEEHMNEBRE FZEFOHEZ2EW P MEE TS -

0 AEBEBERSE

RELZEERRE FAHEREEREMURTEEIEE TE - 8l - MollEF et tEIE REMELTEE
oh/0 Linux BR#% 2 — : kladminserver * kinagent ~ ksnproxy - klactprx 8¢ klwebsrv - [R#E1Z L - BIESIE MR
BENR IR ENETRY -

FEHELZZEE DD Linux BB ERECEE - BATENT I EHNW S EE 7 BJMAISH -

R FEMEZEZEE PN Linuk SiEBERSE

FEMEZLERDD Ln SEEBEERIFDHERSELDD Lnu WE B - I ELRHER X
PRI ) ERARROEEEE - SEBHEEERLLEMATH LOMEHRN SEHEZ2 B )
Linux B8 - Heb—EBIBMAEE 8L - B—EFERERS N - =B aLaRERAPREBONE - M

WHEFAERBET B LIRNEHAEIHEMNABE I - BRENER - WEEHME S TSEHE - T8
ERAE R ENENRS -

EFREHMEZEZEE PO Linux BEEBEEED - A FEHMEZZEE PO Linux RFBEHBZEEEHER -
ZETFHEMRENRT -

EZHEFCHEZZEB PO Linux BIERERE - MU ARBLUNEE
s MEBEAMHBHERMEENEE - BLERERTE LMK ER -

o ¥17 Linux WIEXRGRES - BB EXT4 BRERT - TOREH S BFERCRNERE
FEREERORFETHAEE BN ZBRE T SREEAR -

s BAZYENERBEEEZH (DBMS) WEE - YR & A MariaDB Galera Cluster £/ DBMS - RBIAFHEZE A
RICBWHNSERERE

ERERZE arpmg A iputils-arping EWSUELE arping EXFIG - SEREREE TR - TAEFEDS
EEREVH - BREREMER &% 1 iputils-arping EX -
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EIE=PNES

MOJLUERLI N AR —KEEREHELZEZEE PO Linux REBEBERE
o EREBRETERNSE -

o ERBNHMBEEITIERTE -

f N
FEMEREEEROAEBEEERE

( B AEE ) ( —— ) «— 2 — ( T )

BEERKE

( BB EE ) ( RN T ) AN J
(s i) (W) - N
FENETRS WENER: p 13299 TCP ( HEEES )
4+ r'y EREEE
~ 1 1 J . J
v v
( A
S
DEMS {GIAREE
\ J
( N
TEEFARE
N J

B RE N E R R
ESEN

1 BERCRF[EZENDERE - TEREFTEE CRBNERERER - AIUIMySQL Server & 3306
12 - PostgreSQL Server 3% Postgres Pro % 5432 {118 - 7525 DBMS XHRDIEVS A EA -

2 ESEHEE - BRI NEREEE - TCP 13000 + UDP 13000 #1 TCP 17000 -

3 BEBERNESE L4 (DBMS) WEE - R4 EF MariaDB Galera Cluster /E4 DBMS - BIRAEZARIEE /Y
MEHIEE - T3 EEIEE 24 MariaDB Galera Cluster °
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FEHEZETEROSEREEERE g )
S ( BRI )
1 |« 2 ZEREE
E \ y,
P 13299 TCP g )
RETHR /‘ ( WEEES )
EREEE
o J
( (NS ) ( (s )
EENERRS I EN DR
\ F 3 3 é F s j
¥ v
g ¢
DBMS FIiREE
N J
4 N
> 4
HEFREE
o J
SR OME a9 Mesl s E
HEEV
1 EEHOEEREE L FRPTASIEGREEEE - TCP 13000 * UDP 13000 * TCP 13299 #J TCP 17000 -

YNRIG(EF klakaut EAEINETEEE - LR MAFIRI TCP 13291 EHIR -

2 EREEEE - R NEREE - TCP13000 ~ UDP 13000 #1 TCP 17000 -

3 BRERBEEENIERNE - TEREMTEE FRBMENERE - BlUNMySQL Server % 3306 121
12 - PostgreSQL Server 5% Postgres Pro 73 5432 i&##18 - 752 DBMS X LIAVSHEBIE -

4 EAENEEEZM (DBMS) WEE - YR E A MariaDB Galera Cluster 1% DBMS - BIAEZ AR IEE K
MWERAEE - T5EEE %23 MariaDB Galera Cluster °

ik N s
MREFEF LREUTTOSH - FEBEEESHHPIn kBN EESRIE B MR UIRI K ENER
o THENRIHNEEC B EIEMIEMIBIR -

o THEFMARBELEBWEITIZLL -

o 2V —IBREHELZEZEE DD Linux IR (HEERRF ) KRREIRERENSRL - REMEZZEEPN
Linux AR#EU0T : kladminserver ~ kinagent ~ klactprx A klwebsrv

o THERMEERMGRS LAMT 2BV ERW PEZLL -
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MREIRELZEZEEDD Linux BEBEREEREZCRS

EXRORRFE ECHMEZZER D0 Linux REEBREEEN—ELFTTH -

BRGIEFRES

1.

2

3

4,

RIS AR m eI As K -
ZHEMNFLE NFS ElfReS
o WAZATE NFS faAR 28 58 E B 7 M 8 BN RAED BN FR 4T 1 SR A AR 2R AU 77 Y -
o NFS B IHERRANIAS 408, 41 -
o Linux AZHERIEEESK
e 3190-25 ( IR EANFS 40 )
* 440-176 - YIRMEH NFS 41

EEEARSE L BUMEBERKRILERNFS HEEM - A2 —ARREARSERERSERRNEN -
S—EARFEFFEHELZZEE DO Linux WERIFIRRE - SR ELE FEMEZZEE D0 Linux 2%
e EHRERIREE -

WA N ES

sudo yum install nfs-utils

sudo mkdir -p /mnt/K1lFocStateShare

sudo mkdir -p /mnt/KlFocDataShare_klfoc

sudo chown ksc:kladmins /mnt/KlFocStateShare

sudo chown ksc:kladmins /mnt/K1lFocDataShare_klfoc

sudo chmod -R 777 /mnt/KlFocStateShare /mnt/K1lFocDataShare_klfoc
sudo sh -c "echo /mnt/KlFocStateShare *\(rw,sync,no_subtree_check,no_root_squash\) >>
/etc/exports”

sudo sh -c "echo /mnt/KlFocDataShare_klfoc *\
(rw,sync,no_subtree_check,no_root_squash\) >> /etc/exports”

sudo cat /etc/exports

sudo exportfs -a

sudo systemctl start rpcbind

sudo service nfs start

BHEPTU N RUBEERE ¢

sudo systemctl enable rpcbind

EMBENER AR

EERERBOERRME - FEHNEFEHELZEED O Linx BEBBERE - SRIRILESPIE RN
ETERIF -

M EEEMEZEZEE RN Linux FiaBE RS AR

HEEMOBREASECHEZTER D0 Linux SEBEEEN T MK ER -
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BB FFEHREZTEF T Linux B1EBIEEEEGH

LR EMEmEE ST KB - SLEERRBAERTEBEREN T NKBIENES -

2 ZEEMEFTE NFS PG - A BEER L% nfs-utils EX -
WITLUMNES
sudo yum install nfs-utils
3EBHATUA N an B EMNER

sudo mkdir -p /mnt/KlFocStateShare
sudo mkdir -p /mnt/KlFocDataShare_klfoc

4. REHPERNIZEOUAINENE - [DJ BT ]

HITUNES -
sudo mount -t nfs -o vers=4,soft,auto,user,rw {{@fR25}:{K1FocStateShare E R IAJEIK}
/mnt/K1lFocStateShare

sudo mount -t nfs -o vers=4,noauto,user,rw {server}:{KlFocDataShare klfoc &l MATEE
£} /mnt/K1lFocDataShare_klfoc

IEER - {server}{K1lFocStateShare ERIAAFEIE} F {server}{K1FocDataShare klfoc EiR}AHIES
K} EEXECRE EHAERRAORE B -
RINBELABERKE - BT NS EHES

sudo umount /mnt/K1lFocStateShare

sudo umount /mnt/KlFocDataShare_klfoc

5 ECE S AT AER K
sudo vi /etc/fstab
{fEAR=5 } : {K1FocStateShare ERIKMWEELL} /mnt/K1lFocStateShare nfs
vers=4,soft,timeo=50,retrans=2,auto,user,rw 0 0
{server}:{K1lFocDataShare_klfoc ERIKH XK} /mnt/K1lFocDataShare_klfoc nfs
vers=4,noauto,user,rw,exec 0 0

IIEER - {server}{K1lFocStateShare BRI FE/E} A {server}{K1FocDataShare klfoc ERIKAIE
Ky 2EEEARSF LHAERNROREE B -
6. EFTRNB MIEIET 2 -

7. BBHTU N THEEAER K
mount /mnt/K1FocStateShare
mount /mnt/K1lFocDataShare klfoc

8. IR RIFEVH A E R AV #E PR E AL ksckladmins -
MITLLMNES -
sudo 1ls -la /mnt/

9. uBEE L RE—EEBEEBENEF -
EEBEETEFIUEERYN U EERN - IRZEREBERRETHF - SERREFEZRIEE
BRUARED - NIRBEHEREENEF - SEABOIMBETERZITY -
TN BRIFZ—
o ERERME TEE -

a. LU N an <1 & NetworkManager 2 & BN SR BB ACES
nmcli ZERAR

85



MREBENTATEHLEPERNSAZER - BEE NetworkManager UIEE B TE K - BUNEED
BREURIRIGRVZRATRR -

b. AL an < BRI T HE

ip a

c. B —EFMRENRE
nmcli connection add type macvlan dev <physical interface> mode bridge
ifname <virtual interface> ipv4.addresses <address mask> ipv4.method manual

autoconnect no
o FFAHBRMETE RN hypervisor - TEEEIFN I - 512 HEEE NetworkManager -

a. fillB% B 277 E 89 NetworkManager 4%
nmcli con del <EEFEZFE>
FRAUTmTREEENHEEEER
nmcli con show

b. #@#5 NetworkManager.conf 1825 - £ 2 keyfile 370 105 EH 1577 H 7 B 46 unmanaged-devices 2 £ -

[keyfile]
unmanaged-devices=interface-name:< /T EIZH >

c. EE Y NetworkManager :
systemctl reload NetworkManager

FRAMU N LTREEENTHEEATER
nmcli dev status
o FRMBANMBEH TS - AU - Mo LUEAH nginx EARER - IEEEIEN N - BTN EIE -

<LK

a IR —EZE [ nginx WER Linux FEHER -

X

b lBERHITE - RETHEF B EAMRS - WBEHHEBENHERKR:S -

c. 7£ nginx A AR R L - FIRNFT A EIE A ARERERIE - TCP 13000 ~ UDP 13000 ~ TCP 13299 ~ TCP 17000 °

YNSRIEME R klakaut BREIVETHHIE - LELRFE TCP 13291 3 EI8 -

73 \=E=

HMCEENE EEZNERCHEZEZEEP O Lnux FEBERE - FRREEPHOE—DRAETER
fF -

}

£ FERELZEZEE D Linux BEBEEFESE TLHE FEHMELYEE
JE 0 Linux

ZagiEma o EEEZESEE DL Linux SEREEENE R 28 REFEZETEHE D0 Linux © £
EEEZEEE D0 Linux DRI ZEAREHRELEEE D/ Linux Bia R EEENMESE - 855 £ F)

e FZEERELS  AREWEE LZEERED - £ - o DIEEME L2 TFEE - MEEE 2
HWENENEL -

A
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i L 38 2 —ksc-[IR A S]] _amdb4.deb 3 ksc-[R A 5% ]x86_64.rom—E FEIN AL E EMY Linux hRAS - EE B
Kaspersky #4814 T & SR L FAEZE -

RAHEA KLAdmins @A AN EREZ SEESEEH 2R FEMEZZEE P 0 Linux °

TE (X)) BRI EZE
B LAY LR ELEEE P Linux

1 HEREEZEFEHELZZEB D/ Linux HETZEEREENTZEN Linux UK -

2 EMLITY - EEA root HIRHIIRS T AT RIES PREMMMS
ST RESEZEEE P Linux 25 - RIBAW Linux IRA - T M2 2—
e sudo apt install /<path>/ksc64_[ version_number ]_amd64.deb

e sudo yum install /<path>/ksc64-[ version_number ].x86_64.rpm -y

4 T REHEZZEE PO Linux o
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

5. B8 AR A S & (EULA) MIRRABUER - XFBRNEMRTRED - MEBRRG N —EXFER -
RE - BHIRERNE - BALUNME ¢

a®Ay ( QD%Mﬁﬁ-ﬂI? FEULA BOIERR ) » AN ( MIREAES EULA IER ) - EEFEAEEHEZL
EEE D0 Linux - TBABIES EULA IR -

b. WAy - MIRMIBEWIEZRBABERNIFER - I HARRANE R 12 BB BERPRRRETRENS
o ( EEBEIE=H) - @WAn (NIRCAEZBABERNER ) - ZEAFEHELZZEE DD Linux
TR RABRAVIRTR -
6. EETREEHMTAER ORI LERT -
7. HIREARE - WALIRRE ¢
a. B AARARH FHEMERR RO AR S -
b. I A BRI A EMNER A AR AC -
c EEREBBREBREI BRUERE B FIINIRE T EES
d MMREEREBRETEF - FWAEZHE -

e. B AR A\ EHEEARES DNS B AR IP ALK - B A REAB N E R IP At s a s
=Sy IP Ak -

f. I A\ S A Res SSL BEEIRSE - FAR B ML AHEREIR 13000 -
g AT EEENEENAREE !

o MNRITA 12100 BEAFEEE - FWA1-
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o YIRMEA 10151000 EEAEE - FWA2 -
o MIRITAIBIB 1000 SHREE - FWAI -
h. BARBHZ 28 ERME - FALBR b - £ kladmins £#4H -

L AR 2B ER O IRSFRT - ZIEPVAZBANZZEAEANNE - BRBER T - £Hksc IR
E o

AR 2B EB MR - ZEFP VD EZWMANZZEHENNE - FBRIBER N - £ ksc IR -
k ZBELQLZENEREDHEZZEE PN Linux —EE A DBMS :
o WIRMZLEE T MySQL 3 MariaDB - FBE#IA 1
o WRMLE 7 PostgreSQL 5k, Postgres Pro » s5#il A 2
L BAEE FL2RERNEBERERER DNS 2R IP A7t -
m. WA BRI EEFIR - IDEFEAREERERREE - BRBER N - R MNEEE
o IEBEHIRB 3306 A1t MySQL =% MariaDB
o BB 5432 FIX PostgreSQL Y Postgres Pro
nBWABERNEBEZH -
o WIAMAREFINERBNERBEREFNEARME -

p. MAHAREFIE R ENE R ERIRFROE -
EERFESDIIBLED

e kifocsve_klfoc

kladminserver_klfoc

klwebsrv_kifoc

klactprx_klfoc

klnagent_kifoc

q BU— @7 EERERBERENIRS - MAERAZ2BNEN - EREZHAEDK 8 @32/ 16 @7
7T -
FRECHE - REMELZEER PN Linux BLETEEMLE -

ERE (e ) EiRe LR

/<

BAEREH L 2R FEOHRLTEZ P/ Linux

1 HEREEZEFEHELZZEB D/ Linux HETEERERENTZEN Linux K -

2. £ 1T9 - £E A root #EIRAVIRS NHITAIES PRHNMS
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SHITREMELZEZEE R0 Linux 2% - RIBEAY Linux A - AT R o<z — !
e sudo apt install /<path>/ksc64 [ version_number ] amd64.deb
e sudo yum install /<path>/ksc64-[ version_number ].x86_64.rpm -y

4 HITREHELEZEED/D Linux BILE
sudo /opt/kaspersky/ksc64/1ib/bin/setup/postinstall.pl

b. BB R A E I (EULA) MBRFABR - XFBREMITRED - REFBBRE N —EXFE -
RE - BHIRERE  WALINME -

a Ay (NRAIBEWES EULA IR ) - BAn (HIREAEZEULANIKRR ) - E2EHREHELR
FEEP0 Linux - BNEEES EULA BOIRR -

b. Ay - IR IFEZBABERNIFR - W HARBRENE R IR REABERPRRRETRENS
W ( BEEHIE=H) - BAn (NRCAEZEBABRNKER ) - ZEAFEHEZZEE DD Linux
RN ARRRFABIERAVIRR -
6. EE REREHMIFAERARSBLEEL -

7. HIRERE - B ARSI MR AP -

EEEELEEE P/ Linux ZEAEREET F -

AR 7 BRg

RN N RERFZ2EEENT

systemctl status klnagent_srv.service

systemctl status kladminserver_srv.service

systemctl status klactprx_srv.service

systemctl status klwebsrv_srv.service

B - GILUAEFEHELZZEE DL Linux BieBERE - DURRALRELSE FEUHEETFES

FERIBNE L2 EER

MO BEE T RE-ECHER 2SR Lnux SHEBEEENRRAMEEN—EHMETEE - NR2E
TIER - AR ILE PRORBE TR - B2E BB LR =0 BB o 5 L B 2351 W S A R PR T 2R
IR - EOAZERANEX -

B NE LREREBEEELIETHEE
EHENE A F I S EEERE

1L EFEEFS L - # 2] Jopt/kaspersky/kscé4/sbin
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2. BRI =T - REITLU <2 —

_}

o EEZIFEE BT klfoc -stopcluster --stp klfoc
o BERIBESE - FFHIT : klfoc -startcluster --stp klfoc

AEEBEREORE AR EEORRERNITRmS

HEREENRE 2 —

EEMES T —

1 ERIENEN S £ - FFklfoc -stopcluster --stp klfocmi T ILAREBERLE -
2 LM B HEEWEN RS L - B2l Jopt/kaspersky/kscé4/sbin -

3 FHMSTT - ABEBH1Tdetach_node.shin T ENEA M EE D O BE -

4 TERIENENRL L - £ klfoc -startcluster --stp klfocin TRIBIRHEREBERE
B MITHEEES -

6. ERNENENRL - A klfoc -stopcluster --stp klfocanT EIERERERE

i

7. TEAEREMENSA & - B3] Jopt/kaspersky/kscé4/sbin
8. BRIm =17 - AAB BB ITattach_node.shin T iFENEAMI ZHIEEEE -
9 TERIENENEA | - £ klfoc -startcluster --stp klfocin TR BIRIEREREE

ARSI E R R ERE

{& F§ DBMS IR 5

BLEERARFLERYE - BFZE—EANE DBMS 1RF - ILIRF R 7H DBMS W F 2455 E#IR - FrFERY
REPRESHURR L MR

e DBMS #24Y :

e MySQL 5k MariaDB

* PostgreSQL =% Postgres Pro
o SEORFEREREIITA

o BE - AREERGRFNERT - QILIEASEARSEZERI (U NS "2ER2, ) BFRZU
—EERERFERE (LT EHE TEkRE™NE, ) -

o FE - MoLUEABOMEERENNESHREUIZEENE - 2% - Mo EERERFLEDE - &
ICE R B ERAREERE -
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RIRPETEANAERE - BEEE/VERRR - UEER - RTFNEREZEEURITAFNE(F -

MREHBREZEMASERGRE 28 - BEFIRF/0 DBMS #ERE -

MySQL A1 MariaDB

tZD%Wﬁ% l\/IySQL 5l MariaDB {F7 DBMS - 35217 —{E DBMS A EIIR/S 277 L DBMS - K82 &2 T2 KPP RRY
MR - BT EHWLXEZE/Z-K%%%BEKI: PREBEVIERUN N PR

o FFEMER
o BRI ERE  ALL ( A B2 GRANT OPTION ) -
o 4 (mysgl Msys) : SELECT ~ SHOW VIEW -

* systable_exists EFMEIEIEF | EXECUTE ( WS /& 1 A MariaDB 105 3 & £ iR A1F %43 DBMS - RIfETEE
¥ EXECUTE &R ) -

e FIAHENEIH#EPRE | PROCESS * SUPER -

ARNCREIRFERNEZS SR - 52 REEE DBMS 1R PUEE MySQL Al MariaDB {6/ -

e EAREREEQREERER

IZ T AE DBMS IR FRER EU B PEIREBGIRSEER -

PostgreSQL 3k Postgres Pro

YNSRI 12 PostgreSQL X Postgres Pro {F4% DBMS - RID]DAfE A Postgres £ & (T8 AY Postgres A sl &
I —EFTH Postgres Ate ( LUTNEM "AE ., ) REFEIDBMS - IRIBRAIRBENENEIISE - N NERM - &
PREERETAR -  ARUITREABEERNESEN - F2HRE DBMS 1ESIUIEAC PostgreSQL ¢
Postgres Pro &/ -

Postgres BERIEIR

HERIERE FHEUENE

Postgres & & AT REAIMIEIR - A EAREIR | CREATEDB - HRIAL
o BEEEMRRERENER : ALL -

o NRATIRPABRERER - ALL -

o NAAEPIAEFIHER : ALL

e ERREREE QRS ERIRER

EZWHENERSEARSREER - HREFH DBMS B Postgres AW REAEIRERFER ENESEHER -

47 DBMS 155 4 B2 5 A MySQL 1 MariaDB
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ToRIRAF

£ 7% DBMS TR FHERER 2 A - SFEATLLNRIE
1LHEEREUAHEEBIRFPEAZRG -

2. ZHEAEFC i MySQL = MariaDB HIIR IR °

A2 E DBMS Ik PR Z2 < B @) fkas
Z B E RS L #A T DBMS I/
1. £ %% DBMS 217 RVRIE S M #THAEC 2 A MySQL 3¢ MariaDB IR IR

2 2V —EZEHHIAEDBMS IRF - ERBARALZERDN (LUNEHE "T2ERN ) ) MEEERERBERE
FAIEAEE DBMS Mk~ 17EY DBMS ©
LREVUHEBENDBMS 1RF - FA T <
/* BII—E&% KSCAdmin HIEAELS KSCAdmin IEEZM */
CREATE USER 'KSCAdmin' IDENTIFIED BY '< password>';
YNSRITAE ] MySQL 8.0 Bl 5 R RAAFE/R DBMS + 5B/ I RIBLERAASIEREL SHA2 BHE" S 70 5ReE - i8R
70 EREE 1L EREN SHA2 BHE 8 88 5 "MySQL At RS
o FEVEA MySQLAKENS FEER DBMS IR~ - ST Fan<
CREATE USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql_native_password BY '<password>';

o REHIRA DBMS IRFMS D ERE - BT P .
ALTER USER 'KSCAdmin'@'%' IDENTIFIED WITH mysql native_password BY '<password>';

3. /EEVIRY DBMS IRPE LU MR ¢
o FTEER
o BIBEIRAZENE | ALL ( A~ EHE GRANT OPTION )
o Z#F5E (mysql M sys) : SELECT » SHOW VIEW
o systable_exists #8772/% | EXECUTE
* PRBEHEMZEEPR | PROCESS » SUPER

L2 17H DBMS IR FEFPAFRAVIEIR - SFHITUMESH

/* Grant privileges to KSCAdmin */

GRANT USAGE ON *.* TO 'KSCAdmin';

GRANT ALL ON kav.* TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON mysql.* TO 'KSCAdmin';

GRANT SELECT, SHOW VIEW ON sys.* TO 'KSCAdmin';

GRANT EXECUTE ON PROCEDURE sys.table exists TO 'KSCAdmin';
GRANT PROCESS ON *.* TO 'KSCAdmin';

GRANT SUPER ON *.* TO 'KSCAdmin';
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YNSRI E F MariaDB 10.5 3¢ 8 R R A 1ER DBMS - AIEFET T EXECUTE R - L@ Eh © - WIe<H 5k
PRLU N AP © GRANT EXECUTE ON PROCEDURE sys.table exists TO 'KSCAdmin' -

4. BRRIET DBMS IRFRVIEPRBE - BT ME<H -
SHOW grants for 'KSCAdmin';

5 EFFHRVUERORFERNE - BT TELN (EHIESHED - SRORFENELZHER kav)
CREATE DATABASE kav
DEFAULT CHARACTER SET ascii
DEFAULT COLLATE ascii_general ci;
ERRTER I DBMS IRFPRIES I PIE ENARRER ELH -

6. ZEERFE IR -

ZETHE - BREUBEGRF[ERNE - REERARSMNILMER T -

=2 & DBMS 1R B LUA L A PostgreSQL A1 Postgres Pro

TORIRAF

£/ DBMS IR 1k ER 2 AT - SFEATLL N RIF -
1LHEEREUAHEEBIRFPEARS -

2. LA FERC 5 3 PostgreSQL Al Postgres Pro HIIRIE -

a2 E DBMS IR FLIZE SR [AAkes ( BERE U EBERFERE )
B3 ER R LT DBMS e/

1. ¥ {THEEC 2 S PostgreSQL Al Postgres Pro FUIR1% -

2. BE¥E—{E Postgres AERFHIDBMS - Mol IERAM TABZ— !

* Postgres & ( ¥8a2H Postgres BE ) -
MERISER Postgres FRE - AIAREZE FEERINIER -

FERRIB I - Postgres ERIER AR - B2 - R FREHEZEZEE P Linux BEZEW - 25
Postgres fE &R ERM - BIATUTESH !

ALTER USER "user_name" WITH PASSWORD '< & >';

o —{El¥THY Postgres AE -

YNRARAE 2 —{EFT Y Postgres A& - FREIESEAS - A& T © CREATEDB #IR - BUL - BT
NESW (EIE2ES - BBZE KSCAdmin)

CREATE USER "KSCAdmin" WITH PASSWORD '< password>' CREATEDB;
2UuNAERAFEREREENE (UM EE " EREENE, ) NhEE -

3. Z2EER RS -
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ZESTAE - BEPMBIEREFENE - KEERERIFMIUER 7 -

s E DBMS IR L2 EE ARk ( FREUSBARFERE )

BB E R LK T DBMS K/~ .
1. T BECfE A Postgres HUIRIE ©

2. @1 —{EFTH Postgres AEM—ESIRARRBERE - AE  BITZACHSRAR[ENENMAEIR -
UL - FBLL Postgres ERIESPH) Postgres (FFIEE N - AERITLINMESH (T EEESHED B2
KSCAdmin - EI2 ARz ERIEREE KAV ) -

CREATE USER "KSCAdmin" WITH PASSWORD '<password>';
CREATE DATABASE "KAV" ENCODING 'UTF8' OWNER "KSCAdmin";
GRANT ALL PRIVILEGES ON DATABASE "KAV" TO "KSCAdmin";

WNREFEF 4R (UTF8) BEI A E R EMNRIBEAEE TR - BEAMU N ESEIIERE
CREATE DATABASE "KAV" ENCODING 'UTF8' OWNER "KSCAdmin" TEMPLATE template®;
instead of:

CREATE DATABASE "KAV" ENCODING 'UTF8' OWNER "KSCAdmin";

3. ISR Postgres AEIRTLUNER :
o NAAEPABRBHIEER : ALL
o NAAEDPABERINKER : ALL
BIE - BLUEIREERNEFH Postgres FRHEE AN - REMTLU NS (EEREESHET - ABE
KSCAdmin)

GRANT ALL PRIVILEGES ON ALL TABLES IN SCHEMA "public" TO "KSCAdmin";
GRANT ALL PRIVILEGES ON ALL SEQUENCES IN SCHEMA "public" TO "KSCAdmin";

4 ZHEEIPERER -

Eepkz - ERAREEREARUNERERFETFERAORFER - ERERFIUER T -

W

AR EEHEZZEE R0 Linux N&E

Eoh Linux REMRBRERN - MAENERHNERNFESHELZS % Bl B EE
RAREHEZEZEER L BRI XA G AEBERRIE]R

LTHEE

2R - LUSUZDHEH

R FEHEZEEE P/ LRE
FEHiEE2 BB ROERN T ER IR R AERER T Y BNE2 08 |

o SEERRE
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o HERIRIEZRE

o ERHELZEEED NVEBTIEERE

JBRBER Y - FEHFEZEEEBDVEAEREERSE (ABAEEHEZEEBPOASREENRSE )  BE2R
O MABTRBMUESE  UBFt R 2ASEENERTIFELEZE - #EBARRBEFEIREEEmE
FIE@EAERVE  ZREFEEEAERSZREHENIIESE - E—HNEA R REAEIHEAZEFHE
WrEE T - MO LIEE Kisetsrveert AR AHEZBFEHFEZEEEB PO FEFEEIH TESEARRELE ) &
B RBERABIIRSE  BREGRBEAME - £ kisetsrvcert BRI - MEEGEAUTNEZ—ETER
FefRAY

o C—RMAMNEEIR 13000 M 13291 W E BIRE -

o CR—IEFIMIEIEIE 13000 113291 FFEER RS -

HUEBERFRIENERAWHAFEBE 397 X -

EIEE IR RE

BERERBEEFTEZANRUTEN

o BEFFEMELEER P AEEIEERREERCRENG S

o XEWKSE FERORFMNABRIEZBNEZERE

o TERERFERIUBEIRCERBHFNG D RE

SREANFRECSELEESREAMB U REBELEN - WHFTE /var/opt/kaspersky/kinagent_srv/1093/cert/

BERRD - SEEVCIEEZENZEFEHEZZER DO BEITARIECEEQRRRE - ZRBHEAE
/&% ("C") -

BIRERRRE 37 AEY - FEHELZZEE P OSEARAREIEA 90 XEEEE—E—KFHE (CR) &

i NHEERRRBEEREARRARMEEORERE - EARRBABISBR  ARRRRESTHRESREY

EESEREE HEERBEANES - Al - BERARBEEREENERRRNN 24/ NEEBE AN
B -

HUEB ARSI RIENERA VNI AFEBE 397 X -

MAELE - BOIUAEEGRB[DEH IMERE - AU - B 7 BEFNESEEREIRA PKI A 7 /RERAIRY
HFRE - BUEEMERN - ERURER - FIATAIER SSL B2 EE A R=s A CRRBER B MAE
AR WisRE T EEERRES D REER, - BERZIER - AROAERE I EERER -

MBEATEEARDER  TOERER RREENLEERARSETN  REEESE -
TN R B R AR B INE OB EARSEE LSS RAREN —NEBEBES —BEERT
FELER -

A B (o) R RAg

Web iz @ FEMEZZEE P OERGRSFIN—ETH - ERSAEENGE - BMEBNEZEEN (B
BRETHIXEEEE ) FRIVEE - ERILAR - PERARSIUEASERRE

MAEERSFREBLARIEFEHAUNEREZ—
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AFEIEEN B A B A RRRE

2. BREBERREE ('C)

FEHFEZZEEROHEREEESRE

~ESHEZEZEEPLOREEE
HERFLNEREEYE -
T%@ZFH E’j/)lL% °

a (UhEHE THEEEs

,\HEIEE\%E&

ACHEREERETE D

SRFBERTERR - HBRTREA
ZB

QEEE
EAAEAETEEREAERRAL ﬁ%%ﬁ

- AEIBRRERESTRORE (BBEE) - Bl
REE

o BEEETZES

FEHEZEZEE PO Linux PREANBERTIREZK

MRERN I RECHEZE

FEHEZEEE D0 Linux KRiEEK
kel E: 314
—RRRE - —RERRE =/)\EBREE 2048 -

(7Cy~ TCRy) N

. BEEERY F
SHREBER -

. BEFES

. BEBHZ

B IE

o CRLEZE

S BEE (BE)  ARESSR

IEREIRER - ARBENRE -
RPIEERFEN PKCS #12/PEM BRZ B REBE A SR -

- BRIng 0 E -
HEERRRE

HIRREN T EE N2 (SAN) ; RZ » subjectAltName 1
RIEBY -
LEBEGEPEIERYARDEBHMNBERESR - MR CA/Z
BRAEBrNENEEEK -

FOMFER2ERPOEEE  APIEEREN PEM AREOEREALSRN -

FenE HIREA T BN S (SAN) ; tFER - subjectAltName 1
fIEBY -
ZEEGARENERYARDEINANEE - LR CA/HER
HIE G EAMEESE -
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) BfElfRERA B/
YERRE - WHRARMERERNEEE

EE@E’JL BRAZNA THAEBEZZEEREEN -
BEPLEEBES - ZMERILES - MOITINEIEZ

EIBD ) Linux R EIT A SRR B 3T RGBSR -

’iE - SEFERRELE - BB

HIRILES

BEECHWERRBPREEEmEBEUREHNERN

BEMBIZEENIAERREBSED - RMEBRCEERAE B REREAILEIR -

4

SEMEBERSHRER -

BERERBEIUARIN T8,
BARBE/NR Ty e

*EHEZ SRRV EEERAT
STHEMZES -


https://cabforum.org/
https://cabforum.org/

SHEMFEHEZEEBPROMBE TERE

7( BB REBRA IR FIRE - & TSRS - FEHFELZZER DL HEEZELRENEWH
ZIRGIA 397 X - MolLUEBFEN R M E TR E/E RN RE RS (CA) WEIRIBERE - & - &
MEMB MBI FEHELZZER DL HEETELRE -

EFEME M FEHFELEERP OEBRTZONREARIIE - RORFHEHRMBHRE -

SRR FEHEZZEBDOARIEAR - HBR T BNTHFEHELZZEB P OHE T ZEENER
AZNA  LHFEHEZZEEPOHEEIELRIRY  HRLESEARHEEIECRERERBUAF
EHEZEZEE PO Linux BENES - ZMBREEHLEIES - MalLET U N RIFZ—

- EFRTRRBIEESTEE (RERE) - BY—BECOEBRBPRET BN REDEENEROR
% -

o EMBITRERE B FEEHFELZZEBPOHETIZELREMBIZEENEER
EEFIRUBRREBREHIER -

nI\P

B - HfEEe
EEEBR RN OB FEARLTERE D) 8 LS
BEATUNREZ —EMZEREHELZEZEE DL BRI ZES

s NRVECHFEHEZEZEE P LM FEIZECNHERLZEESR SR FEHEZEZEEP L4 FHEE
e REZEHENFEHEZSEE D4 FETITFORE -

o MRBEEMFRIRNVLZEESR - BRI HRBZ -

EMREFCHELEZEE DL FETZELRENBRIR 397 X -

}T

IR FEHFEZZEB P OLHEBETIESRE

BN - BRREFES ﬁ%i%i\?éﬁqﬂ/u MEEZEaOks: (W FEMEZZEEPLBEEES ) K K
AREAWIERREBNREDESL - KILUERER) ?“H21t§@1ﬁ$5’]€%§

B E ] g RO RL T EE /0 AR LT EEHIGE

12Uy EECPHEZSEE D W4 HE T AT EFBRFOIEESE -

2 fEUILIEZED - EH certPath2 & MkeyPath 2 EUIETE B RABERZMT BIERAVER -
3EBEEMNEBERSENZEREHELZZEB P L R/ETES - ITLANEEZ—

s NRWEGAFEHMELZEZEE R LU FEEIZEENHERLZEESR  FMNEFEHEZEZEEPL4 HE
TEe  ABRZEHENFCHEZSER D M4 HE TEORA -

o NMRWEFEMFAMBHLEESR - BRI KB -
FEHHEZZEEPOMEEESERIEENRE LI -
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B PFX /R 55 i85 PEM 5 0

ZEFEHEZZEBPOBETESPEH PRXRE - L RICEREL S BB OpenSSL B a2
s E TS PEM A5 -

I Linux TEFEZ A P57 PRX R #2142 75 PEM 152
1.7£ OpenSSL BFa AT - T T2 -

openssl pkcs12 -in <filename.pfx> -clcerts -nokeys | sed -ne '/-BEGIN CERTIFICATE-/,/-
END CERTIFICATE-/p' > server.crt

openssl pkcs12 -in <filename.pfx> -nocerts -nodes | sed -ne '/-BEGIN PRIVATE KEY-/,/-
END PRIVATE KEY-/p' > key.pem

2 BRERT pix BRENEBRPEEREREZNDEER
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Enter 'Y' to confirm that you understand and accept the terms of the End

User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

y

Enter 'Y' to confirm that you accept the terms of the Privacy Policy. You
must accept the terms and conditions of the Privacy Polic) 11
application. Entering 'Y' means that you are aware th

handled and transmitted (including to third countries) as des

Privacy Policy. Enter 'N' providing you do not accept the Pr1vacv Po11cv

[N]:
y

Choose the Administration Server installation mode:
1) Standard

2) Primary cluster node

3) Secondary cluster node

Enter the range number (1, 2, or 3)
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$ sudo dpkg -i ksc64_<hRASE>-<build number>_amd64.deb

BINE T2 & - BB Jopt/kaspersky/ksc64/lib/bin/setup/postinstallpl <5 - BRI B8 BN E RS
th .

4. 317 Jopt/kaspersky/kscé4/lib/bin/setup/postinstall.pl 15 < #5 AR EC & F RV E IR (EIAR =S -
b. BB ML TN PR EmEEHZNBAERR - IRCEEERRERZNBAEBRMIEIRR
a BWAYRERECEERREE AN ES EULA RIRRAIES -
b. BREAY DUIERMETERE - BRI ESMMER EIREAERR -
ERMREAYE - BKE TWERARENZERES -

6. BB N2 EZEZTRAVENS -
NEERN FREMEDER -

104



Enter 'Y' to confirm that you understand and accept the terms of the End
User License Agreement (EULA). You must accept the terms and conditions of
the EULA to install the application. Enter 'N' providing you do not accept
the terms of the EULA or 'R' to view it again [N]:

Y

Enter 'Y' to confirm that you accept the terms of the Privacy Policy. You
must accept the terms and conditions of the Privacy Policy to install the
application. Entering 'Y' means that you are aware t ta will be
handled and transmitted (including to third countries) s described in the

Privacy Policy. Enter 'N' providing you do not accept the Privacy Policy
[N]:
¥y

Choose the Administration Server installation mode:
1) standard

2) Primary cluster node

3) Secondary cluster node

Enter the range number (1, 2, or 3)
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$ /opt/kaspersky/ksc64/sbin/klscflag -ssvget -pv klserver -s 87 -n
KLSRV_SP_OPEN_OAPI_PORT -svt BOOL_T -ss "|ss_type = \"SS_SETTINGS\";"
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+--- (PARAMS_T)
+---KLSRV_SP_OPEN_OAPI_PORT = (BOOL_T)true
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