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About this Guide 
The Kaspersky Security for Windows Server 10.1.1.*** (hereinafter referred to as "Kaspersky Security 10.1.1 

for Windows Server", ñapplicationò) Administrator's Guide is intended for specialists who install and administer 

Kaspersky Security 10.1.1 for Windows Server on all protected devices, and for specialists who provide technical 

support to organizations using Kaspersky Security 10.1.1 for Windows Server. 

This guide contains information about configuring and using Kaspersky Security 10.1.1 for Windows Server. 

This guide will also help you to learn about sources of information about the application and ways to receive 

technical support. 

In this chapter 

In this document...................................................................................................................................................... 10 

Document conventions ........................................................................................................................................... 12 

 
 

In this document 

The Administrator's Guide for Kaspersky Security 10.1.1 for Windows Server contains the following sections: 

Sources of information about Kaspersky Security 10.1.1 for Windows Server 

This section lists the sources of information about the application. 

Kaspersky Security 10.1.1 for Windows Server 

This section describes the functions, components, and distribution kit of Kaspersky Security 10.1.1 for Windows 

Server, and provides a list of hardware and software requirements of Kaspersky Security 10.1.1 

for Windows Server. 

Installing and removing the application 

This section provides step-by-step instructions for installing and removing Kaspersky Security 10.1.1 

for Windows Server. 

Application interface 

This section contains information about elements of the Kaspersky Security 10.1.1 for Windows Server interface. 

Application licensing 

This section provides information about the main concepts related to licensing of the application. 

Starting and stopping Kaspersky Security 10.1.1 for Windows Server 

This section contains information about starting and stopping the Kaspersky Security 10.1.1 for Windows Server 

Administration Plug-in (hereinafter referred to as Administration Plug-in) and the Kaspersky Security Service. 

About access permissions for Kaspersky Security 10.1.1 for Windows Server functions 

This section contains information about permissions to manage Kaspersky Security 10.1.1 for Windows Server and 

WindowsÈ services registered by the application, and instructions on how to configure these permissions. 
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Creating and configuring policies 

This section contains information about using Kaspersky Security Center policies for managing Kaspersky Security 

10.1.1 for Windows Server on several servers. 

Creating and configuring tasks using Kaspersky Security Center 

This section contains information about Kaspersky Security 10.1.1 for Windows Server tasks, and how to create 

them, configure task settings, and start and stop them. 

Managing application settings 

This section contains information about configuring Kaspersky Security 10.1.1 for Windows Server general settings 

in Kaspersky Security Center. 

Real-Time Server Protection 

This section provides information about the Real-Time Server Protection tasks: Real-Time File Protection, Script 

Monitoring, KSN Usage and Anti-Cryptor; and also the Exploit Prevention functionality. It also provides instructions 

on how to configure Real-Time Protection tasks and manage the security settings of a protected server. 

Local Activity Control 

This section provides information about Kaspersky Security 10.1.1 for Windows Server functionality that controls 

applications launches and connections by external devices via USB. 

Network Activity Control 

This section contains information about the Firewall Management and Anti-Cryptor tasks. 

System Inspection  

This section contains information about the File Integrity Monitor task and features for inspecting the operating 

system log. 

Integrating with third-party systems 

This section describes integration of Kaspersky Security 10.1.1 for Windows Server with third-party features 

and technologies. 

Working with Kaspersky Security 10.1.1 for Windows Server from the command line 

This section describes working with Kaspersky Security 10.1.1 for Windows Server from the command line. 

Contacting Technical Support 

This section describes the ways to receive technical support and the conditions on which it is available. 

Glossary 

This section contains a list of terms, which are mentioned in the document, as well as their respective definitions. 

AO Kaspersky Lab 

This section provides information about AO Kaspersky Lab. 

Information about third-party code 

This section contains information about the third-party code used in the application. 
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Trademark notices 

This section lists trademarks reserved to third-party owners and mentioned in the document. 

Index 

This section allows you to quickly find required information through the document. 

 

Document conventions 

This document uses the following conventions (see table below). 

Table 1. Document conventions 
 

Sample text Description of document convention 

Note that... 

Warnings are highlighted in red and set off in a box. Warnings contain infor-

mation about actions that may have undesirable consequences. 

We recommend that you use... 

Notes are set off in a box. Notes contain supplementary and reference in-

formation. 

 

 

Example: 

é 
 

Examples are given in blocks against a blue background under 

the heading "Example". 

Update means... 

The Databases are out of date 

event occurs. 

The following elements are italicized in the text: 

¶ New terms 

¶ Names of application statuses and events 

Press ENTER. 

Press ALT+F4. 

Names of keyboard keys appear in bold and are capitalized. 

Names of keys that are connected by a + (plus) sign indicate the use 

of a key combination. These keys must be pressed simultaneously. 

Click the Enable button. Names of application interface elements, such as text boxes, menu items, 

and buttons, are set off in bold. 

Ʒ To configure a task schedule: 
Introductory phrases of instructions are italicized and accompanied 

by the arrow sign. 

In the command line, type help  

The following message 

then appears: 

Specify the date in dd:mm:yy  

format. 

The following types of text content are set off with a special font: 

¶ Text in the command line 

¶ Text of messages displayed on the screen by the application 

¶ Data that must be entered from the keyboard 

<User name> Variables are enclosed in angle brackets. Instead of a variable, 

the corresponding value should be inserted, omitting the angle brackets. 
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Sources of information about 
Kaspersky Security 10.1.1 
for Windows Server 
This section lists the sources of information about the application. 

You can select the most suitable information source, depending on the importance level and urgency of the issue. 

In this chapter 

Sources for independent retrieval of information .................................................................................................... 13 

Discussing Kaspersky Lab applications on the forum ............................................................................................ 14 

 

 

Sources for independent retrieval of information 

You can use the following sources to find information about Kaspersky Security 10.1.1 for Windows Server: 

¶ Kaspersky Security 10.1.1 for Windows Server page on the Kaspersky Lab website. 

¶ Kaspersky Security 10.1.1 for Windows Server page on the Technical Support website (Knowledge Base). 

¶ Manuals. 

If you did not find a solution to your problem, contact Kaspersky Lab Technical Support 

https://support.kaspersky.com/. 

 

An Internet connection is required to use online information sources. 

Kaspersky Security 10.1.1 for Windows Server page on the Kaspersky Lab website 

On the Kaspersky Security 10.1.1 for Windows Server page 

https://www.kaspersky.com/small-to-medium-business-security/windows-server-security, you can view general 

information about the application, its functions and features. 

The Kaspersky Security 10.1.1 for Windows Server page contains a link to eStore. There you can purchase 

the application or renew your license. 

https://support.kaspersky.com/
https://www.kaspersky.com/small-to-medium-business-security/windows-server-security
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Kaspersky Security 10.1.1 for Windows Server page in Knowledge Base 

Knowledge Base is a section on the Technical Support website. 

The Kaspersky Security 10.1.1 for Windows Server page in the Knowledge Base 

https://support.kaspersky.com/ksws10/ features articles that provide useful information, recommendations, and 

answers to frequently asked questions about how to purchase, install, and use the application. 

Knowledge Base articles can answer questions relating to not only Kaspersky Security 10.1.1 for Windows Server 

but also to other Kaspersky Lab applications. Knowledge Base articles can also include Technical Support news. 

Kaspersky Security 10.1.1 for Windows Server documentation 

Kaspersky Security 10.1.1 for Windows Server Administrator's Guide contains information about the application 

installation, uninstallation, settings configuring and usage. 

 

Discussing Kaspersky Lab applications on the forum 

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other 

users on our forum http://forum.kaspersky.com/. 

On this forum you can view existing threads, leave your comments, and create new discussion threads. 

 

https://support.kaspersky.com/ksws10/
http://forum.kaspersky.com/


 

Kaspersky Security 10.1.1 for Windows Server 

15 

 

 

 
 

Kaspersky Security 10.1.1 
for Windows Server 
This section describes the functions, components, and distribution kit of Kaspersky Security 10.1.1 for Windows 

Server, and provides a list of hardware and software requirements of Kaspersky Security 10.1.1 for Windows 

Server. 

In this chapter 

About Kaspersky Security 10.1.1 for Windows Server ........................................................................................... 15 

What's new ............................................................................................................................................................. 17 

Distribution kit ......................................................................................................................................................... 18 

Hardware and software requirements .................................................................................................................... 20 

 

 

About Kaspersky Security 10.1.1 for Windows Server 

Kaspersky Security 10.1.1 for Windows Server protects servers running on MicrosoftÈ Windows operating systems 

and network attached storages against viruses and other computer security threats to which servers are exposed 

through file exchange. Kaspersky Security 10.1.1 for Windows Server is designed for use on local area networks 

of medium to large organizations. Kaspersky Security 10.1.1 for Windows Server users are corporate network 

administrators and specialists responsible for anti-virus protection of the corporate network. 

You can install Kaspersky Security 10.1.1 for Windows Server on the following servers: 

¶ Terminal servers. 

¶ Print servers. 

¶ Application servers. 

¶ Domain controllers. 

¶ Servers that are protecting network attached storages. 

¶ File servers ï these servers are more likely to get infected because they exchange files with 

user workstations. 

Kaspersky Security 10.1.1 for Windows Server can be managed in the following ways: 

¶ Via the Application Console installed on the same server as Kaspersky Security 10.1.1 for Windows Server 

or on a different computer. 

¶ Using commands in the command line. 

¶ Via  Kaspersky Security Center Administration Console. 

The Kaspersky Security Center application can also be used for centralized administration of multiple servers 

running Kaspersky Security 10.1.1 for Windows Server. 

It is possible to review Kaspersky Security 10.1.1 for Windows Server performance counters for the "System 

Monitor" application, as well as SNMP counters and traps. 
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Kaspersky Security 10.1.1 for Windows Server components and functions 

The application includes the following components: 

¶ Real-Time Protection. Kaspersky Security 10.1.1 for Windows Server scans objects when they 

are accessed. Kaspersky Security 10.1.1 for Windows Server scans the following objects: 

¶ Files 

¶ Alternate file system streams (NTFS streams) 

¶ Master boot record and boot sectors on local hard and removable drives 

¶ On-Demand Scan. Kaspersky Security 10.1.1 for Windows Server runs a single scan of the specified area 

for viruses and other computer security threats. Application scans files, RAM, and startup objects 

on a protected server. 

¶ RPC Network Storage Protection and ICAP Network Storage Protection. Kaspersky Security 10.1.1 

for Windows Server installed on a server under a Microsoft Windows operating system protects network 

attached storages against viruses and other security threats that infiltrate the server through exchange 

of files. 

¶ Applications Launch Control. The component tracks users' attempts to launch applications and controls 

applications launches. 

¶ Device Control. The component controls registration and usage of mass storage devices and CD/DVD 

drives in order to protect the computer against security threats that may arise while exchanging files with 

USB-connected flash drives or other types of external device. 

¶ Anti-Cryptor and Anti-Cryptor for NetApp. The components protect shared folders on servers and 

network attached storages from malicious encryption, by blocking the hosts that show malicious activity. 

¶ Script Monitoring. This component controls the execution of scripts created using Microsoft Windows 

Script Technologies. 

¶ Traffic Security. This component intercepts and scans objects transferred through web traffic (including 

mail) to detect known computer and other threats on the protected server. 

¶ Firewall Management. This component provides the ability to manage the Windows Firewall: configure 

settings and operating system firewall rules and block any possibility of external firewall configuration. 

¶ File Integrity Monitor. Kaspersky Security 10.1.1 for Windows Server detects changes in files within 

the monitoring scopes specified in the task settings. These changes may indicate a security breach 

on the protected server. 

¶ Log Inspection. This component monitors the integrity of the protected environment based on the results 

of an inspection of Windows event logs. 

The following functions are implemented in the application: 

¶ Database Update and Software Modules Update. Kaspersky Security 10.1.1 for Windows Server 

downloads updates of application databases and modules from FTP or HTTP update servers of Kaspersky 

Lab, Kaspersky Security Center Administration Server, or other update sources. 

¶ Quarantine. Kaspersky Security 10.1.1 for Windows Server quarantines probably infected objects 

by moving such objects from their original location to Quarantine. For security purposes, objects are stored 

in Quarantine in encrypted form. 

¶ Backup. Kaspersky Security 10.1.1 for Windows Server stores encrypted copies of objects classified as 

Infected or Probably infected in Backup before disinfecting or deleting them. 

¶ Administrator and user notifications. You can configure the application to notify the administrator and 

users who access the protected server about events in Kaspersky Security 10.1.1 for Windows Server 

operation and the status of Anti-Virus protection on the server. 
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¶ Importing and exporting settings. You can export Kaspersky Security 10.1.1 for Windows Server 

settings to an XML configuration file and import settings into Kaspersky Security 10.1.1 for Windows Server 

from the configuration file. You can save all application settings or only settings for individual components 

to a configuration file. 

¶ Applying templates. You can manually configure a node's security settings in the tree or in a list 

of the computer file resources, and save the configured setting values as a template. This template 

can then be used to configure the security settings of other nodes in Kaspersky Security 10.1.1 

for Windows Server protection and scan tasks. 

¶ Managing access permissions for Kaspersky Security 10.1.1 for Windows Server functions. You 

can configure the rights to manage Kaspersky Security 10.1.1 for Windows Server and the Windows 

services registered by the application, for users and groups of users. 

¶ Writing events to the application event log. Kaspersky Security 10.1.1 for Windows Server logs 

information about software component settings, the current status of tasks, events that occur while tasks 

run, events associated with Kaspersky Security 10.1.1 for Windows Server management, and information 

required to diagnose errors in Kaspersky Security 10.1.1 for Windows Server. 

¶ Hierarchical storage. Kaspersky Security 10.1.1 for Windows Server can operate in hierarchical storage 

management mode (HSM systems). HSM systems allow data relocation between fast local drives and slow 

long-term data storage devices. 

¶ Trusted Zone. You can generate the list of exclusions from the protection or scan scope, that Kaspersky 

Security 10.1.1 for Windows Server will apply in the on-demand and real-time protection tasks. 

¶ Exploit Prevention. You can protect process memory from exploits using an Agent injected into 

the process. 

¶ Blocked Hosts. You can block remote hosts that try to access the server's shared folders if any malicious 

activity is detected on their side.   
 

What's new 

Kaspersky Security for Windows Server offers the following new features and improvements: 

¶ Support for new versions of Microsoft Windows operating systems. 

Self-defense mechanisms based on PPL technology: now when the application is installed, it automatically 

registers an ELAM driver that makes it possible to start the Kaspersky Security service (kavfs.exe) with 

the Protected Process Light attribute. This makes it possible to bolster the application's self-defense and 

prevent a broad range of attacks.  

The functionality is available when the application is installed on servers running Microsoft Windows Server 

2016 and higher. 

¶ Support for checking and processing cloud files stored in Microsoft OneDrive.  

¶ Expanded Software Distribution Control capabilities.  

Now you can indicate which distribution package can pass the trusted attribute for the entire chain of files 

extracted from them. This makes it possible to increase the stability of the software installation processes 

on a server with enabled Applications Launch Control, but it also expands the area for a potential attack 

by increasing the number of authorized application launches. We recommend using the parameter during 

complex software deployments, including when the server must be restarted during the software 

distribution process. 
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¶ Integration with Windows Management Instrumentation. 

Now when the application is installed, a Kaspersky Security namespace is automatically created 

in the WMI root namespace on the local computer. You can use client solutions that support WMI queries 

to obtain data about the application and its components. 

¶ Support for AMSI.  

Use of AMSI technology, which is integrated in Microsoft Windows, has enabled the improvement 

of the mechanism for intercepting script launches on the server: the stability of the Script Monitoring task 

is improved, the applicationôs influence on the environment is reduced when intercepting scripts and 

blocking them if threats are detected, and the task scope is significantly expanded ï now the Script 

Monitoring component works with scripts in JS, VBS and PS1 formats. 

The functionality is available when the Script Monitoring component is installed on server running Microsoft 

Windows Server 2016. 

¶ The format for displaying information about the application and its components has been expanded with 

the KAVSHELL OMSINFO command: now you can get information about the status of the Applications 

Launch Control task as well as information about installed critical updates of application modules. 

¶ Improved mechanisms for detecting and isolating active threats: 

¶ Now the application detects fileless threats - malicious software that exists exclusively in server's RAM 

and have no body on the hard drive. 

¶ Corrected mechanisms for processing active viruses when they are detected: now the application 

correctly terminates the infected processes. 

¶ New ability to configure the list of processes that should be considered critical to the operating system; 

the application will not terminate these processes when an active infection is detected. 

For more information, see KB14306. 

¶ Ability to configure use of the AccessTime attribute for files scanned by on-demand scan tasks. 

By default, the application restores the last file access time (AccessTime attribute) after the scan. Now you 

can use the operating system Registry to disable restoration of the AccessTime attribute if this mechanism 

is causing false positives for backup systems.  

For more information, see KB14306. 
 

Distribution kit 

The distribution kit includes the welcome application that lets you do the following: 

¶ Start the Kaspersky Security 10.1.1 for Windows Server Installation Wizard. 

¶ Start the Kaspersky Security 10.1.1 for Windows Server Console Installation Wizard. 

¶ Start the Installation Wizard that will install Kaspersky Security 10.1.1 for Windows Server Administration 

Plug-in for managing the application via the Kaspersky Security Center. 

¶ Start the Kaspersky Security 10.1.1 Microsoft OutlookÈ Add-in Installation Wizard. 

¶ Read the Administratorôs Guide. 

¶ Read the Userôs Guide. 

¶ Read the Implementation Guide for Network Attached Storage Protection. 
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¶ Go to Kaspersky Security 10.1.1 for Windows Server page: 

 https://www.kaspersky.com/small-to-medium-business-security/windows-server-security on the Kaspersky 

Lab website. 

¶ Visit the Technical Support website https://support.kaspersky.com/. 

¶ Read information about the current version of Kaspersky Security 10.1.1 for Windows Server. 

The \client folder contains files for the installation of Application Console ("Kaspersky Security 10.1.1 for Windows 

Server Administration Tools" set of components). 

The \server folder contains: 

¶ Files for the installation of Kaspersky Security 10.1.1 for Windows Server components on a computer 

running a 32-bit or 64-bit Microsoft Windows operating system. 

¶ File for the installation of the Administration Plug-in for managing Kaspersky Security 10.1.1 for Windows 

Server via the Kaspersky Security Center. 

¶ Archive of anti-virus databases current at the time the application was released. 

¶ File with the text of the End User License Agreement and Privacy Policy. 

The \setup folder contains greeting program start files. 

The \email_plugin folder contains the Kaspersky Security 10.1.1 Microsoft Outlook Add-in installation package. 

The distribution kit files are stored in different folders depending on their intended use (see table below). 

Table 2. Kaspersky Security 10.1.1 for Windows Server distribution kit files 
 

File Purpose 

autorun.inf Autorun file for the Kaspersky Security 10.1.1 for Windows Server Instal-

lation Wizard when installing the application from removable media. 

ks4ws_admin_guide_en.pdf Administrator's Guide. 

ks4ws_user_guide_en.pdf User's Guide. 

ks4ws_netstorage_guide_en.pdf Implementation Guide for Network Attached Storage Protection. 

release_notes.txt The file contains release information. 

setup.exe Greeting program start file (starts setup.hta). 

\client\ks4wstools_x86(x64).msi Windows Installer installation package; installs the Application Console 

on the protected server. 

\client\setup.exe The file that starts the setup wizard for the "Administration tools" set 

of components (including the Application Console); it starts 

the ks4wstools.msi installation package file using the settings specified 

in the setup wizard. 

\server\bases.cab Archive of anti-virus databases current at the time of application release. 

\server\setup.exe The file that starts the wizard for installing Kaspersky Security 10.1.1 

for Windows Server on the protected server; it starts the installer package 

file ks4ws.msi with the installation settings specified in the wizard. 

\server\ks4ws_x86(x64).msi Windows Installer installation package;  installs Kaspersky Security 

10.1.1 for Windows Server on the protected server. 

https://www.kaspersky.com/small-to-medium-business-security/windows-server-security
https://support.kaspersky.com/
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File Purpose 

\server\ks4ws.kud File in Kaspersky Unicode Definition format with a description 

of the installation package for remote installation of Kaspersky Security 

10.1.1 for Windows Server via Kaspersky Security Center.  

\server\klcfginst.exe Installer for Administration Plug-in for managing Kaspersky Security 

10.1.1 for Windows Server via the Kaspersky Security Center.  Install 

the Administration Plug-in on each server where the Kaspersky Security 

Center Administration Console is installed if you plan to use it to manage 

Kaspersky Security 10.1.1 for Windows Server. 

\server\license.txt Text of the End User License Agreement and Privacy Policy. 

\server\migration.txt The file describes migration from previous application versions. 

\setup\setup.hta Greeting program start file. 

\email_plugin\ksmail_x86(x64).msi Windows Installer installation package; installs Kaspersky Security 10.1.1 

for Windows Server Microsoft Outlook Add-in on the protected server. 

Distribution kit files can be run from the Installation CD. If you have copied the distribution package files onto 

the local drive beforehand, make sure that the structure of the distribution kit files has been preserved. 

 

Hardware and software requirements 

This section describes all hardware and software requirements for the protected server and network 

attached storages. 

 

Requirements for the server on which Kaspersky Security 10.1.1 
for Windows Server is deployed 

Before installing Kaspersky Security 10.1.1 for Windows Server, you must uninstall other anti-virus 

applications from the server. 

 

You can install Kaspersky Security 10.1.1 for Windows Server without uninstalling Kaspersky Anti-Virus 8.0 

for Windows Servers Enterprise Edition or previous versions of Kaspersky Security for Windows Server. 
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Hardware requirements for the server 

General requirements: 

¶ x86/64-compatible single-core or multi-core systems 

¶ disk space requirements: 

¶ for installing all application components: 70 MB 

¶ for downloading and storing anti-virus databases of the application: 2 GB (recommended) 

¶ for storing objects in Quarantine and in Backup: 400 MB (recommended) 

¶ for storing logs: 1 GB (recommended) 

Minimum configuration: 

¶ Processor: 1.4 GHz single-core 

¶ RAM: 1 GB 

¶ Drive subsystem: 4 GB of free space 

Recommended configuration: 

¶ Processor: 2.4 GHz quad-core 

¶ RAM: 2 GB 

¶ Drive subsystem: 4 GB of free space 

Software requirements for the server 

You can install Kaspersky Security 10.1.1 for Windows Server on a server under a 32-bit or 64-bit Microsoft 

Windows operating system. 

For installation and operation of Kaspersky Security 10.1.1 for Windows Server, Microsoft Windows Installer 3.1 

must be installed on the server. 

You can install Kaspersky Security 10.1.1 for Windows Server on a server under one of the following 32-bit 

Microsoft Windows operating systems: 

¶ Windows ServerÈ 2003 Standard / Enterprise / Datacenter SP2 or later 

¶ Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or later 

¶ Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later 

¶ Windows Server 2008 Core / Standard / Enterprise / Datacenter SP1 or later 

You can install Kaspersky Security 10.1.1 for Windows Server on a server under one of the following 64-bit 

Microsoft Windows operating systems: 

¶ Windows Server 2003 Standard / Enterprise / Datacenter SP2 

¶ Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 

¶ Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later 

¶ Microsoft Small Business Server 2008 Standard / Premium 

¶ Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter SP1 or later 

¶ Windows Server 2008 R2 Core / Standard / Enterprise / Datacenter SP1 or later 
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¶ Windows Hyper-VÈ Server 2008 R2 SP1 or later 

¶ Microsoft Small Business Server 2011 Essentials / Standard 

¶ Microsoft Windows MultiPointÊ Server 2011 

¶ Windows Server 2012 Foundation / Essentials / Standard  / Datacenter / MultiPoint Server 

¶ Windows Server 2012 Core / Standard  / Datacenter 

¶ Windows Storage Server 2012 

¶ Windows Hyper-V Server 2012 

¶ Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter 

¶ Windows Server 2012 R2 Core / Standard / Datacenter 

¶ Windows Storage Server 2012 R2 

¶ Windows Hyper-V Server 2012 R2 

¶ Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server 

¶ Windows Server 2016 Core / Standard / Datacenter 

¶ Windows Storage Server 2016 

¶ Windows Hyper-V Server 2016 

¶ Windows Server 2019 (all editions) 

The following operating systems are no longer supported by Microsoft Windows: Windows Server 2003 

Standard / Enterprise / Datacenter SP2, Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 

32-bit, 64-bit. There might be limitations for the technical support of servers running these operating systems 

on the Kaspersky Lab side. 

You can install Kaspersky Security 10.1.1 for Windows Server on the following terminal servers: 

¶ Microsoft Remote Desktop Services based on Windows Server 2008 

¶ Microsoft Remote Desktop Services based on Windows Server 2008 R2 

¶ Microsoft Remote Desktop Services based on Windows Server 2012 

¶ Microsoft Remote Desktop Services based on Windows Server 2012 R2 

¶ Microsoft Remote Desktop Services based on Windows Server 2016 

¶ Microsoft Remote Desktop Services based on Windows Server 2019  

¶ Citrix XenApp 6.0, 6.5, 7.0, 7.5 - 7.9, 7.15 

¶ Citrix XenDesktop 7.0, 7.1, 7.5 - 7.9, 7.15 

The Kaspersky Security 10.1.1 for Windows Server is compatible with the following versions of Kaspersky 

Security Center: 

¶ Kaspersky Security Center 10.4 

¶ Kaspersky Security Center 10.5 

¶ Kaspersky Security Center 11 
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Requirements for the protected network attached storage 

Kaspersky Security 10.1.1 for Windows Server can be used to protect the following network attached storages: 

¶ NetApp with one of the following operating systems: 

¶ Data ONTAP 7.x and Data ONTAP 8.x in 7-mode 

¶ Data ONTAP 8.2.1 or higher in cluster-mode 

¶ DellÊ EMCÊ CelerraÊ / VNXÊ with the following software: 

¶ EMC DART 6.0.36 or higher 

¶ Celerra Antivirus Agent (CAVA) 4.5.2.3 or higher 

¶ Dell EMC IsilonÊ with the operating system OneFSÊ 7.0 or later 

¶ Hitachi NAS on one of the following platforms: 

¶ HNAS 4100 

¶ HNAS 4080 

¶ HNAS 4060 

¶ HNAS 4040 

¶ HNAS 3090 

¶ HNAS 3080 

¶ IBM NAS IBM System Storage N series 

¶ OracleÈ NAS Systems series Oracle ZFS Storage Appliance 

¶ Dell NAS on the platform Dell CompellentÊ FS8600 

 

Requirements for the computer on which the Application Console 
is installed 

Hardware requirements for the computer 

Recommended RAM amount: at least 128 MB. 

Free disk space: 30 MB. 

Software requirements for the computer 

You can install the Application Console on a computer running a 32-bit or 64-bit Microsoft Windows 

operating system. 

The computer should have Microsoft Windows Installer 3.1 in order to support installation and operation 

of the Application Console. 

You can install the Application Console on a computer running one of the following 32-bit Microsoft Windows 

operating systems: 

¶ Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later 

¶ Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or later 

¶ Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later 
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¶ Microsoft Windows XP Professional SP2 or later 

¶ Microsoft Windows VistaÈ Editions 

¶ Microsoft Windows 7 

¶ Microsoft Windows 8 

¶ Microsoft Windows 8.1 

¶ Microsoft Windows 10 

You can install the Application Console on a computer running one of the following 64-bit Microsoft Windows 

operating systems: 

¶ Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later 

¶ Windows Server 2003 R2 Standard / Enterprise / Datacenter  SP2 or later 

¶ Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later 

¶ Microsoft Small Business Server 2008 Standard / Premium 

¶ Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter SP1 or later 

¶ Microsoft Small Business Server 2011 Essentials / Standard 

¶ Microsoft Windows MultiPoint Server 2011 

¶ Windows Server 2012 Foundation / Essentials / Standard  / Datacenter / MultiPoint Server 

¶ Windows Storage Server 2012 

¶ Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter 

¶ Windows Storage Server 2012 R2 

¶ Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server 

¶ Windows Storage Server 2016 

¶ Microsoft Windows XP Professional Edition SP2 or later 

¶ Microsoft Windows Vista 

¶ Microsoft Windows 7 

¶ Microsoft Windows 8 

¶ Microsoft Windows 8.1 

¶ Microsoft Windows 10 
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Installing and removing 
the application 
This section provides step-by-step instructions for installing and removing Kaspersky Security 10.1.1 for Windows 

Server. 

In this chapter 

Kaspersky Security 10.1.1 for Windows Server software components and their codes for Windows Installer 

service ..................................................................................................................................................................... 25 

System changes after Kaspersky Security 10.1.1 for Windows Server installation ............................................... 29 

Kaspersky Security 10.1.1 for Windows Server processes .................................................................................... 33 

Installation and uninstallation settings and command line options for Windows Installer service .......................... 33 

Kaspersky Security 10.1.1 for Windows Server install and uninstall log ................................................................ 40 

Installation planning ................................................................................................................................................ 40 

Installing and uninstalling the application using a wizard ....................................................................................... 43 

Installing and uninstalling the application from the command line ......................................................................... 55 

Installing and uninstalling the application using Kaspersky Security Center .......................................................... 61 

Installing and uninstalling via Active Directory group policies ................................................................................ 65 

Kaspersky Security 10.1.1 for Windows Server functions check. Using the EICAR test virus............................... 67 

Application interface ............................................................................................................................................... 70 

 

 

Kaspersky Security 10.1.1 for Windows Server software 
components and their codes for Windows Installer service 

By default, \server\ks4ws_x86(x64).msi files are intended to install all Kaspersky Security 10.1.1 for Windows 

Server components. You can install this component by including it in a custom installation. 

The \client\ks4wstools_x86(x64).msi files install all software components from the "Administrative Tools" set. 

The following sections list the codes of the Kaspersky Security 10.1.1 for Windows Server components 

for the Windows Installer service. These codes can be used to define a list of components to be installed when 

installing Kaspersky Security 10.1.1 for Windows Server from the command line. 

In this section 

Kaspersky Security 10.1.1 for Windows Server software components .................................................................. 26 

"Administration tools" set of software components ................................................................................................. 29 
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Kaspersky Security 10.1.1 for Windows Server software components 

The following table contains codes for and a description of Kaspersky Security 10.1.1 for Windows Server 

software components. 

Table 3. Description of Kaspersky Security 10.1.1 for Windows Server software components 
 

Component Code Functions performed 

Basic functionality Core This component contains the set of basic ap-

plication functions and ensures their opera-

tion. 

Applications Launch Control AppCtrl This component monitors user attempts to run 

applications and allows or denies application 

launch in accordance with the set Applica-

tions Launch Control rules. 

It is implemented in the Applications Launch 

Control task. 

Device Control DevCtrl This component tracks attempts to connect 

USB mass storage devices to a protected 

server and allows or denies use of these de-

vices according to the specified device con-

trol rules. 

The component is implemented in the Device 

Control task. 

Traffic Security WebGW This component processes web traffic (including 

traffic received via the mail services) and inter-

cepts and scans objects transferred through 

web traffic to detect known computer and other 

threats on the protected server. 

Anti-Virus protection AVProtection This component ensures anti-virus protection 

and contains the following components: 

¶ On-Demand Scan 

¶ Real-Time File Protection 

On-Demand Scan Ods This component installs Kaspersky Security 

10.1.1 for Windows Server system files and 

On-demand scan tasks (scanning of objects 

on the protected server upon request). 

If other Kaspersky Security 10.1.1 

for Windows Server components are specified 

when installing Kaspersky Security 10.1.1 

for Windows Server from the command line, 

but the Core component is not specified, 

the Core component is installed automatically. 

Real-Time File Protection Oas This component performs anti-virus scans 

of files on the protected server when these 

files are accessed. 

It implements the Real-Time File Protection 

task. 
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Component Code Functions performed 

Use of Kaspersky Security Network Ksn This component provides protection 

on the basis of Kaspersky Lab 

cloud technologies. 

It implements the KSN Usage task (sending 

requests to and receiving conclusions from 

the Kaspersky Security Network service). 

File Integrity Monitor Fim This component logs operations performed 

on files in the specified monitoring scope. 

The component implements the File Integrity 

Monitor task. 

Exploit Prevention AntiExploit This component makes it possible to manage 

settings to protect memory used by processes 

in a protected server's memory. 

Firewall Management Firewall This component makes it possible to manage 

Windows Firewall through the Kaspersky Se-

curity 10.1.1 for Windows Server graphical 

user interface. 

The component implements the Firewall 

Management task. 

Module for integration with 

Kaspersky Security Center Network 

Agent 

AKIntegration Provides a connection between  

theKaspersky Security 10.1.1 for Windows 

Server and the Kaspersky Security Center 

Network Agent. 

You can install this component 

on the protected server if you intend 

to manage the application via the Kaspersky 

Security Center. 

Log Inspection LogInspector This component monitors the integrity 

of the protected environment based 

on the results of an inspection of Windows 

event logs.  

Anti-Cryptor AntiCryptor This component fills the list of blocked hosts 

with names of remote computers that show 

malicious activity. 

It implements the Anti-Cryptor task. 

Script Monitoring ScriptChecker This component scans the code of scripts 

created using Microsoft Windows Script 

Technologies. Scanning is performed when 

an attempt is made to run a script.  

This component implements the Script Moni-

toring task. 
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Component Code Functions performed 

RPC Network Storage Protection RPCProt This component protects RPC network stor-

ages (such as NetApp network attached 

storages) against viruses and other computer 

security threats that infiltrate the server 

through the exchange of files. 

ICAP Network Storage Protection ICAPProt This component protects ICAP network stor-

ages (such as EMC Isilon) against viruses and 

other security threats that infiltrate the server 

through the exchange of files. 

Anti-Cryptor for NetApp AntiCryptorNAS This component provides encryption protection 

for the folders on the Network Attached Stor-

ages. If any malicious encrypting is detected, 

Kaspersky Security 10.1.1 for Windows Server 

blocks access to the folders of the protected 

network attached storage. 

Set of "System Monitor" perfor-

mance counters 

PerfMonCounters This component installs a set of System Mon-

itor performance counters. Performance 

counters enable Kaspersky Security 10.1.1 

for Windows Server performance 

to be measured and potential bottlenecks 

to be localized on the computer when 

Kaspersky Security 10.1.1 for Windows Serv-

er is used with other programs. 

SNMP counters and traps SnmpSupport This component publishes Kaspersky Securi-

ty 10.1.1 for Windows Server counters and 

traps via Simple Network Management Pro-

tocol (SNMP) in Microsoft Windows. This 

component may be installed on the protected 

server only if the Microsoft SNMP is already 

installed. 

Kaspersky Security 10.1.1 

for Windows Server icon 

in the notification area 

TrayApp This component displays the Kaspersky Se-

curity 10.1.1 for Windows Server icon 

in the task tray notification area 

of the protected server. The Kaspersky Secu-

rity 10.1.1 for Windows Server icon displays 

the status of server protection and 

can be used open the Kaspersky Security 

10.1.1 for Windows Server Console 

in Microsoft Management Console (if in-

stalled) and the About application window. 

Command line utility Shell Makes it possible to control Kaspersky Secu-

rity 10.1.1 for Windows Server from 

the command line of a protected server. 
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"Administration tools" set of software components 

The following table contains codes for and a description of the "Administration tools" set of software components. 

Table 4. Description of the "Administration tools" software components 
 

Component Code Component functions 

Kaspersky Security 

10.1.1 for Windows 

Server snap-ins 

MmcSnapin This component installs the Microsoft Management Con-

sole snap-in via Kaspersky Security 10.1.1 for Windows 

Server Console. 

If other components are specified during the installation 

of "Administration Tools" from the command line, and 

the MmcSnapin component is not specified, 

the component will be installed automatically. 

Help Help .chm help file; saved in the folder with the Kaspersky Se-

curity 10.1.1 for Windows Server Administration Tools files. 

You can open Help file using the Start menu or by clicking 

the F1 key with the Application Console window opened. 

Documentation Help Kaspersky Security 10.1.1 for Windows Server adds 

a shortcut to the Kaspersky Lab web resource where 

the Implementation Guide for Network Attached Storage 

Protection, the Administrator's Guide and User's Guide 

are available in PDF format. All guides can be opened from 

the Start menu. 

 

 

System changes after Kaspersky Security 10.1.1 
for Windows Server installation 

When Kaspersky Security 10.1.1 for Windows Server and the Application Console (set of "Administration Tools") 

are installed together, the Windows Installer service will make the following modifications on the protected server: 

¶ Creates Kaspersky Security 10.1.1 for Windows Server folders on the protected server and on the server, 

where the Application Console is installed. 

¶ Registers Kaspersky Security 10.1.1 for Windows Server services. 

¶ Creates a Kaspersky Security 10.1.1 for Windows Server group of users. 

¶ Registers Kaspersky Security 10.1.1 for Windows Server keys in the system register. 

These changes are described in the table below. 
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Kaspersky Security 10.1.1 for Windows Server folders 

Table 5. Kaspersky Security 10.1.1 for Windows Server folders on a protected server 
 

Folder Kaspersky Security 10.1.1 for Windows 

Server files 

Kaspersky Security 10.1.1 for Windows Server default 

installation folder: 

In the Microsoft Windows 32-bit version ï %Program-

Files%\Kaspersky Lab\Kaspersky Security for Windows 

Server\ 

In the Microsoft Windows 64-bit version ï %Program-

Files(x86)%\Kaspersky Security for Windows Server\ 

Executable Kaspersky Security 10.1.1 for Windows 

Server files (destination folder specified during in-

stallation). 

%Kaspersky Security for Windows Server%\mibs fold-

er 

Management Information Base (MIB) files; these files 

contain a description of the counters and hooks pub-

lished by Kaspersky Security 10.1.1 for Windows 

Server via the SNMP protocol. 

%Kaspersky Security for Windows Server%\x64 folder 64-bit versions of Kaspersky Security 10.1.1 

for Windows Server executable files (the folder will 

be created only during the installation of Kaspersky 

Security 10.1.1 for Windows Server in the 64-bit ver-

sion of Microsoft Windows). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Server\10.1\Data\ 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Settings\ 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Security for Windows Server\10.1\Dskm\ 

Kaspersky Security 10.1.1 for Windows Server ser-

vice files. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Update\ 

Files with update sources settings. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Update\Distribution\ 

Updates of databases and software modules down-

loaded using Copying Updates task (the folder will 

be created the first time updates are downloaded us-

ing the Copying Updates task). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Reports\ 

Task logs and system audit log. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Bases\Current\ 

Set of databases used at current time. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Bases\Backup\ 

Backup copy of databases; will be overwritten each 

time databases are updated. 
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Folder Kaspersky Security 10.1.1 for Windows 

Server files 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Bases\Temp\ 

Temporary files created during execution of update 

tasks. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Quarantine\ 

Quarantined objects (default folder). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Backup\ 

Objects in backup (default folder). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Security for Windows Serv-

er\10.1\Restored\ 

Objects restored from backup and quarantine (default 

folder for restored objects). 

Table 6. Folders created during the installation of the Application Console 
 

Folder Kaspersky Security 10.1.1 for Windows Server 

Console files 

Application Console default installation folder: 

¶ In the Microsoft Windows 32-bit version ï %Pro-

gramFiles%\Kaspersky Lab\Kaspersky Security 

for Windows Server Admins Tools\ 

¶ In the Microsoft Windows 64-bit version ï %Pro-

gramFiles(x86)%\Kaspersky Lab\Kaspersky Securi-

ty for Windows Server Admins Tools\ 

"Administration Tools" files (destination folder specified 

during the installation of Kaspersky Security 10.1.1 

for Windows Server Console). 

Kaspersky Security 10.1.1 for Windows Server services 

Kaspersky Security 10.1.1 for Windows Server services start using the Local system (SYSTEM) account. 

Table 7. Kaspersky Security 10.1.1 for Windows Server services 
 

Service Purpose 

Kaspersky Security Service (KAVFS) Essential Kaspersky Security 10.1.1 for Windows 

Server service that manages Kaspersky Security 

10.1.1 for Windows Server tasks and workflows. 

Kaspersky Security Management Service (KAVFSGT) The service is intended for Kaspersky Security 

10.1.1 for Windows Server application management 

through the Application Console. 

Kaspersky Security Exploit Prevention Service 

(KAVFSSLP) 

A service that acts as an intermediary 

to communicate security settings to external securi-

ty agents, and to receive data about security 

events. 

Kaspersky Security Script Checker (KAVFSSCS) The service is started along with the Script Monitor-

ing task and allows to control the execution 

of scripts created using Microsoft Windows Script 

Technologies. 
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Kaspersky Security 10.1.1 for Windows Server groups 

Table 8. Kaspersky Security 10.1.1 for Windows Server groups 
 

Group Purpose 

KAVWSEE Administrators  A group on the protected server whose users have full access to the Kaspersky 

Security Management Service and to all Kaspersky Security 10.1.1 for Windows 

Server functions. 

 

System registry keys 

Table 9. System registry keys 
 

Key Purpose 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] Kaspersky Security 

10.1.1 for Windows 

Server service proper-

ties. 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersk

y Security] 

Kaspersky Security 

10.1.1 for Windows 

Server event log set-

tings (Kaspersky Event 

Log). 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] Kaspersky Security 

10.1.1 for Windows 

Server management 

service properties. 

In Microsoft Windows 32-bit version: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Securi-

ty\Performance] 

In Microsoft Windows 64-bit version: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Securi-

ty x64\Performance]. 

Performance counters 

settings. 

In Microsoft Windows 32-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1\SnmpAgent] 

In Microsoft Windows 64-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\

SnmpAgent] 

SNMP Protocol Sup-

port component set-

tings. 

In Microsoft Windows 32-bit version:  

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1\CrashDump] 

In Microsoft Windows 64-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\

CrashDump] 

Dump file writing 

settings. 
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Key Purpose 

In Microsoft Windows 32-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1.1\Trace] 

In Microsoft Windows 64-bit version: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\

Trace] 

Trace file settings. 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\

Environment] 

Configuration 

of the application's 

tasks and functions. 
 

 

 

Kaspersky Security 10.1.1 for Windows Server processes 

Kaspersky Security 10.1.1 for Windows Server starts processes described in the table below. 

Table 10. Kaspersky Security 10.1.1 for Windows Server processes 
 

File name Purpose 

kavfswp.exe Kaspersky Security 10.1.1 for Windows Server workflow 

kavtray.exe Process for the System Tray Icon 

kavshell.exe Command line utility process 

kavfsrcn.exe Kaspersky Security 10.1.1 for Windows Server remote management 

process 

kavfs.exe Kaspersky Security Service process 

kavfsgt.exe Kaspersky Security Management Service process 

kavfswh.exe Kaspersky Security Exploit Prevention Service process 

kavfsscs.exe Kaspersky Security Script Checker Service 

 

 

Installation and uninstallation settings and command line 
options for Windows Installer service 

The tables provided below contain descriptions of the settings to install and uninstall Kaspersky Security 10.1.1 

for Windows Server, their default values, keys for changing the values of the installation settings, and their possible 

values. These keys can be used in conjunction with standard keys for the command msiexec of the Windows 

Installer service when installing Kaspersky Security 10.1.1 for Windows Server from the command line. 
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Table 11. Installation parameters and command line options in Windows Installer 
 

Setting Windows Installer com-

mand line options and 

their possible values 

Default Value Description 

Acceptance 

of the terms 

of the End User 

License Agree-

ment 

EULA=<value> 

0 ï you reject the terms 

of the End User Li-

cense Agreement. 

1 ï you accept the terms 

of the End User License 

Agreement. 

0 You must accept 

the terms of the End 

User License Agree-

ment to install 

Kaspersky Security 

10.1.1 for Windows 

Server. 

Acceptance 

of the terms 

of Privacy Policy 

PRIVACYPOLICY=<value> 

0 ï you reject the terms 

of Privacy Policy. 

1 ï you accept the terms 

of Privacy Policy. 

0 You must accept 

the terms of Privacy 

Policy to install 

Kaspersky Security 

10.1.1 for Windows 

Server. 

Destination folder INSTALLDIR=<full path 

to the folder> 

Kaspersky Security 10.1.1 

for Windows Server: %Pro-

gramFiles%\Kaspersky 

Lab\Kaspersky Security 

for Windows Server 

Administration tools: %Pro-

gramFiles%\Kaspersky 

Lab\Kaspersky Security 

for Windows Server Ad-

mins Tools 

In the x64-bit version 

of Microsoft Windows: 

%ProgramFiles(x86)%. 

Folder in which 

Kaspersky Security 

10.1.1 for Windows 

Server files will 

be saved dur-

ing installation. 

A different folder 

can be specified. 

Startup 

of the Real-Time 

File Protection task 

when Kaspersky 

Security 10.1.1 

for Windows Serv-

er starts (Enable 

real-time protec-

tion after installa-

tion 

of application) 

RUNRTP=<value> 

1 ï start; 

0 ï do not start. 

1 Turn on this setting 

to start Real-Time File 

Protection and Script 

Monitoring at the start 

of Kaspersky Security 

10.1.1 for Windows 

Server  

(recommended). 
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Setting Windows Installer com-

mand line options and 

their possible values 

Default Value Description 

Exclusions from 

scan as recom-

mended 

by Microsoft Cor-

poration (Add Mi-

crosoft recom-

mended files 

to exclusions list) 

ADDMSEXCLUSION=<value> 

1 ï exclude; 

0 ï do not exclude. 

1 In the Real-Time File 

Protection task ex-

clude from 

the protection scope 

objects on the server 

that Microsoft Corpo-

ration recommends 

to exclude. 

Some applications 

on the server may 

become unstable 

when the anti-virus 

application intercepts 

or modifies files used 

by such applications. 

For example, Mi-

crosoft Corporation 

includes some do-

main controller appli-

cations in the list 

of such objects. 

Objects excluded 

from the scanning 

scope according 

to Kaspersky Lab 

recommendations 

(Add Kaspersky 

Lab recom-

mended files 

to exclusions list) 

ADDKLEXCLUSION=<value> 

1 ï exclude; 

0 ï do not exclude. 

1 In the Real-Time File 

Protection task ex-

clude from 

the protection scope 

objects on the server 

that Kaspersky Lab 

recommends 

to exclude. 

Allow remote con-

nection 

to the Application 

Console. 

ALLOWREMOTECON= 

<value> 

1 ï allow; 

0 ï deny. 

0 By default, remote 

connection 

is not allowed 

to the Application 

Console installed 

on the protected 

server. During instal-

lation, you can allow 

connection. 

Kaspersky Security 

10.1.1 for Windows 

Server creates allow-

ing rules 

for the process ka-

vfsgt.exe using 

the TCP protocol 

for all ports. 
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Setting Windows Installer com-

mand line options and 

their possible values 

Default Value Description 

Path to the key file 

(Key) 

LICENSEKEYPATH=<key file 

name> 

\server directory 

in the distribution kit 

By default, 

the installer attempts 

to find the file with 

.key extension 

in the \server folder 

of the distribution kit. 

If the \server folder 

contains several key 

files, the installer will 

select the key file that 

has the farthest expi-

ration date. 

A key file 

can be saved before-

hand in the \server 

folder or by specifying 

another path 

to the key file using 

the Add key setting. 

You can add a key 

after Kaspersky Secu-

rity 10.1.1 

for Windows Server 

is installed using 

an administration tool 

of your choice: 

for example, 

the Application Con-

sole. If you do not add 

a key during installa-

tion of the application, 

Kaspersky Security 

10.1.1 for Windows 

Server will 

not function. 



 

Installing and removing the application 

37 

 

 

 
 

Setting Windows Installer com-

mand line options and 

their possible values 

Default Value Description 

Path 

to the configuration 

file 

CONFIGPATH=<configuration 

file name> 

Not specified Kaspersky Security 

10.1.1 for Windows 

Server imports set-

tings from 

the specified configu-

ration file created 

in the application. 

Kaspersky Security 

10.1.1 for Windows 

Server does 

not import passwords 

from the configuration 

file, for example, ac-

count passwords 

for starting tasks, or 

passwords 

for connecting 

to a proxy server. 

Once the settings 

are imported, you will 

have to enter all 

passwords manually. 

If the configuration file 

is not specified, 

the application will 

start to work with 

the default settings 

after setup. 

Enabling network 

connections 

for the Console 

ADDWFEXCLUSION=<value> 

1 ï allow; 

0 ï deny. 

0 Use this option 

to install Kaspersky 

Security 10.1.1 

for Windows Server 

on another server. You 

can remotely manage 

a server protection 

from another device 

with the Kaspersky 

Security 10.1.1 

for Windows Server 

Console installed. 
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Setting Windows Installer com-

mand line options and 

their possible values 

Default Value Description 

   Port 135 (TCP) 

is opened 

in the Microsoft Win-

dows firewall, network 

connections 

for the executable file 

kavfsrcn.exe for remote 

management 

of Kaspersky Security 

10.1.1 for Windows 

Server are allowed, 

and access is granted 

to DCOM applications. 

Upon installation 

completion add users 

to KAVWSEE Admin-

istrators group 

to allow them remote 

application manage-

ment, if the server 

operates 

on the Microsoft 

Windows Server 

2008, and allow net-

work connections 

to Kaspersky Security 

Management Service 

(kavfsgt.exe file) 

on the server. 

You can read more 

about additional con-

figuration when 

the Kaspersky Secu-

rity 10.1.1 

for Windows Server 

Console is installed 

on another computer 

(see Section 

"Advanced settings 

after installation 

of the Application 

Console on another 

computer" on page 

47). 
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Setting Windows Installer com-

mand line options and 

their possible values 

Default Value Description 

Disabling 

the check 

for incompatible 

software 

SKIPINCOMPATIBLESW = 

<value> 

0 - The check for incompatible 

software is performed 

1 - The check for incompatible 

software is not performed 

0 Use this setting 

to enable or disable 

the check 

for incompatible soft-

ware during back-

ground installation 

of the application 

on the device. 

Regardless of the value 

of this setting, during 

installation of Kaspersky 

Security 10.1.1 

for Windows Server, 

the application always 

warns about other ver-

sions of the application 

installed on the device. 

 

Table 12. Uninstallation settings and command line options in Windows Installer 
 

 

Setting Windows Installer command line options and 

their possible values 

Default Value  

Restoring 

quarantined 

objects 

RESTOREQTN =<value> 

0 ï remove quarantined content; 

1 ï restore quarantined content to the folder specified 

by the RESTOREPATH parameter into 

the \Quarantine subfolder. 

0 ï Remove 

Restoring 

the content 

of backup 

RESTOREBCK =<value> 

0 ï remove backup content; 

1 ï restore backup contents to the folder specified 

by the RESTOREPATH parameter into the \Backup 

subfolder. 

0 ï Remove 

Enter 

of the current 

password 

to confirm 

the deletion 

(if password 

protection 

is enabled) 

UNLOCK_PASSWORD=<specified password> Not specified 

Folder 

for restored 

objects 

RESTOREPATH=<full path to the folder> 

Restored objects will be saved to the specified folder. 

%ALLUSERSPROFILE%\Application 

Data\Kaspersky Lab\Kaspersky Se-

curity for Windows Serv-

er\10.1\Restored 
 



 

Installing and removing the application 

40 

 

 

 
 

Kaspersky Security 10.1.1 for Windows Server install and 
uninstall log 

If Kaspersky Security 10.1.1 for Windows Server is installed or uninstalled using the Installation (Uninstallation) 

Wizard, the Windows Installer service creates an install (uninstall) log. Log file ks4ws_install_<uid>.log (where 

<uid> ï unique 8-character log identifier) will be saved into a %temp% folder of the user from whose account 

the setup.exe file was started. 

If you run Modify or Remove option for the Application Console or Kaspersky Security 10.1.1 for Windows Server 

from the Start menu, the ks4ws_10.1.1_maintenance.log is automatically created in the %temp% folder. 

If Kaspersky Security 10.1.1 for Windows Server is installed or uninstalled from the command line, the install file log 

will not be created by default. 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with the log file created on disk C:\: 

¶ msiexec /i ks4ws_x86.msi /l*v C: \ ks4ws .log /qn EULA=1 PRIVACYPOLICY=1  

¶ msiexec /i ks4ws_x64.msi /l*v C: \ ks4ws .log /qn EULA=1 PRIVACYPOLICY=1  
 

Installation planning 

This section contains description of Kaspersky Security 10.1.1 for Windows Server administration tools set, and 

special aspects of Kaspersky Security 10.1.1 for Windows Server installation and uninstallation using a wizard (see 

Section "Installing and uninstalling the application using a wizard" on page 43), command line (see Section 

"Installing and uninstalling the application from the command line" on page 55), via Kaspersky Security Center (see 

Section "Installing and uninstalling the application using Kaspersky Security Center" on page 61) and via Active 

DirectoryÈ group policy (see Section "Installing and uninstalling via Active Directory group policies" on page 65). 

Before starting to install Kaspersky Security 10.1.1 for Windows Server, plan its main stages. 

1. Determine which administration tools will be used to manage and configure Kaspersky Security 10.1.1 

for Windows Server. 

2. Select the necessary application components for installation (see Section "Kaspersky Security 10.1.1 

for Windows Server software components and their codes for Windows Installer service" on page 25). 

3. Select installation method. 

In this section 

Selecting administration tools ................................................................................................................................. 40 

Selecting the installation type ................................................................................................................................. 41 

 

 

Selecting administration tools 

Determine the administration tools that will be used to configure Kaspersky Security 10.1.1 for Windows Server 

settings and to manage it. Kaspersky Security 10.1.1 for Windows Server can be managed using the Application 

Console, command-line utility, and Kaspersky Security Center Administration Console. 
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Kaspersky Security 10.1.1 for Windows Server Console 

Kaspersky Security 10.1.1 for Windows Server Console is an isolated snap-in added to the Microsoft Management 

Console. Kaspersky Security 10.1.1 for Windows Server can be managed via the Application Console installed 

on the protected server or on another computer on the corporate network. 

Multiple Kaspersky Security 10.1.1 for Windows Server snap-ins can be added to one Microsoft Management 

Console opened in author mode to use it to manage the protection of multiple servers on which Kaspersky Security 

10.1.1 for Windows Server is installed. 

The Application Console is included in the "Administration Tools" application components set. 

Command line utility 

You can manage Kaspersky Security 10.1.1 for Windows Server from the command line of a protected server. 

The command line utility is included in the Kaspersky Security 10.1.1 for Windows Server software 

components group. 

Kaspersky Security Center 

If the Kaspersky Security Center application is used for centralized management of anti-virus protection 

of computers at your company, you can manage Kaspersky Security 10.1.1 for Windows Server via the Kaspersky 

Security Center Administration Console. 

The following components must be installed: 

¶ Module for integration with Kaspersky Security Center Network Agent. This component is included 

in the Kaspersky Security 10.1.1 for Windows Server software components group. It ensures Kaspersky 

Security 10.1.1 for Windows Server communication with the Network Agent. Install the module 

for integration with Kaspersky Security Center Network Agent onto the protected server. 

¶ Kaspersky Security Center Network Agent. Install this component on each protected server. This 

component supports interaction between Kaspersky Security 10.1.1 for Windows Server installed 

on the server and Kaspersky Security Center Administration Console. The Network Agent installation file 

is included in the Kaspersky Security Center distribution kit folder. 

¶ Kaspersky Security 10.1.1 for Windows Server Administration Plug-in. Additionally, install 

the Administration Plug-in for managing Kaspersky Security 10.1.1 for Windows Server 

via the Administration Console on the server where the Kaspersky Security Center Administration Server 

is installed. This ensures the application management interface via the Kaspersky Security Center. 

The Administration Plug-in installation file, \server\klcfginst.exe, is included in the Kaspersky Security 

10.1.1 for Windows Server distribution kit. 
 

Selecting the installation type 

After specifying the software components for installation of Kaspersky Security 10.1.1 for Windows Server (see 

Section "Kaspersky Security 10.1.1 for Windows Server software components and their codes for Windows Installer 

service" on page 25), you need to select the application installation method. 

Select the installation method depending on the network architecture and the following conditions: 

¶ Whether special Kaspersky Security 10.1.1 for Windows Server installation settings will need to be set, or 

whether the recommended installation settings (see Section "Installation and uninstallation settings and 

command line options for Windows Installer service" on page 33) will be used. 

¶ Will the installation settings will be the same for all servers or specific to each server. 
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Kaspersky Security 10.1.1 for Windows Server can be installed interactively using the Setup Wizard or in silent 

mode without user participation, and invoked by running the installation package file with setup settings from 

the command line. A centralized remote installation of Kaspersky Security 10.1.1 for Windows Server 

can be performed using Active Directory group policies or using the Kaspersky Security Center remote 

installation task. 

Kaspersky Security 10.1.1 for Windows Server can be installed on a single server, configured for operation and its 

settings saved to a configuration file; the file created can then be used to install Kaspersky Security 10.1.1 

for Windows Server on other server (this possibility does not apply when the application is installed using Active 

Directory group policies). 

Starting the Setup Wizard 

The Setup Wizard can install the following: 

¶ Kaspersky Security 10.1.1 for Windows Server components (see Section "Kaspersky Security 10.1.1 

for Windows Server software components" on page 26) on a protected server out of a \server\setup.exe file 

included into distribution kit. 

¶ Kaspersky Security 10.1.1 for Windows Server Console (see Section "Kaspersky Security 10.1.1 

for Windows Server Console installation" on page 46) from the \client\setup.exe file of the distribution kit 

on the protected server or another LAN host. 

Running the installation package file from the command line with the necessary installation settings 

If the installation package file is started without command-line options, Kaspersky Security 10.1.1 for Windows 

Server will be installed with the default settings. Kaspersky Security 10.1.1 for Windows Server options 

can be used to modify the installation settings. 

The Application Console can be installed on the protected server and / or administrator's workstation. 

You can also use sample commands for the installation of Kaspersky Security 10.1.1 for Windows Server and 

the Application Console (see Section "Installing and uninstalling the application from the command line" on page 

55). 

Centralized installation via the Kaspersky Security Center 

If the Kaspersky Security Center is used in your network for managing networked computers' anti-virus protection, 

Kaspersky Security 10.1.1 for Windows Server can be installed on multiple servers by using the Kaspersky Security 

Center remote installation task. 

The servers on which you wish to install Kaspersky Security 10.1.1 for Windows Server via Kaspersky Security 

Center (see Section "Installing and uninstalling the application using Kaspersky Security Center" on page 61) may 

either be located in the same domain as the Kaspersky Security Center as well as in a different domain, or 

not belong to any one domain at all. 

Centralized installation using Active Directory group policies 

Active Directory group policies can be used to install Kaspersky Security 10.1.1 for Windows Server 

on the protected server. The Application Console can be installed on the protected server or 

administrator's workstation. 

Kaspersky Security 10.1.1 for Windows Server can be installed using just the recommended installation settings. 

The servers on which Kaspersky Security 10.1.1 for Windows Server is installed using Active Directory group 

policies (see Section "Installing and uninstalling via Active Directory group policies" on page 65) must be located 

in the same domain and in the same organizational unit. Installation is performed at server start before logging 

in to Microsoft Windows. 
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Installing and uninstalling the application using a wizard 

This section contains description of the Kaspersky Security 10.1.1 for Windows Server and the Application Console 

installation and uninstallation processes by means of installation wizard, as well as information about additional 

Kaspersky Security 10.1.1 for Windows Server configuration and actions to be performed upon installation. 

In this section 

Installing using the Setup Wizard ........................................................................................................................... 43 

Modifying set of components and recovering Kaspersky Security 10.1.1 for Windows Server ............................. 52 

Uninstalling using the Setup Wizard ....................................................................................................................... 54 

 

 

Installing using the Setup Wizard 

The following sections contain information about the installation of Kaspersky Security 10.1.1 for Windows Server 

and the Application Console. 

Ʒ To install and proceed with using Kaspersky Security 10.1.1 for Windows Server, take 

the following steps: 

1. Install Kaspersky Security 10.1.1 for Windows Server on a protected server. 

2. Install the Application Console on the computers from which you intend to manage Kaspersky Security 

10.1.1 for Windows Server. 

3. If the Application Console has been installed on any computer in the network, other than protected server, 

perform the additional adjustment to allow the Application Console users to manage Kaspersky Security 

10.1.1 for Windows Server remotely. 

4. Perform actions after Kaspersky Security 10.1.1 for Windows Server installation. 

In this section 

Kaspersky Security 10.1.1 for Windows Server installation ................................................................................... 44 

Kaspersky Security 10.1.1 for Windows Server Console installation ..................................................................... 46 

Advanced settings after installation of the Application Console on another computer........................................... 47 

Allowing network connections for the Application Console .................................................................................... 48 

Actions to perform after Kaspersky Security 10.1.1 for Windows Server installation ............................................. 50 
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Kaspersky Security 10.1.1 for Windows Server installation 

Before installing Kaspersky Security 10.1.1 for Windows Server, take the following steps: 

¶ Make sure no other anti-virus programs are installed on the server. You can install Kaspersky Security 

10.1.1 for Windows Server without removing Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise 

Edition or Kaspersky Security 10 for Windows Server. 

¶ Make sure that the account which you are using to start the Setup Wizard is registered in the administrators 

group on the protected server. 

After completing the actions described above, proceed with the installation procedure. Following the Setup Wizard 

instructions, specify the settings for Kaspersky Security 10.1.1 for Windows Server installation. The Kaspersky 

Security 10.1.1 for Windows Server installation process can be stopped at any step of the Setup Wizard. To do so, 

press the Cancel button in the Setup Wizard's window. 

You can read more about the installation (uninstallation) settings (see Section "Installation and uninstallation 

settings and command line options for Windows Installer service" on page 33). 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server using an installation wizard: 

1. Start the welcome file setup.exe on the server. 

2. In the window that opens, in the Installation section, click the Install Kaspersky Security 10.1.1 

for Windows Server link. 

3. In the welcome screen of the Kaspersky Security 10.1.1 for Windows Server Setup Wizard, click 

the Next button. 

The EULA and Privacy Policy window opens. 

4. Review the terms of License Agreement and Privacy Policy. 

5. If you agree with the terms and conditions of EULA and Privacy Policy, select the check boxes the terms 

and conditions of this EULA and Privacy Policy describing the handling of data in order to proceed 

with the installation.  

If you do not accept EULA and/or Privacy Policy the installation will be aborted. 

6. Click the Next button. 

If the server has any compatible version of the application installed, the Previous version 

of the application detected window will open. 

If previous versions of the application are not detected, proceed to step 8 of these instructions. 

7. To upgrade from the previous version of the application, click the Install button. The Setup Wizard will 

upgrade application to Kaspersky Security 10.1.1 for Windows Server and save compatible settings 

in the new version. On the upgrade completion, wizard will open the Complete installation window 

(proceed to the Step 15 of these instructions). 

The Quick scan of the computer before installation window opens. 
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8. In the Quick scan of the computer before installation, check the box Scan computer for viruses 

to scan system memory and boot sectors of the local server drives for threats. Press the Next button. 

On completion of the scanning procedure the wizard will open a window reporting the scan results. 

This window displays information about scanned server objects: the total number of scanned objects, 

the number of threat types detected, the number of infected or probably infected objects detected, 

the number of dangerous or suspicious processes removed from memory by Kaspersky Security 10.1.1 

for Windows Server, and the number of dangerous or suspicious processes that the application was unable 

to remove. 

To see exactly which objects were scanned, press the List of processed objects button. 

9. Click the Next button in the Quick scan of the computer before installation window. 

The Custom installation window opens. 

10. Select the components to be installed.  

By default, all Kaspersky Security 10.1.1 for Windows Server components are included in recommended 

installation set, except the Firewall management and Script Monitoring components. 

The SNMP protocol support component of Kaspersky Security 10.1.1 for Windows Server will only 

appear in the list of components suggested for installation if the Microsoft Windows SNMP service 

is installed on the server. 

11. To cancel all changes, press the Reset button in the Custom installation window. Click the Next button. 

12. In the Select a destination folder window: 

¶ If required, specify a folder to which Kaspersky Security 10.1.1 for Windows Server files will be copied. 

¶ If required, review the information about available space on local drives by clicking the Disk button. 

Click the Next button. 

13. In the Advanced installation settings window, configure the following installation settings: 

¶ Enable real-time protection after installation of application. 

¶ Add Microsoft recommended files to exclusions list. 

¶ Add Kaspersky Lab recommended files to exclusions list. 

Click the Next button. 

14. In the opened Import settings from configuration file window: 

a. Specify the configuration file to import Kaspersky Security 10.1.1 for Windows Server settings from 

an existing configuration file created in any compatible previous version of the application.  

b. Press the Next button. 

15. In the Activation of the application window, do one of the following: 

¶ If you want to activate the application, specify a Kaspersky Security 10.1.1 for Windows Server key file 

for application activation. 

¶ If you want to activate the application later, press the Next button. 
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¶ If a key file has been saved beforehand in the \server folder of the distribution kit, the name of this file 

will be displayed in the Key field. 

¶ To add the key using a key file stored in another folder, specify the key file. 

You cannot activate the application using an activation code via Setup Wizard. If you want 

to activate the application using activation code, you need to enter the code after installation. 

Once the key file is added, license information will be shown in the window. Kaspersky Security 10.1.1 

for Windows Server displays the calculated date of license expiry. The license term runs from the time 

when you add a key and expires no later than the key file expiration date. 

Click Next button to apply the key in the application. 

16. In the Ready to install window, press the Install button. The wizard will start the installation of Kaspersky 

Security 10.1.1 for Windows Server components. 

17. The Installation complete window opens when installation is completed. 

18. Select the View Release Notes check box to view information about the release after the Setup Wizard 

is done. 

19. Click OK. 

The Setup Wizard's window closes. Once installation is completed, Kaspersky Security 10.1.1 for Windows 

Server is ready for use if you have added the activation key. 

 

Kaspersky Security 10.1.1 for Windows Server Console installation 

Follow the instructions of the Setup Wizard to adjust the installation settings for the Application Console. 

The installation process can be stopped at any step of the wizard. To do so, click the Cancel button in the Setup 

Wizard window. 

Ʒ To install the Application Console, take the following steps: 

1. Make sure that the account from which you are running the Setup Wizard is included in the administrators 

group on the computer. 

2. Run the setup.exe welcome file on the computer. 

The welcome window opens. 

3. Click on the Install Kaspersky Security 10.1.1 for Windows Server Console link. 

The Setup Wizard's welcome window opens. Click the Next button. 

4. Review the terms of the End User License Agreement and Privacy Policy in the opened window, and select 

the terms and conditions of this EULA and Privacy Policy describing the handling of data in order 

to proceed with the installation. Click the Next button. 

The Advanced installation settings window opens. 
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5. In the Advanced installation settings window: 

¶ If you intend to use the Application Console to manage Kaspersky Security 10.1.1 for Windows Server 

installed on a remote computer, select the Allow remote access check box.  

¶ To open the Custom installation window and select components: 

a. Click the Advanced button.  

The Custom installation window opens. 

b. Select the components of "Administration Tools" set from a list. 

By default, all the components are installed. 

c. Click the Next button. 

You can find more detailed information about Kaspersky Security 10.1.1 for Windows Server 

components (see Section "Kaspersky Security 10.1.1 for Windows Server software components and 

their codes for Windows Installer service" on page 25). 

6. In the Select a destination folder window: 

a. If required, specify a different folder in which the files being installed should be saved.  

b. Click the Next button. 

7. In the Ready to install window, press the Install button.  

The wizard will begin installing the selected components. 

8. Click OK. 

The Setup Wizard's window closes. The Application Console will be installed on a protected server. 

If the "Administration tools" set has been installed on any computer in the network, other than protected server, 

adjust the advanced settings (see Section "Advanced settings after installation of the Application Console 

on another computer" on page 47). 

 

Advanced settings after installation of the Application Console on another computer 

If the Application Console has been installed on any computer in the network, other than protected server, perform 

the actions described below to allow users to manage Kaspersky Security 10.1.1 for Windows Server remotely: 

¶ Add Kaspersky Security 10.1.1 for Windows Server users to the KAVWSEE Administrators group 

on the protected server. 

¶ Allow network connections for Kaspersky Security Management Service (kavfsgt.exe) (see Section "About 

access permissions for the Kaspersky Security Management Service" on page 86), if the protected server 

uses Windows Firewall or a third-party firewall. 

¶ If the Allow remote access check box is not selected during the Application Console installation 

on a computer under Microsoft Windows, you should manually allow network connections 

for the Application Console via computer's firewall. 
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Allowing network connections for the Application Console 

The names of settings may vary depending on the installed Windows operating system. 

The Application Console on the remote computer uses DCOM protocol to receive information about Kaspersky 

Security 10.1.1 for Windows Server events (such as objects scanned, tasks completed, etc.) from the Kaspersky 

Security Management Service on the protected server. You need to allow network connections for the Application 

Console in the Windows firewall settings in order to establish connections between the Application Console and 

the Kaspersky Security Management Service.  

On the remote computer, where the application Console is installed, do the following: 

¶ Make sure that anonymous remote access to COM applications is allowed (but not remote start and 

activation of COM applications). 

¶ In the Windows Firewall open TCP port 135 and allow network connections for the executable file 

of the Kaspersky Security 10.1.1 for Windows Server remote management process, kavfsrcn.exe. 

The client computer on which the Application Console is installed uses port TCP 135 to access 

the protected server and to receive a response. 

¶ Configure the Windows Firewall outbound rule for allowing connection.  

Unlike the traditional TCP/IP and UDP/IP services where a single protocol has a fixed port DCOM 

dynamically assigns ports for the COM objects it remotes. If a firewall exists between the client (where 

the Application Console is installed) and the DCOM endpoint (the protected server) a large range of ports 

should be opened. 

Same steps should be applied for configuring any other software or hardware Firewall. 

 

If the Application Console was opened while you were configuring the connection between the protected 

server and the server on which the Application Console is installed, close the Application Console, wait till 

the Kaspersky Security 10.1.1 for Windows Server remote management process kavfsrcn.exe is finished, and 

restart the the Application Console. The new connection settings are applied. 

Ʒ To allow anonymous remote access to COM applications, take the following steps: 

1. On the remote computer with the Kaspersky Security 10.1.1 for Windows Server Console installed, open 

the Component Services console. 

2. Select Start > Run. 

3. Enter the command dcomcnfg . 

4. Click OK. 

5. Expand the Computers node in the Component Services console on your server. 

6. Open the context menu on the My Computer node. 

7. Select Properties. 
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8. On the COM Security tab of the Properties window, click the Edit Limits button in the Access 

permissions group of settings. 

9. Make sure that the Allow Remote Access check box is selected for the ANONYMOUS LOGON user 

in the Allow Remote Access window. 

10. Click OK. 

Ʒ To open TCP port 135 in the Windows Firewall and to allow network connections for the Kaspersky 

Security 10.1.1 for Windows Server remote management process executable file: 

1. Close the Kaspersky Security 10.1.1 for Windows Server Console on the remote computer. 

2. Perform one of the following steps: 

¶ In Microsoft Windows XP or Microsoft Windows Vista: 

a. In Microsoft Windows XP SP2 or later, select Start > Windows Firewall. 

In Microsoft Windows Vista, select Start > Control Panel > Windows Firewall and 

in the Windows Firewall window select the command Change settings. 

b. In the Windows Firewall window (or Windows Firewall settings) click the Add port button 

on the Exclusions tab. 

c. In the Name field specify the port name RPC (TCP/135) or enter another name, for example Kaspersky 

Security 10.1.1 for Windows Server DCOM, and specify port number (135) in the Port name field. 

d. Select TCP protocol. 

e. Click OK. 

f. Click the Add button on the Exclusions tab. 

¶ In Microsoft Windows 7 or later: 

a. Select Start > Control panel > Windows Firewall.  

b. In the Windows Firewall window, select Allow a program or feature through 

Windows Firewall. 

c. In the Allow programs to communicate through Windows Firewall window click the Allow 

another program... button. 

3. Specify the kavfsrcn.exe file in the Add Program window. This is located in the folder specified as 

a destination folder during the installation of Kaspersky Security 10.1.1 for Windows Server Console using 

Microsoft Management Console. 

4. Click OK. 

5. Click the OK button in the Windows Firewall (Windows Firewall settings) window. 

Ʒ Add the Windows Firewall outbound rule: 

1. Select Start > Control panel > Windows Firewall.  

2. In the Windows Firewall window, click the Advanced settings link. 

The Windows Firewall with Advanced Security window opens. 

3. Select the Outbound Rules child node. 

4. Click on the New Rule option in the Actions pane. 
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5. In the New Outbound Rule Wizard window that opens, select the Port option and click Next. 

6. Select the TCP protocol. 

7. In the Specific remote ports field specify the following ports range for allowing outgoing 

connections: 1024-65535. 

8. In the Action window select the Allow the connection option. 

9. Save the new rule and close the Windows Firewall with Advanced Security window. 

The Windows Firewall will now allow network connections between the Application Console and Kaspersky 

Security Management Service. 

 

Actions to perform after Kaspersky Security 10.1.1 for Windows Server installation 

Kaspersky Security 10.1.1 for Windows Server starts the protection and scan tasks immediately after installation if 

you have activated the application. If Enable real-time protection after installation of application (default 

option) was selected during installation of Kaspersky Security 10.1.1 for Windows Server, the application scans 

server's file system objects when they are accessed. If the Script monitoring component was installed during 

custom installation, Kaspersky Security 10.1.1 for Windows Server scans the program code of all scripts when they 

are run. Kaspersky Security 10.1.1 for Windows Server will run the Critical Areas Scan task every Friday at 20:00. 

We recommend taking the following steps after installing Kaspersky Security 10.1.1 for Windows Server: 

¶ Start the application databases update task. After installation Kaspersky Security 10.1.1 for Windows 

Server will scan objects using the database included in the application distribution kit.  

We recommend updating Kaspersky Security 10.1.1 for Windows Server databases immediately 

since they may be out of date.  

The application will then update the databases every hour according to the default schedule configured 

in the task. 

¶ Run a Critical Areas Scan on the server if no anti-virus software with real-time file protection was installed 

on the protected server before installing Kaspersky Security 10.1.1 for Windows Server. 

¶ Configure administrator notifications about Kaspersky Security 10.1.1 for Windows Server events. 

 

In this section 

Starting and configuring Kaspersky Security 10.1.1 for Windows Server databases update task ......................... 50 

Critical Areas Scan ................................................................................................................................................. 52 

 
 

Starting and configuring Kaspersky Security 10.1.1 for Windows Server databases update task 

Ʒ To update the application database after installation, do the following: 

1. In the Database Update task settings, configure a connection with an update source ï Kaspersky Lab 

HTTP or FTP update servers. 

2. Start the Database Update task. 
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Ʒ To configure the connection with the Kaspersky Lab's update servers, in the Database Update task: 

1. Start the the Application Console in one of the following ways: 

¶ Open the Application Console on the protected server. To do this, select Start > All Programs > 

Kaspersky Security for Windows Server  > Administration Tools > Kaspersky Security 

for Windows Server Console. 

¶ If the Application Console has been started not on a protected server, connect to the protected server:  

a. Open the context menu of the Kaspersky Security node in the the Application Console tree. 

b. Select the Connect to another computer item. 

c. In the Select computer window, select Another computer and in the text field indicate 

the network name of the protected server. 

If the account you used to sign in to Microsoft Windows does not have access permissions 

for the Kaspersky Security Management Service (see Section "About access permissions 

for the Kaspersky Security Management Service" on page 86), indicate an account with 

the required permissions. 

The Application Console window opens. 

2. In the Application Console tree, expand the Update node. 

3. Select the Database Update child node. 

4. Click the Properties link in the details pane. 

5. In the Task settings window that opens, open the Connection settings tab. 

6. Do the following: 

a. If Web Proxy Auto-Discovery Protocol (WPAD) is not configured on your network to detect proxy server 

settings automatically in the LAN, specify the proxy server settings: in the Proxy server settings 

section, select the Use specified proxy server settings check box, enter the address in the Address 

field, and enter the port number for the proxy server in the Port field. 

b. If your network requires authentication when accessing the proxy server, select the necessary 

authentication method in the drop-down list of the Proxy server authentication settings section: 

¶ Use NTLM authentication, if the proxy server supports the built-in Microsoft Windows NTLM 

authentication. Kaspersky Security 10.1.1 for Windows Server will use the user account specified 

in the task settings to access the proxy server (by default the task will run under the Local system 

(SYSTEM) user account). 

¶ Use NTLM authentication with user name and password, if the proxy server supports 

the built-in Microsoft Windows NTLM authentication. Kaspersky Security 10.1.1 for Windows 

Server will use the account specified for accessing the proxy server. Enter a user name and 

password or select a user from the list. 

¶ Apply user name and password, to select basic authentication. Enter a user name and password 

or select a user from the list. 

7. Click OK in the Task settings window. 

The settings for connecting with the update source in the Database Update task will be saved. 
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Ʒ To run the Database Update task: 

1. In the Application Console tree, expand the Update node. 

2. In the context menu on the Database Update child node, select the Start item. 

The Database Update task starts.  

After the task has successfully completed, you can view the release date of the latest database updates 

installed in the details pane of the Kaspersky Security node. 

 

Critical Areas Scan 

After you have updated the Kaspersky Security 10.1.1 for Windows Server databases, scan the server for malware 

using the Critical Areas Scan task. 

Ʒ To run the Critical Areas Scan task, take the following steps: 

1. Expand the On-Demand Scan node in the Application Console tree. 

2. In the context menu of the Critical Areas Scan child node, select the Start command. 

The task starts; the task status Running is displayed in the workspace. 

Ʒ To view the task log,  

in the details pane of the Critical areas scan node, click the Open log link. 

 

Modifying set of components and recovering Kaspersky Security 10.1.1 
for Windows Server 

Kaspersky Security 10.1.1 for Windows Server components can be added or removed. You need to stop 

the Real-Time File Protection task before you can remove the Real-Time File Protection component. In other 

circumstances there is no need to stop the Real-Time File Protection task or Kaspersky Security Service. 

If the application management access is password protected, Kaspersky Security 10.1.1 for Windows Server 

requests password when you attempt to delete or modify the set of components on the additional step 

in Setup Wizard. 

Ʒ To modify the set of Kaspersky Security 10.1.1 for Windows Server components: 

1. In the Start menu, select All programs > Kaspersky Security for Windows Server > Modify 

or Remove. 

The Setup Wizard's Modify, repair or remove installation window opens. 

2. Select Modify components set. Click the Next button. 

The Custom installation window opens. 
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3. In the Custom installation window, in the list of available components, select the components that you 

want to add to Kaspersky Security 10.1.1 for Windows Server or that you want to remove. To do this, 

perform the following actions: 

¶ To change the set of components, click the button next to the name of the selected component, and 

in the context menu select: 

¶ Component will be installed on local hard drive, if you want to install one component; 

¶ Component and its subcomponents will be installed on local hard drive, if you want to install 

a group of components. 

¶ To remove previously installed components, click the  button next to the name of the selected 

component, and in the context menu select Component will be unavailable. 

Click the Install button. 

4. In the Ready to install window, confirm the change to the set of software components by clicking 

the Install button. 

5. In the window that opens when installation is complete, click the OK button. 

The set of Kaspersky Security 10.1.1 for Windows Server components will be modified based 

on the specified settings. 

If problems occur in the operation of Kaspersky Security 10.1.1 for Windows Server (Kaspersky Security 10.1.1 

for Windows Server crashes; tasks crash or do not start), it is possible to attempt to restore the Kaspersky Security 

10.1.1 for Windows Server. You can perform a restore while saving the current settings of Kaspersky Security 

10.1.1 for Windows Server, or you can select an option to reset all Kaspersky Security 10.1.1 for Windows Server 

settings to their default values. 

Ʒ To recover Kaspersky Security 10.1.1 for Windows Server after the application or a task crashes, 

take the following steps: 

1. In the Start menu, select All programs > Kaspersky Security for Windows Server > Modify 

or Remove. 

The Setup Wizard's Modify, repair or remove window opens. 

2. Select Repair installed components. Click the Next button. 

This opens the Repair installed components window. 

3. In the Repair installed components window, select the Restore recommended application settings 

check box if you want to reset the configured application settings and restore Kaspersky Security 10.1.1 

for Windows Server with its default settings. Click the Install button. 

4. In the Ready to repair window, confirm the repair operation by clicking the Install button. 

5. In the window that opens upon completion of the repair operation, click the OK button. 

Kaspersky Security 10.1.1 for Windows Server will be restored based on the specified settings. 
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Uninstalling using the Setup Wizard 

This section contains instructions on removing Kaspersky Security 10.1.1 for Windows Server and the the 

Application Console from a protected server using the Setup Wizard. 

In this section 

Kaspersky Security 10.1.1 for Windows Server uninstallation ............................................................................... 54 

Kaspersky Security 10.1.1 for Windows Server Console uninstallation ................................................................. 55 

 

 

Kaspersky Security 10.1.1 for Windows Server uninstallation 

The names of settings may vary under different Windows operating systems. 

Kaspersky Security 10.1.1 for Windows Server can be uninstalled from the protected server using the Setup / 

Uninstallation Wizard. 

After Kaspersky Security 10.1.1 for Windows Server uninstallation from a protected server a reboot may 

be required. Rebooting can be postponed. 

Uninstallation, recovery and installation of the application via the Windows control panel is not available, if 

the operating system uses the UAC feature (User Account Control) or the access to the application 

is password-protected. 

 

If the application management access is password protected, Kaspersky Security 10.1.1 for Windows Server 

requests password when you attempt to delete or modify the set of components on the additional step 

in Setup Wizard. 

Ʒ To uninstall Kaspersky Security 10.1.1 for Windows Server: 

1. In the Start menu, select All programs > Kaspersky Security for Windows Server > Modify 

or Remove. 

The Setup Wizard's Modify, repair or remove installation window opens. 

2. Select Remove software components. Click the Next button. 

The Advanced application uninstallation settings window opens. 

3. If necessary, in the Advanced application uninstallation settings window: 

a. Select the Export quarantine objects check box in order for Kaspersky Security 10.1.1 for Windows 

Server to export objects that have been quarantined. The check box is cleared by default. 

b. Check the Export Backup objects check box, in order to export objects from Kaspersky Security 

10.1.1 for Windows Server backup. The check box is cleared by default. 
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c. Click the Save to button and select the folder to which you want to export the objects being restored. 

By default, the objects will be exported to %ProgramData%\Kaspersky Lab\Kaspersky Security 10.1.1 

for Windows Server\Uninstall. 

Click the Next button. 

4. In the Ready to uninstall window, confirm the uninstallation by clicking the Uninstall button. 

5. In the window that opens upon completion of uninstallation, click the OK button. 

Kaspersky Security 10.1.1 for Windows Server will be uninstalled from a protected server. 

 

Kaspersky Security 10.1.1 for Windows Server Console uninstallation 

The names of settings may vary under different Windows operating systems. 

You can uninstall the Application Console from the server using the Setup / Uninstallation Wizard. 

After you have uninstalled the Application Console, you do not need to restart the server. 

Ʒ To uninstall the Application Console: 

1. In the Start menu, select All programs > Kaspersky Security for Windows Server > Administration 

tools > Modify or Remove. 

2. The wizard's Modify, repair or remove window opens. 

Select Remove software components and click the Next button. 

3. The Ready to uninstall window opens. Click the Remove button. 

The Uninstallation complete window opens. 

4. Click OK. 

Removal is now complete, and the Setup Wizard closes. 

 

Installing and uninstalling the application from 
the command line 

This section describes the particulars of installing and uninstalling Kaspersky Security 10.1.1 for Windows Server 

from the command line and contains examples of commands to install and uninstall Kaspersky Security 10.1.1 

for Windows Server from the command line, and examples of commands to add and remove Kaspersky Security 

10.1.1 for Windows Server components from the command line. 
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About installing and uninstalling Kaspersky Security 10.1.1 
for Windows Server from command line 

Kaspersky Security 10.1.1 for Windows Server can be installed or uninstalled, and its components added or 

removed, by running the \server\ks4ws_x86(x64).msi installation package files from the command line after 

the installation settings have been specified using keys. 

The "Administration Tools" set can be installed on the protected server or on another computer on the network 

to work with the Application Console locally or remotely. To do this, use the \client\ks4wstools.msi 

installation package. 

Perform the installation using the rights of an account included in the administrators group on the server 

where the application is installed. 

If one of the \server\ks4ws_x86(x64).msi files is run on the protected server without additional keys, Kaspersky 

Security 10.1.1 for Windows Server will be installed with the recommended installation settings. 

The set of components to be installed can be assigned using the ADDLOCAL command-line option by listing 

the codes for the selected components or sets of components. 

 

Example commands for installing Kaspersky Security 10.1.1 
for Windows Server 

This section provides examples of commands used to install Kaspersky Security 10.1.1 for Windows Server. 

On servers running a 32-bit version of Microsoft Windows, run the files with the x86 suffix in the distribution kit. 

On servers running a 64-bit version of Microsoft Windows, run the files with the x64 suffix in the distribution kit. 

Detailed information about the use of Windows Installer's standard commands and command-line options 

is provided in the documentation supplied by Microsoft. 
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Examples for Kaspersky Security 10.1.1 for Windows Server installation from file setup.exe 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with the recommended installation settings 

without interaction with the user, run the following command: 

\ server \ setup.exe /s/p EULA=1 PRIVACYPOLICY=1 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with the following settings: 

¶ install Real-Time File Protection and On-Demand Scan components only; 

¶ do not run Real-Time Protection when starting Kaspersky Security 10.1.1 for Windows Server; 

¶ do not exclude from the scan files that Microsoft Corporation recommends to exclude; 

perform the following command: 

\ server \ setup.exe /p "ADDLOCAL=Oas RUNRTP=0 ADDMSEXCLUSION=0"  

Examples of commands used for installation: running the .msi file of an installation package 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with the recommended installation settings 

without interaction with the user, run the following command: 

msiexec /i ks4ws.msi /qn EULA=1 PRIVACYPOLICY=1  

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with the recommended installation settings; 

display the installation interface, run the following command: 

msiexec /i ks4ws.msi /qf EULA=1 PRIVACYPOLICY=1  

Ʒ In order to install Kaspersky Security 10.1.1 for Windows Server with activation using the key file 

C:\0000000A.key: 

msiexec /i ks4ws.msi LICENSEKEYPATH=C: \ 0000000A.key /qn EULA=1 

PRIVACYPOLICY=1 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with a preliminary scan of active processes 

and boot sectors of the local disks, run the following command: 

msiexec /i ks4ws.msi PRESCAN=1 /qn EULA=1 PRIVACYPOLICY=1  

Ʒ To install Kaspersky Security 10.1.1 for Windows Server while saving its files in the destination folder 

C:\WSEE, execute the following command: 

msiexec /i ks4 ws.msi INSTALLDIR=C: \ WSEE /qn EULA=1 PRIVACYPOLICY=1  

Ʒ To install Kaspersky Security 10.1.1 for Windows Server: save the installation log file with name 

ks4ws.log in the folder in which the msi file of the Kaspersky Security 10.1.1 for Windows Server 

installation package is stored, and execute the following command: 

msiexec /i ks4ws.msi /l*v ks4ws.log /qn EULA=1 PRIVACYPOLICY=1  
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Ʒ To install Kaspersky Security 10.1.1 for Windows Server Console, run the following command: 

msiexec /i ks4wstools.msi /qn EULA=1 PRIV ACYPOLICY=1 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with activation using the key file 

C:\0000000A.key; configure Kaspersky Security 10.1.1 for Windows Server according to the settings 

described in the configuration file C:\settings.xml, and execute the following command: 

msiexec /i ks4ws.msi LICENSEKEYPATH=C: \ 0000000A.key 

CONFIGPATH=C:\ settings.xml /qn EULA=1 PRIVACYPOLICY=1  

Ʒ To install the application patch when Kaspersky Security 10.1.1 for Windows Server 

is password-protected execute the following command: 

msiexec /p "<msp file name with path>" UNLOCK_PASSWORD=<password>  

 
 

Actions to perform after Kaspersky Security 10.1.1 for Windows 
Server installation 

Kaspersky Security 10.1.1 for Windows Server starts the protection and scan tasks immediately after installation if 

you have activated the application. If you selected Enable real-time protection after installation of application 

during installation of Kaspersky Security 10.1.1 for Windows Server, Kaspersky Security 10.1.1 for Windows Server 

scans server file system objects when they are accessed.If the Script monitoring component was installed during 

custom installation, Kaspersky Security 10.1.1 for Windows Server scans the program code of all scripts when they 

are run. Kaspersky Security 10.1.1 for Windows Server will run the Critical Areas Scan task every Friday at 8 p.m.  

We recommend taking the following steps after installing Kaspersky Security 10.1.1 for Windows Server: 

¶ Start Kaspersky Security 10.1.1 for Windows Server databases update task. After installation Kaspersky 

Security 10.1.1 for Windows Server will scan objects using the database included in its distribution kit. We 

recommend updating Kaspersky Security 10.1.1 for Windows Server database immediately. To do so, you 

must run the Database Update task. The database will then be updated every hour according 

to the default schedule. 

For example, you can run the Database Update task by running the following command: 

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser 

/PROXYPWD:123456 

In this case, updates of Kaspersky Security 10.1.1 for Windows Server databases are downloaded from 

Kaspersky Lab update servers. Connection to an update source is established via a proxy server (proxy 

server address: proxy.company.com, port: 8080) using built-in Windows NTLM authentication to access 

the server under an account (username: inetuser; password: 123456). 

¶ Run a Critical Areas scan of the server if no anti-virus software with real-time file protection was installed 

on the protected server before installing Kaspersky Security 10.1.1 for Windows Server. 

Ʒ To start the Critical Areas Scan task using the command line: 

KAVSHELL SCANCRITICAL /W:scancritical.log 

This command saves the task log in a file named scancritical.log contained in the current folder. 

¶ Configure administrator notifications about Kaspersky Security 10.1.1 for Windows Server events. 
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Adding / removing components. Sample commands 

The On-Demand Scan component is installed automatically. You do not need to specify it in the list of ADDLOCAL 

key values by adding or deleting Kaspersky Security 10.1.1 for Windows Server components. 

Ʒ To add the Applications Launch Control component to already installed components, run 

the following command: 

msiexec /i ks4ws.m si ADDLOCAL=Oas,AppCtrl /qn  

or 

\ server \ setup.exe /s /p "ADDLOCAL=Oas,AppCtrl"  

If you enumerate the components you want to install along with the already installed components, Kaspersky 

Security 10.1.1 for Windows Server will reinstall the existing components. 

Ʒ To remove the installed components run the following command: 

msiexec /i ks4ws.msi 

"ADDLOCAL=Oas,Ods,Ksn,AntiExploit,DevCtrl,Firewall,AntiCryptor,Fim,LogInsp

ector,AKIntegration,PerfMonCounters,SnmpSupport,Shell,TrayApp,AVProtection

,RamDisk REM OVE=AppCtrl,ScriptMonitoring" /qn  

 

Kaspersky Security 10.1.1 for Windows Server uninstallation. 
Sample commands 

Ʒ To uninstall Kaspersky Security 10.1.1 for Windows Server from the protected server, run 

the following command: 

msiexec /x ks4ws.msi /qn  

or 

¶ For 32-bit operating systems: 

msiexec /x {6B19338E - C525- 492C- 92C3- 1DFEAE5CC3ED} /qn  

¶ For 64-bit operating systems: 

msiexec /x {BD9BD9FC - F4D1- 498E- 8091 - 740925B2ACB2} /qn  

Ʒ To uninstall Kaspersky Security 10.1.1 for Windows Server Console, run the following command: 

msiexec /x ks4wstools.msi /qn  

or 

¶ For 32-bit operating systems: 

 msiexec /x {FBB703C9 - 7F99- 4023 - B5E4- 1E2B5A4E6509} /qn  

¶ For 64-bit operating systems: 

msiexec /x {29F4E82D - BB68- 49A1- 959E- 928D02F8B028} /qn  
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Ʒ To uninstall Kaspersky Security 10.1.1 for Windows Server from a protected server on which 

password protection is enabled, perform the following command: 

¶ For 32-bit operating systems: 

msiexec /x {6B19338E - C525- 492C- 92C3- 1DFEAE5CC3ED} UNLOCK_PASSWORD=*** /qn 

¶ For 64-bit operating systems: 

msiexec /x {BD9BD9FC- F4D1- 498E- 8091 - 740925B2ACB2} UNLOCK_PASSWORD=*** /qn  

Ʒ To uninstall Kaspersky Security 10.1.1 Microsoft Outlook Add-in, perform the following command: 

¶ For 32-bit operating systems: 

msiexec /x {99BD32C3 - D305- 4201 - AD3E- 3B2A94FDCB5E} /qn  

¶ For 64-bit operating systems: 

msiexec /x {D17EA574 - ACA5- 471E- B904- AD2835452047} /qn  
 

Return codes 

The below table contains a list of command-line return codes. 

Table 13. Return codes 
 

Code Description 

1324 The destination folder name contains invalid characters. 

25001 Insufficient rights to install Kaspersky Security 10.1.1 for Windows Server. To install 

the application, start the installation wizard with local administrator rights. 

25003 Kaspersky Security 10.1.1 for Windows Server cannot be installed on computers running this 

version of Microsoft Windows. Please start the installation wizard for 64-bit versions 

of Microsoft Windows. 

25004 Incompatible software detected. To continue the installation, uninstall the following software: 

<list of incompatible software>. 

25010 The indicated path cannot be used to save quarantined objects. 

25011  The name of the folder for saving quarantined objects contains invalid characters. 

26251  Unable to download the Performance Counters DLL. 

26252  Unable to download the Performance Counters DLL. 

27300  The driver cannot be installed. 

27301  The driver cannot be uninstalled. 

27302  The network component cannot be installed. Maximum supported number of filtered devices 

reached. 

27303  Anti-virus databases not found. 
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Installing and uninstalling the application using Kaspersky 
Security Center 

This section contains general information about installing Kaspersky Security 10.1.1 for Windows Server 

via Kaspersky Security Center. It also describes how to install and uninstall Kaspersky Security 10.1.1 for Windows 

Server via Kaspersky Security Center and actions after installing Kaspersky Security 10.1.1 for Windows Server. 

In this section 

General information about installing via Kaspersky Security Center ...................................................................... 61 

Rights to install or uninstall Kaspersky Security 10.1.1 for Windows Server ......................................................... 61 

Kaspersky Security 10.1.1 for Windows Server installation procedure via Kaspersky Security Center ................ 62 

Actions to perform after Kaspersky Security 10.1.1 for Windows Server installation ............................................. 63 

Installing the Application Console via Kaspersky Security Center ......................................................................... 64 

Uninstalling Kaspersky Security 10.1.1 for Windows Server via Kaspersky Security Center ................................ 65 

 

 

General information about installing via Kaspersky Security Center 

You can install Kaspersky Security 10.1.1 for Windows Server via Kaspersky Security Center using the remote 

installation task. 

After the remote installation task is complete, Kaspersky Security 10.1.1 for Windows Server will be installed with 

identical settings on several servers. 

All servers can be combined in a single administration group and a group task created to perform Kaspersky 

Security 10.1.1 for Windows Server installation on the servers of this group. 

You can create a task to remotely install Kaspersky Security 10.1.1 for Windows Server on a set of servers that 

are not in the same administration group. When creating this task you must generate a list of the individual servers 

on which Kaspersky Security 10.1.1 for Windows Server should be installed. 

Detailed information on the remote installation task is provided in the Kaspersky Security Center Help. 

 

Rights to install or uninstall Kaspersky Security 10.1.1 
for Windows Server 

The account specified in the remote installation (removal) task must be included in the administrators group 

on each of the protected servers in all cases except those described below: 

¶ If the Kaspersky Security Center Network Agent is already installed on computers on which Kaspersky 

Security 10.1.1 for Windows Server is to be installed (no matter in which domain the computers are located 

and whether they belong to any domain). 
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If the Network Agent is not yet installed on the servers, you can install it with Kaspersky Security 

10.1.1 for Windows Server using a remote installation task. Before installing the Network Agent, make 

sure that the account that you want to specify in the task is included in the administrators group 

on each of the servers. 

¶ All computers on which you want to install Kaspersky Security 10.1.1 for Windows Server are in the same 

domain as the Administration Server, and the Administration Server is registered under the Domain Admin 

account (if this account has local administrator's rights on the computers within the domain). 

By default, when using the Forced installation method, the remote installation task is run from the account from 

which the Administration Server runs. 

When working with group tasks or with tasks for sets of computers in the forced installation (uninstallation) mode, 

an account should have the following rights on a client computer: 

¶ Right to execute applications remotely. 

¶ Rights to the Admin$ resource. 

¶ The Log on as a service right. 
 

Kaspersky Security 10.1.1 for Windows Server installation procedure 
via Kaspersky Security Center 

Detailed information about generating an installation package and creating a remote installation task 

is provided in the Kaspersky Security Center Implementation Guide. 

If you intend to manage Kaspersky Security 10.1.1 for Windows Server via Kaspersky Security Center in the future, 

make sure that the following conditions are met: 

¶ The server where the Kaspersky Security Center Administration Server is installed also 

has the Administration Plug-in installed (\server\klcfginst.exe file in the Kaspersky Security 10.1.1 

for Windows Server distribution kit). 

¶ Kaspersky Security Center Network Agent is installed on protected servers. If Kaspersky Security Center 

Network Agent is not installed on the protected servers, you can install it together with Kaspersky Security 

10.1.1 for Windows Server using a remote installation task. 

Servers can also be combined into an administration group beforehand in order to later manage the protection 

settings using Kaspersky Security Center policies and group tasks. 

Ʒ To install Kaspersky Security 10.1.1 for Windows Server with the help of remote installation task: 

1. Start the Kaspersky Security Center Administration Console. 

2. In Kaspersky Security Center, expand the Remote installation node and in the Installation packages 

child node select the Create installation package for a Kaspersky Lab application option.  

3. Enter the installation package name. 

4. Specify the ks4ws.kud file from the Kaspersky Security 10.1.1 for Windows Server distribution kit as 

the installation package file. 

The EULA and Privacy Policy window opens. 
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5. If you agree with the terms and conditions of EULA and Privacy Policy, select the check boxes the terms 

and conditions of this EULA and Privacy Policy describing the handling of data in order to proceed 

with the installation. 

You must accept the License Agreement and the Privacy Policy to proceed. 

6. To change the set of Kaspersky Security 10.1.1 for Windows Server components to be installed (see 

Section "Modifying set of components and recovering Kaspersky Security 10.1.1 for Windows Server" 

on page 52) and the default installation settings (see Section "Installation and uninstallation settings and 

command line options for Windows Installer service" on page 33) in the installation package: 

a. In Kaspersky Security Center, expand the Remote installation node. 

b. In the Installation packages child node workspace open the context menu of the created Kaspersky 

Security 10.1.1 for Windows Server installation package and select Properties.  

c. In the Properties: <name of installation package> window in the Settings section, do the following: 

a. In the Components to install group of settings select check boxes next to the names 

of the Kaspersky Security 10.1.1 for Windows Server components you want to install. 

b. In order to indicate a destination folder other than the default one, specify the folder name and path 

in the Destination folder field. 

The path to the destination folder may contain system environment variables. If the folder does 

not exist on the server, it will be created. 

c. In the Advanced installation settings group, configure the following settings: 

¶ Scan the server for viruses before installation. 

¶ Enable real-time protection after installation of application. 

¶ Add Microsoft recommended files to exclusions list. 

¶ Add Kaspersky Lab recommended files to exclusions list. 

d. If you want to import settings from the configuration file created in the previous version 

of Kaspersky Security 10.1.1 for Windows Server, specify the required configuration file. 

d. In the Properties: <name of installation package> dialog window, click OK. 

7. In the Installation packages node create a task to remotely install Kaspersky Security 10.1.1 for Windows 

Server on the selected servers (administration group). Configure the task settings. 

To learn more about creating and configuring remote installation tasks, see the Kaspersky Security 

Center Help. 

8. Run the remote installation task for Kaspersky Security 10.1.1 for Windows Server. 

Kaspersky Security 10.1.1 for Windows Server will be installed on the servers specified in the task. 
 

Actions to perform after Kaspersky Security 10.1.1 for Windows 
Server installation 

After Kaspersky Security 10.1.1 for Windows Server is installed we recommend that Kaspersky Security 10.1.1 

for Windows Server databases on the servers are updated, and that a Critical Areas Scan of the servers 

is performed, if no anti-virus applications with enabled Real-Time Protection function were installed on the servers 

before the installation of Kaspersky Security 10.1.1 for Windows Server. 
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