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THE STORIES ILLUSTRATE THE

AT coul] °

4PEN-1 ©  SHARE THE COMIC WITH YOUR

MORE OFFICE SUPERHEROES!

)

KASPERSKY'S COMIC BOOK TELLS 10
CAUTIONARY TALES ABOUT HOW €VERY
EMPLOYEE CAN BECOME A SUPERHERO,
AND STAND UP TO CYBERCRIMINALS.

POTENTIAL RISKS, AND SHARE TIPS ON olb
HOW TO AVOID SIMILAR SITUATIONS.

COLLEAGUES - CYBERSECURITY NEEDS |

WHERE ¢
LAPTOI



[accowr

LIZA, GOOD
AFTERNOON. I'Mm
—_ SORRY, THE
CONNECTION IS BAD.
I'M ON VACATION IN
THE TROPICS. HOW
IS YOUR QUARTERLY
REPORT GOING?

ACC NAME: ig:gB“NK
ILLINGER, BANK:
DDATE: 07/06/23, LOCATION:
PANAMA, ACC NUMBER:
12334500006789001

I SIGNED A CONTRACT. PLEASE
TRANSFER THE FUNDS URGENTLY.
HERE ARE THE DETAILS.

WHEN MUST Pa=
I MAKE THE

PAYMENT?

WHAT couLD § AS SOON AS POSSIBLE -
\ _ ( s
HAPPEN... IT'S VERY URGENT!

LLE Dl g,
DEEP Fike
1§ READY.

T'LL CALL YOUR
work NumBer [
" ' : NOW AND CONFIRM =1

g z THE DETAILS.
AN HOUR BEFORE... ,

TIP: DEVELOP A MULTISTEP AUTHENTICATION PROCESS, INPROVE YOUR
EMPLOYEES’ DIGITAL LITERACY, RAISE AWARENESS ABOUT DEEP FAKES.
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< 0‘ HTTPS://HELPP.ORG jO=
WHAT COULD :
HAPPEN... ENTER YOUR oo
— CORPORATE

ACCOUNT leCORPORATION@POST.COm ]
NUMBER TO

JOW THE
CONFERENCE.

PASSWORD

IT WILL START %
b wominwre.

SO, NOBODY
SENT THIS

THERE IS SUSPICIOUS
ACTIVITY ON YOUR WORK
ACCOUNT

TIP: ALWAYS CHECK THE SENDER’S EMAIL ADDRESS
AND VERIFY A LINK BEFORE CLICKING ON IT.
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ARGH, ANOTHER
_ PASSWORD TO
REMEMBER! MAYBE I
SHOULD JUST WRITE
THEM ALL DOWN.

- -
¥ FunDs FROM
3= Accounts
Tl  HAvE BEEN

ACCESS
DETAILS

HAVE BeEeN | \
/ CUSTOMERS
CHANGED HAVE BEEN

SPAMMED

NOW I
DEFINITELY
ON’T FORGET

M where 1S my

LAPTOP?

I HAD BETTER ADD
THIS PASSWORD TO my
PASSWORD MANAGER -

I WON'T FORGET
IT, AND IT’S SAFE.

TIP: DON'T WRITE PASSWORDS ON PIECES OF PAPER, STICK THEM TO
COMPANY EQUIPMENT OR SAVE THEM IN YOUR BROWSER. ALWAYS USE
UNIQUE, COMPLEX PASSWORDS FOR IMPORTANT RESOURCES!
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I e i PO s bl A
Neas |
o =] ! E , . A ]

UNIFIED COMPENSATION
CENTER FOR REFUND

FULL Nameg

N

H
CARD NumBgR
EXPIRY DaTg
Cucz/cyy,

=

T 7

i %
’ el
/’

GOV T U
Pl '
A 1))
APPLICATION E57|
SENT ‘ YOUR BANK
1

THE PAYMENT WILL
BE CREDITED TO dl' saLance: o

YOUR CARD WITHIN

IO WORKING DAYS

BANK: IT'S -
MONEY WAS A SCAM, NOT AN HOW CcouLD 1 [® CARD DETAILS
ACCIDENTALLY T ACCIDENT. HAVE mape sucH N REQUIRED ON AN
DEBITED FROM MY UNFORTUNATELY, A MISTAKE, I ADVERTISING SITE? IT'S

CARD. PLEASE CANCEL XA\ !T'S NOT POSSiBLE HAVE LOST SIX
THE LAST CHARGE. Nl TO CANCEL THE MONTHS’ WORTH DEFINITELY A SCAM.

OPERATION. (N OF EARNINGS! &
e -

Q‘,’M i

TIP: BEFORE ENTERING PERSONAL DATA ON ANY SITE, CHECK THAT ITS
GENUINE. HOVER OVER THE LINK TO GET A PREVIEW OF THE URL OR
TYPE IN THE URL TO CHECK INFORMATION ON THE OFFICIAL SITE.
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‘ ) JJ—H |—'_]I YOUR MAIL 00d
- [ 1 Rom | Tax oFFice

| NEW MESSAGE

DOWNLOAD THE TAX RETURN |
FORM FROM THE LINK BELOW,
FILL IT OUT AND SEND IT BACK
BY RETURN EMAIL.

DEADLINE: TODAY

WHAT COULD

ALMOST
HAPPEN...

TOO LATE!

"\

ACTIVATED

MEANWHILE

LET ME FIRST
CHECK WHERE

THIS EMAIL CAME
FROM BEFORE
DOWNLOADING

"

il
Wi,

INCOME
REPORT FOR

THE LAST
YEAR

TIP: DON'T RUSH TO REPLY. CAREFULLY CHECK THE SENDER'S EMAIL,

LINKS AND ATTACHMENTS AND REMEMBER, FRAUDULENT EMAILS CAN
APPEAR LEGITIMATE.
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CUSTOmMeR
DATABASE

SUPPLIER
DATABASE

CONTRACTS
FOR 2022/23

DANIEL, PLEASE
SEND ME THE
REPORT YOU DID
LAST WEEK.

WHAT
HAPPENS IF..

m._\\‘

OH, T'LL
copy
THESE...

SORRY, I'Mm JUST
LEAVING. MAYBE YOU
CAN GO INTO mY
ACCOUNT AND FORWARD
IT TO YOURSELF?
BUT... WHAT IF...

)

—
HOW COouLD You
LEAK DATA TO I'LL SEND YOU
COMPETITORS?! THE REPORT
MYSELF TOMORROW
MORNING.
COLLEAGUES, SEE
YOU TOMORROW
o \n
4 L /I
\
AN !
\ /K
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I WONDER
WHO THIS IS
FROM...

UNKNOWN GUEST HELLO, I FINALLY FOUND YOU!
\ HAVEN'T TALKED FOR A LONG

HELLO, I FINALLY FOUND YOU! HAVEN'T 0 TIME. LOOK AT THESE PHOTOS

TALKED FOR A LONG TIME. LOOK AT OF You

THESE PHOTOS OF YOU HTTP://G O .

DISK.INFO/YOUR_PHOTO_ID=1234$

WHAT COULD
HAPPEN...

© >

COMPUTER IS LOCKED

FOR VIEWING AND COPYING MATERIAL INVOLVING CHILD

ABUSE. TO REMOVE THE BLOCK, YOU MUST PAY A FINE OF

$500 TO CREDIT CARD NO. 1234 5678 9100 \
AFTER PAYMENT IS RECEIVED, AN UNLOCK CODE WILL BE
PROVIDED. YOU MUST ENTER IT IN THE FIELD BELOW AND

CLICK THE “UNBLOCK” BUTTON. IN CASE OF NON-PAYM

ALL MATERIAL WILL BE TRANSFERRED TO THE RELEVA S Wl
AUTHORITIES UNDER THE CRIMINAL CODE.

RESTARTING OR TURNING OFF YOUR COMPUTER WILL L'

ALL DATA ON THE DEVICE, MAKING IT PERMANENTLY
UNRECOVERABLE.

HA! I WILL NEVER
FOLLOW A LINK

My PAGE FROM AN
FRIENDS & Busy. ANONYMOUS

» SOURCE, IT’S LIKELY
MESSAGES [ FORWARD TO BE PHISHING. |

NEWS
GROUPS
GAMES SPEN THE REST OF AUTU()

UNDER FAVORABLE CONDI
i uauc alpcany oo

TIP: INSTALL A RANSOMWARE PROTECTION TOOL, AND TRAIN
@ YOUR EMPLOYEES IN CYBERSECURITY AWARENESS SO THEY
RECOGNIZE TRAPS AND BEHAVE SAFELY.
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-~
> SWeRD AND SHIELD ;
/ LEGAL COMPANY - 10,000 CLIENTS TRUST US = YOUR !
o= DOCUMENTS ~

ARE READY R -

- T — — -\I \
Li == =4 1 WOULD ALSO LIKE A
\ COPY ON A FLASH DRIVE
| & PLEASE, JUST IN CASE.
el =
/“‘H‘_\_\_
I'M SORRY. p
WE DON'T = b, ST
5 LEASE,
DO THAT! == i pocUmeEN " PLEASE,
L« ATTf'g.:. copliﬂczs_ . I WON'T
. — zf,f,-f"omﬁ" peV! TELL ANYONE
| \
\
.
= ) i
1
- N %
PROGRAMS ICANTLOGINTO | 1 4 ~
\ THE CORPORATE s
: o, == LOADING NETWORK Y
?"é\ i ; - IS THe -
I 47 3! | patasase pown |/~
A= @ 2 FOR EVERYONE? @z =
%) ®
|~ \ b B
) WHAT COULD

{ HAPPEN...

E N s

i’

IS THIS REALLY / ,g 74
BECAUSE OF ONE | / %N
< \| FLASH DRIVE?! WHAT | = K| Yes, oF
: HAVE I DONE... /| COURSE.
ey \
\ ¥ SORRY, WE DON'T
& ALLOW THIS. I CAN

€MAIL FILES TO YOU.
CAN YOU GIVE me =
YOUR ADDRESS?
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|
| ® % |

SUPERVISOR
JULIA, PLEASE
SCAN ALL THESE
PAPERS.

7

.
e

a3
.
3

e I CAN DOWNLOAD
ofo S (o] L ONE FROM THE
& ‘;; INTERNET. ONE
PROGRAM WON'T
-~ DO ANY HARM...
-
0 OH, OK, WeLL =
PLEASE JUST /
MAKE A PLAN
(o} (o] (o]
WHAT COULD
H APPEN-- SUPERVISOR
O []
goB l:_'__:
. P =
»Je, S Ok O
O > b
// PO OAD FOR rp
O T
7 (@)
A VIRUS HAS ENTERED OUR
NETWORK! ORDERS AND SUPERVIS!
PAYMENTS ON THE SITE ARE NOT
Z ¢ GOING THROUGH. ALL OTHER At
N OPERATIONS ARE HANGING.
Ly L) ‘
o)
i
ﬂ |
= o = —— = SUPERVISOR
- ) »/O® DAV ) ) K
® RELInE 2ITY SOLUTIO

WE DON'T HAVE )

A DOCUMENT
SCANNING
PROGRAM

i

THIS LOOKS

LIKE WHAT

WE NEED....

DOWNLOAD
ololo

0
‘L- o] (=] [o]

{e] ]

JULIA, CONTACT THE IT
DEPARTMENT TO INSTALL
LICENSED SOFTWARE.

I WILL APPROVE
THE PURCHASE
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WHILE HAVING
A BREAK, I'LL TIDY
UP MY INBOX.

T ~ N
WHAT COULD |SENDER:
HAPPEN.. PESIGNERSS@mYPOST.COM
/|| moric: portroLIO FOR THE
| DesiGNeR vacancy

A1 ng-%D AFTERNOON, I AMm
ING YOU A LINK TO
| PortFOLIO my
§ HTTP.//S96-Disk,

LOGIN: DESIGNI996
PASSWORD: Usr699|

I'M ALREADY
GETTING
COMPLAINTS

DO YOU ALL HAVE
INCOMPREHENSIBLE EMAILS TO
CUSTOMERS IN YOUR SENT
FOLDER?

IT SEEMS LIKE i

THERE'S A VIRUS
ACROSS THE
NETWORK

DON'T CLICK ON THE

LINKS IN THESE EMAILS!

STRANGE,
THE PAGE ISN'T
LOADING

WOW, SO MUCH SPAM. LUCKILY, T
" | DON'T HAVE TO SORT THROUGH
| ] €VERYTHING MANUALLY. THERE
ARE PROBABLY A LOT OF
VIRUSES OUT THERE.

TIP: INSTALL PROTECTION ON MAIL GATEWAYS SO THAT EMPLOYEES DON'T
WASTE TIME SORTING THROUGH SPAM. TEACH THEM TO RECOGNIZE PHISHING.
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FIND OUT MORE ABOUT
SECURITY AWARENESS

TRAINING FOR EMPLOYEES
AT HTTPS://K-ASAP.COM/

[0

SN

A.
Vo

2
Z,

TURN YOUR EMPLOYEES INTO SUPERHEROES!
TO ENSURE THAT YOUR BUSINESS IS
PROTECTED, YOU NEED TO INSTALL RELIABLE
SECURITY SOLUTIONS AND IMPROVE THE CYBER
LITERACY OF YOUR EMPLOYEES.

KASPERSKY DOES BOTH. OUR AWARD-WINNING
SECURITY SOLUTIONS ARE USED BY COMPANIES
ACROSS THE WORLD, AND OUR INTERACTIVE
TRAINING, INCLUDING GAMES, DEVELOP
EMPLOYEES’ CYBERSECURITY SKILLS. THEY

iadse) £20Z ©

jes21 S1UBL Iy “OS( ge Ads

LAUNCH AND MANAGE, AND THE SHORT LESSONS
ARE RELEVANT TO EVERYDAY WORKING LIFE.

‘Pan

TRANSFORM YOUR EMPLOYEES INTO
SUPERHEROES, AND YOUR BUSINESS WILL BE
SAFE FROM PHISHING AND OTHER
HUMAN-RELATED ATTACKS.

COVER ALL RELEVANT TOPICS, ARE £€ASY TO P‘
Y

— 3 = ; B
1.5

o

NIFIED COMPENSATION
CENTER FOR REFUND

FULL Name
DATE OF BiRTY
CARD NumegR
EXPIRY Date

e T CVC2/cuus
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