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O06 ucnonb3oBaHun REST API
CepBepa nHterpauum

Bbl moxeTe ncnone3oBate REST API CepBepa MHTerpaumm B cLeHapusix ynpaenenmst SVM
NS BbIMOSIHEHWUS CreayoLwmnx npoueayp:

e HacTtpowika nogkntoveHus CepBepa MHTErpauumn K BUpTyanbHOW NHPaCTPYKType.

e [loGaBneHwue ceptudmkaTa BUPTYanbHOW MHPACTPYKTYPbl B CMMCOK A0BEPEHHbIX
ceptudukatos CepBepa nHTerpauum.

e YpaaneHve napaMeTpoB MOAKIMOYEHUs K BUPTyanbHon MHdpacTpykType ¢ Cepsepa
MHTerpaumu.

e PasBeptbiBaHMe SVM B BUpTYyarnbHOW MHPACTPYKTYpe v NpeaBapuTenbHble OENCTBUS,
HeobxoauMble Ansi pa3BepThiBaHUS:

e Peructpauusa obpasos SVM Ha CepBepe nHterpauuu.

e [lonydyeHue cnvcka 06BHEKTOB BUPTYarnbHON UHPPaCTPYKTYpbl, HEOO6XOAMMBIX AN
pa3BepTbiBaHusa SVM.

e VIameHeHune KoHdurypaumm passepHyTbix SVM.
e Ypanenune SVM.

Baaumopgencteme c REST API CepBepa nHTerpaumm oCHOBaHO Ha 3anpocax 1 oTBeTax B
dopmaTe json u ocyLiecTtensieTca no npotokony HTTPS. [na B3aumopencteus ¢ REST API
Cepsepa uHTerpaumm Tpebyetca ayreHTudumkauma Ha Cepsepe nHTerpauum c
ucnonb3oBaHneM TokeHa (bearer token).

[ns 06paboTkm 3anpocoB, KOTOPbIE TPEDOYOT MHOIO BPEMEHW U BbIMOHSTCS aCUHXPOHHO,
ucnonb3ytotcsa 3agaum (tasks). 3agaya cosgaeTcsa Kak NPOMEXYTOUHbBINA pe3dynbTaT
BbIMOSIHEHNSA 3anpoca.
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AyteHTUpukaumusa Ha CepBepe
UHTEerpauumm

Ons ayteHTndukauum Ha CepBepe MHTerpaLmm Ucnonb3yeTcsl NoANMCaHHbIN CepPBEPOM TOKEH
(bearer token). Bam Hy>kHO yka3biBaTb CneayrLmnin 3arofiloBOK C TOKEHOM B KakoM 3anpoce
REST API:

Authorization: Bearer <accessToken>

YT06bl MOMY4YUTh TOKEH, BLIMOMHUTE 3anpoc:
GET /api/3.0/auth/tokens

B 3aronoske aToro 3anpoca YKaXunte nMma nonb3oBartensd admin 1 naponb agMuHUCTpaTopa
Cepsepa uHTerpawmm cnenyoouwmm obpasom:

Authorization: Basic <cTpoka {vMg IOJIb30BaTENIA} : {[Iapoiib}, 3aKOIMPOBAHHAS METOIOM
Base64>

B pes3ynbTaTte ycnewHoro BblNONIHEHNA 3anpoca BO3BpaLlaeTCA Ko 200 u Teno oTeeTa:

"accessToken": {
"value": "<accessToken>"
by
"refreshToken": {
"value": "<refresh token>"
by
"session": {
"id": "<session id>",
"createdAt": "<timestamp>",
"updatedAt": "<timestamp>",
"activeTo": "<timestamp>",

"validTo": "<timestamp>"

TokeH, KOTOpPbIN HY)XHO NepeaaBaTb B 3arofioBkKe KaXJoro 3anpoca, CoAepXUTCS B 3HAYEHUM
nonsa “value” anemeHTa "accessToken".

Aymenmucbukayusi Ha Cepeepe uHmezpayuu — 4



IJobaBneHue ceptudukara
BUPTYyaribHOU
UH(pacTpyKTypbl Ha CepBep
MHTerpaumm

Mpu nogknio4eHnmn K BUpTYyanbHoOW nHdppacTpykType CepBep MHTErpaumm BbIMNOMHSAET NPOBEPKY
NOASIMHHOCTN O6BEKTOB BUPTYarnbHOM MHAPACTPYKTYPbI, K KOTOPbIM BbINOMHAETCSA
nogkntoveHue. B 3aBucnMmocTu oT Trna BUpTyanbHOW MHAPACTPYKTypbl CepBepa nHTerpaumnm
noakntovaeTcs K rmnepsunsopy, cepBepy yrnpaBneHus BUPTYanbHON UHPPaCcTPyKTypor nnum
mMukpocepaucy Keystone.

[ns ycnewHoro nogkntoveHns Cepeepa UHTerpaumm K BUpTyanbHON MHPpacTpyKType Bam
HY>XHO A06aBWTb B CNNCOK JOBEPEHHbIX cepTudmkaToB CepBepa nHterpaumm ceptudukart,
NosTly4eHHbIN OT BUPTYanbHON MHAPACTPYKTYPLI.

[ns runepsusopa Microsoft Windows Server (Hyper-V) npoBepka NoannMHHOCTH He
BbIMOSHAETCS, 406aBNATL cepTudukaTt He TpebyeTcs.

Nony4yeHue ceptucpmkata BUpTYaribHOMU
MH(PaACTPYKTYPbI

B 3aBucMmocCTn OT Tuna BUPTyarbHOM MHAPACTPYKTYPbl ANdG NoNyyYeHus ceptudmkarta
MCMNOMb3YITCH pasHble 3anpochl.

e B uHMpacTpyKTypax, NogKno4YeHne K KOTOpbIM MPoMcXoauT ¢ nomollbto HTTPS, ans
nony4eHus ceptTudmkaTa BbINOSHUTE 3anpoc:

GET api/3.0/sslConfig/getCertificate?address=<address>:<port>

roe:

<address> — agpec 0bbekTa BUpTyanbHOW MHPPACTPYKTYPbI, K KOTOpOMY ByaeT
noaknoyaTbca CepBep MHTErpauum Ans B3aMMoaencTBums ¢ BUPTyanbHON
WHppacTpykTypoi. B 3aBUCMMOCTM OT BrAa BUPTYyanbHOW MHAPACTPYKTYPbl 06 bEKTOM
MOXET ObITb TMNEPBM3OP, CEPBEP YNPaBEHNs BUPTYyanbHOW MHAPACTPYKTYPON UIn
MuKpocepsuc Keystone.

<port> — nopT A5t NOAKII0YEHMS K 00bEKTY BUPTYanbHON MHDPACTPYKTYpPbI.

CTaHOapTHO MCMOoNb3yTCH crieayloLmne nopTel B 3aBUCUMOCTM OT TUNa UHPPACTPYKTYpbI:

Citrix Hypervisor — 443.
Proxmox VE — 8006.
VMware vSphere — 443.
Ckana-P — 443.

Nutanix Acropolis — 9440.
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e O6nayHas nnatgopma TUOHUMKC / OpenStack — 5000.

B nHdppactpykrype Ha ObnayHon nnatcgopme TUOHUKC nnu nnatdpopme
OpenStack fobaBnsaTb cepTudumkaT HY>KHO, TONBKO ecrnv Mnkpocepsuc Keystone
pabotaet no npotokony HTTPS.

e B WHMpacTpyKTypax, NoaKMoYeHNe K KOTOPbIM MponcxoauT ¢ nomollbto SSH (KVM, AnbT
Cepsep Buptyanusauuu, Astra Linux), ons nonydeHus ceptudukaTta BbiNONHUTE 3anpoc:

GET api/3.0/sshConfig/getSshKey?address=<address>:<port>
roe:

e <address> — agpec 06bekTa BUpTyarnbHOW MHAPACTPYKTYPbI, K KOTOpOMY ByaeT
nogknoyaTecs CepBep UHTErpaumm Ans B3anmMoaencTBUsi C BUPTYyarbHON

MHPaCTPYKTYPOM.
e <port>— nopT ANa NOAKINIYEHNSI K OOBEKTY BUPTYarbHON NHAPPACTPYKTYPbI.
CtaHgapTHO ucnosnb3yeTcsa nNopT 22.

e B uHdpacTpykType Proxmox VE Heobxoaumo nonyunte ceptudpukat u gns HTTPS, n ana
SSH.

Ecnv gnsa nogknioyeHust K MHppacTpykType UCnorb3yeTcst MOPT, OTIINYHBIN OT
CTaHAapTHOro, cepTUdUKAT HYXXHO 3anpalumBaTb Mo 3TOMY MOpPTY.

B pesynbTaTe ycrnewHoro BeINOSIHEHUS 3anpoca BO3BpalLaeTcs CreayroLwWwnii OTBeT:

"address": "<address>",
"thumbprint": "<thumbprint>",
"data": "<data>",
"viisValidationResult": ({
"isAccepted": true,
"validationWarnings": [],

"validationErrors": []

e <address> — agpec 06bekTa BUpTyarnbHOW MHAPACTPYKTYPbI, YKasdaHHbIN B 3anpoce.

e <thumbprint> — oTne4artok cepTudukaTa, KOTOPLIN BaM HYXHO A06ABUTbL B CIMCOK
OoBepeHHbIX cepTudmkatoB CepBepa MHTErpauumn.

e <data> — Teno nony4yeHHOro ceptTugmMKaTa, Ha OCHOBE KOTOPOro MOXHO NOCTPOUTL U
MPOBEPUTL MOMYyYEHHbI cepTUdmKar.

LobasneHue cepmughukama supmyarsHoU UHgppacmpykmypsbi Ha Cepsep uHmezpauyuu — 6



Ho6aBneHue ceptTudmkarta B CninMcok

AoBepeHHbIX cepTucpukaTtoB CepBepa
UHTerpauum

YTto6bl 06aBNTL cepTUUKaT, BbINOSTHUTE 3amnpoc:

POST api/3.0/sslConfig/certificatevValidator/rules

B Tene 3anpoca ykaxuTe crieqytowme napameTpsbi:

"address": "<address>:<port>",
"thumbprint": "<thumbprint>"

roe:

e <address>:<port>— agpec 1 NopT 06beKTa BUPTYanbHOW MHAPACTPYKTYPbl, KOTOPLIE Bbl
yKasanu B 3anpoce Ha nosny4deHue ceptudukara.

e <thumbprint> — oTne4artok cepTudmkaTa, NONy4eHHbIN B pe3ynbTaTe BbINONHEHUS 3anpoca
Ha nosiyyeHue cepTudukara.

B pesynbTaTe ycnelwHoro BbiNofHEHUs 3anpoca Bo3spallaetcs kog 201 ¢ nycTbiM TENOM
oTBeTa.
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NMNoaknioyeHne CepBepa
MHTerpauum K BUpTyaribHOM

UHPpaACTPYKTYpe

Mpoueaypa no3eonseT 4o6aBUTL BUPTYasbHY0 MHPACTPYKTYPY B CMIUCOK MHAPACTPYKTYP, K
KOTOpbIM NnogkrtovaeTcs CepBep MHTErpaLmu.

Mpouenypa noakntoyeHns ang nHpacTpykTyp Ha 6a3e OpenStack otnmyaetca ot
cTaHOapTHOW npoueaypbl U onucaHa oTAenNbHO.

NoaknoyeHne K BUPpTyanbHOMN MHpPaACTPYKTYype

B aTom pasgene onucaHa npouegypa nogKitoyeHns K BUpTyanbHbIM MHPpaCcTpyKTypam
Ha nnatdopme Microsoft Hyper-V, Citrix Hypervisor, VMware vSphere, KVM, Proxmox VE,
Ckana-P, HUAWEI FusionSphere, Nutanix Acropolis, AnbT Cepsep BupTtyanusaumm nnm
Astra Linux.

UTto6bl 406aBNTL NapamMeTpbl NOAKNIOYEHUS K MHpacTpyKkType Ha CepBep nHTerpauuu,
BbINOSTHUTE 3anpoc:

POST /api/3.0/infrastructures

B Tene 3anpoca ykaxuTe crnegyroLiue napameTpbi:

"type": "<infrastructure type>",
"address": "<infrastructure address>",
"accounts": {
"admin": {
"name": "<admin login>",
"password": "<admin password>"

by
"readOnly": {
"name": "<read-only user login>",

"password": "<read-only user password>"

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

e <infrastructure type> — Tvn BUpTyanbHON MHPPACTPYKTYPbl. TUN MHAPACTPYKTYPbI
yKasblBaeTCcs criegyowmm obpasom:

o HYPERYV - BupTtyansHas nHdpacTtpykTypa Ha nnatcdopme Microsoft Hyper-V.
e XEN - BupTyanbHas uHdppactpyktypa Ha nnatdopme Citrix Hypervisor.

e LIBVIRT - BupTtyansHas nHdppacTtpykrtypa Ha nnatdopme KVM (Kernel-based Virtual
Machine).

e PROXMOX - BupTyanbHas nHgpacTtpyktypa Ha nnatcgopme Proxmox VE
o VMWARE - BupTyanbHas uHdppactpyktypa Ha nnatgpopme VMware vSphere.

lNodknroyeHue Cepsepa uHmMeepayuu K supmyasnbHol uHgpacmpykmype — 8



e ROSPLATFORMA - BupTyanbHas MHpacTpykTypa Ha nnatdopme Ckana-P.

o FUSIONCOMPUTE - BupTyanbHas nHgpacTtpyktypa Ha nnatgopme HUAWEI
FusionSphere.

o NUTANIXPRISM - BupTyanbHasa nHdpactpykTtypa Ha nnatgopme Nutanix Acropolis.

e ALTVIRTUALIZATIONSERVER - BupTyanbHas MHpacTpyKTypa Ha nnatgopme AnbT
CepBep BupTyanusauyum.

o ASTRALINUX - BupTyanbHas nHdpacTtpyktypa Ha nnatgopme Astra Linux.

<infrastructure address> — agpec obbekTa BUpTyanbHOW NHPPACTPYKTYPbI, K KOTOPOMY LOMKEH

nogkntovaTecs CepBep MHTErpaunn. B 3aBucumocTu oT Braa BUPTYyaribHON
NHPACTPYKTYPbl OOBEKTOM MOXET ObITb rMNEPBU30P UMK CEPBEP yrpaBrieHUs
BUPTYanbHON MHGPACTPYKTYPON.

<admin login> -- UMs y4eTHOM 3anncu ¢ NpaBaMm, AOCTAaTOYHbIMU A5 pa3BepTbIBaHUS,
yaaneHus n nsMmeHeHus koHgurypauum SVM.

<admin password> -- naponb y4eTHOW 3an1cu, 3aKoanpoBaHHbIN MeToaom Base64.

<read-only user login> -- MS y4€THOM 3anNUCK C OrpaHNYeHHbIMM NpaBaMun Ha SENCTBUA B
BUPTYyanbHON UHpacTpykType (Heobsa3aTenbHbIM NapameTp). Ecnn yueTHas 3anuck ¢
OorpaHuYeHHbIMU NpaBamMu He ykasaHa, CepBep nHTerpauumn 6yaeTt cnonb3oBaTh yHETHYIO
3anucb, koTopasa obnagaeT NnpaBamMu Ha pasBepTbiBaHUe, yaaneHue u usmeHeHune
KoHGurypauum SVM.

<read-only user password> -- naponb y4eTHOW 3an1cu ¢ orpaHMYEeHHbLIMK NpaBamMu,
3aKoanpoBaHHbI MeToqoM Base64.

B pesynbTaTe ycrnewwHoro BeINOSIHEHUS 3anpoca BO3BpalLaeTcs CreayroLwuii OTBeT:

"infrastructureId": "<infrastructure ID>",
"type": "<infrastructure type>",
"address": "<infrastructure address>",
"accounts": {

"admin": {

"name": "<admin login>"
}I
"readOnly": {

"name": "<read-only user login>"
}
b
"connectionInfo": {
"status": "<connection status>",
"connectionError": "<error>",
"errorMessage": ""

b
"readOnly": {
"status": "<connection status>",
"connectionError": "<error>",
"errorMessage": "",

"admin": { 3
"updatePeriodSeconds": 10

lNodknroyeHue Cepsepa uHmeepayuu K supmyasnbHol uHgpacmpykmype — 9



roe:

e <infrastructure ID> — ngeHTUMKaTOP MHPPACTPYKTYPLI, K KOTOPOW BLINOSHAETCA
NoAKmnoYeHune.

e <connection status>— Tekywmi ctaTyc NOAKNIOYEHNS. BO3MOXHbIE 3HaYeHUs:
CONNECTING | CONNECTED | DISCONNECTED.

e <error> -- nHcpopmauumsi 06 owmbke nogknodeHus. BoamoxHble 3HaueHnsi: NO_ERROR |
SERVER_ERROR | NETWORK_ERROR | INVALID_CERTIFICATE | ACCESS_DENIED |
UNAUTHORIZED.

I'Ipou,ecc NoAKIMKYeHnA K I/IHd)paCprKType 3aHMMaEeT HEKOTOpPOE BpeMA, OXONUTECH
yCnewHoro 3aBepLieHna nogknio4eHna.

Yrtobbl NOCMOTPETb TeKyLLI,MIZ CTaTyC NOAKIKYEHNA, BbINOJTHNTE 3anpoc:

GET /api/3.0/infrastructures/<infrastructure ID>

B 3anpoce ncnonb3syetcs naeHtucukatop uHpacTpyktypol (<infrastructure 1D>), nony4yeHHbI
B pe3ynbTaTe BbINOMIHEHNS 3anpoca Ha NOAKMYEHNe K MHPACTPYKTYpe.

B pes3ynbTaTe BbINOJIHEHNA 3anpocCa CTaTyca NoAKIn4YeHna Bo3BpallaeTca CﬂeﬂleIJJ,I/IIZ OTBET:

"infrastructureId": "<infrastructure ID>",
"type": "<infrastructure type>",
"address": "<infrastructure address>",
"name": "<infrastructure name>",
"displayName": "<infrastructure name>",
"version": "<infrastructure version>",
"accounts": {
"admin": {

"name": "<admin login>"
by
"readOnly": {

"name": "<read-only user login>"

}

"connectionInfo": {

"admin": {
"status": "<connection status>",
"connectionError": "<error>",
"errorMessage": ""

b

"readOnly": {
"status": "<connection status>",
"connectionError": "<error>",
"errorMessage": "",

"updatePeriodSeconds": 10

} b

3anpoc HY>XHO MOBTOPATb Nepnoany4eckm o ycrnewHoro nogknioy4eHna nnm BOSHMKHOBEHUA
ownbku noaknoyveHus. NoaknoveHne K MHd)paCprKType CHUTaeTCA ycnewHo 3aBepLUEeHHbIM,

lNodknroyeHue Cepsepa uHmeepayuu K gaupmyasnbHol uHgpacmpykmype — 10



ecnu B pesyrnbTaTte BbINOSIHEHMS 3anpoca B anemeHTax "connectioninfo"->"admin" un
"connectioninfo"->"readOnly" nons umetoT cneayoLme 3Ha4YeHUs:

e ‘"status": "CONNECTED"
e ‘"connectionError": "NO_ERROR"

Ecnu Bo BpeMmsi nogknioveHms npomsoLuna owmodka, none "status" nmeert sHadeHne
"DISCONNECTED".

NMoaknioyeHne K BUpTyanbHoM MHpaCcTpyKType
(vHdpacTpykTypbl Ha 6a3e OpenStack)

B aTom pasgene onucaHa npoleaypa NoaKnioYeHNs K BUpTyanbHbIM MHGPaCTPYKTypam
noa ynpaeneHvem O6navHon nnatgpopmbl TMOHWKC unu nnatdpopmel OpenStack.

Mepen nogkniodeHnem CepBepa MHTErpaumm K BUpTyanbHOM MHAPACTPYKType Ha Oase
OpenStack Bam Hy>KHO NPOBEPUTbL MOAKIIOYEHME K MUKPOCEPBMCAM, KOTopble Heobxoanmbl Ans
pabotbl SVM.

BbinonHuTe 3anpoc:

POST /api/3.0/infrastructures/testConnection

B Tene 3anpoca ykaxuTe crieqytowme napameTpsbi:

"type": "<infrastructure type>",
"address": "<infrastructure address>",
"specificSettings": {

"protocol": "<https | http>",

"region": "<region name>"
by
"accounts": {
"admin": {
"domain": "<admin domain>",
"name": "<admin login>",
"password": "<admin password>"

b
"readOnly": {

"domain": "<read-only user domain>",
"name": "<read-only user login>",
"password": "<read-only user password>"

e <infrastructure type> — Tvn BUpTyansHON UHPPACTPYKTYpbl. TUN MHPACTPYKTYPbI
yKa3blBaeTCs criegyroLmm obpasom:

o TIONIXOPENSTACK - BupTyanbHas uHgpacTpyktypa Ha ObnavHon nnatgpopme
TUOHUKC.

e OPENSTACK - BupTyanbHasa nHdpactpyktypa Ha nnatgpopme OpenStack.

ModkmoyeHue Cepeepa uHmeapayuu K 8upmyarnsHol uHgppacmpykmype — 11



e <infrastructure address> — agpec mukpocepsuca Keystone, Kk KOTOpomy AOMmKeH
noakntoyaTbecs CepBep MHTerpauunmn.

e <https | http> -- npoTokon, no koTopomy paboTtaeT Mmukpocepauc Keystone.

e <region name> — pernoH, B pamkax KOTOpOro AormkeH nogkniovaTecs CepBep MHTErpaumnm
(Heobs1I3aTENBHLIN NApaMeTp).

e <admin domain> — umsa gomeHa OpenStack, K KOTOPOMY NPUHAANEXUT y4eTHas 3anuchb C
npasamu, 4OCTAaTOYHbIMY AN pa3BepTbiBaHUS, yaaneHnsa u UsMeHeHus KoHdurypauum
SVM.

e <admin login> — Mg y4eTHON 3anncu ¢ npaBamMu, AOCTATOYHLIMW AN pa3BepTbiBaHUS,
yaaneHuss n usMeHeHust KoHgurypauum SVM.

e <admin password> — naposb y4eTHOW 3anncu, 3aKkogmpoBaHHbI MeTogoM Base64.

e <read-only user domain> -- uma gomeHa OpenStack, K KOTOPOMY NPUHAZNEXUT y4eTHas
3anucb C orpaHUYeHHbIMY MpaBamMn Ha AENCTBUS B BUPTYanbHON UHpacTpykType

e <read-only user login> — UMS y4€THOW 3aMMCK C OrPaHUYEHHLIMU NPaBaMn Ha AENCTBUS B
BMPTYyasnbHON MHpacTpykType (Heobs3aTenbHbIA NapameTp). Ecnu yueTHas 3anuck ¢
OrpaHMYEeHHbIMU NpaBaMu He ykasaHa, CepBep UHTerpaunm 6yaeT ucnonb3oBaTh YY4ETHYHO
3anuchb, koTopas obnagaeTt npaBaMu Ha pa3BepTbiBaHWE, yaaneHue n U3MeHeHue
KOHGwurypauum SVM.

e <read-only user password> — naposb y4eTHOM 3anncu ¢ OrpaHNYEeHHbIMW NpaBamu,
3aKkoaupoBaHHbIN MeToaoMm Base64.

B pes3ynbTaTte ycnewHoro BblNOfIHEHNA 3anpoca Bo3BpallaeTcA CJ'Ie,EI,yEOLLIMVI OTBeT:

"type": "<infrastructure type>",
"address": "<infrastructure address>",
"specificSettings": {
"protocol": "<https | http>",
"region": "<region name>"
by
"displayName": "<infrastructure name>",
"name": "<infrastructure name>",
"version": "<infrastructure version>",
"edition": "<infrastructure edition>",

"connectionInfo": {

"admin": {
"status": "<connection status>",
"connectionError": "<error>",
"details": {
"regions": [

{
"id": "<region name>",
"endpoints": {
"compute": [
{
"address": "<IP>:<PORT>",
"protocol": "<https | http>",

"version": "<service version>",
"status": "<connection status>",
"error": "<error>"
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"glance": [
{
"address": "<IP>:<PORT>",
"protocol": "<https | http>",

"version": "<service version>",
"status": "<connection status>",
"error": "<error>"

}
I
"neutron": [
{
"address": "<IP>:<PORT>",
"protocol": "<https | http>",

"version": "<service version>",
"status": "<connection status>",
"error": "<error>"

)

3 1,

3 "cinder": [

{

3 "address": "<IP>:<PORT>",

i "protocol": "<https | http>",

"version": "<service version>",
"status": "<connection status>",
"error": "<error>"
}
]
}
}
1
}
}
b
"readonly": {
"status": "<connection status>",
"connectionError": "<error>",

"updatePeriodSeconds": 0,

"details": "..."

B anemeHTe "endpoints" cogepxuTcst CIMCOK MUKPOCEPBUCOB, HEOOXOANMBIX AN paboThl
SVM.

Ecnun mukpocepsuc pabotaet no npotokony HTTPS, npu NogKMtoYeHUN K HEMY MOXET
BO3HMKHYTb OLUMOKa NOAKMOYEHMS MO NPUYNHE HEAENCTBUTENBHOIO cepTudukara:

o ‘"status": "DISCONNECTED"
e error": "INVALID_CERTIFICATE"

B aTom cnyyae Bam Hy»kHO J0GaBUTL cepTudmKaT MUKPOCEPBUCa B CMIMCOK JOBEPEHHbIX,
MCMoMb3ysl 3anpockl, ONMCaHHbIe Boille. [ocne 3Toro Bam Hy>KHO MOBTOPUTL 3amnpoc Ha
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MPOBEPKY NMOAKTHOYEHNS K MUKpOCEpPBUCAM U yGeanTbCs, YTO BCE MUKPOCEPBUCHI MMEIOT CTaTycC
"CONNECTED".

UTto6bl 406aBNTL NapaMeTpbl NOAKNIOYEHUS K MHpacTpykType Ha CepBep nHTerpauuu,
BbINOSTHUTE 3anpoc:

POST /api/3.0/infrastructures

B Tene 3anpoca yKaXuTte Takme Xe napameTpbl, Kak B 3anpoce Ha npoBepKy NOAKMIYEeHNA K
MUKpOCepBMcaMm:

"type": "<infrastructure type>",
"address": "<infrastructure address>",
"specificSettings": {

"protocol": "<https | http>",
"region": "<region name>"
o
"accounts": {
"admin": {
"domain": "<admin domain>",
"name": "<admin login>",
"password": "<admin password>"
o
"readOnly": {
"domain": "<read-only user domain>",
"name": "<read-only user login>",

"password": "<read-only user password>"

"infrastructureId": "<infrastructure ID>",
"type": "<infrastructure type>",
"address": "<infrastructure address>",
"specificSettings": {
"protocol": "<https | http>",
"region": "<region name>"
}I
"displayName": "<infrastructure name>",
"name": "<infrastructure name>",
"version": "<infrastructure version>",
"edition": "<infrastructure edition>",
"connectionInfo": {
"admin": {
"status": "<connection status>",
"connectionError": "<error>",
"details": {

"regions": [
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"id": "<region name>",
"endpoints": {
"compute": [
{

"address": "<IP>:<PORT>",
"protocol": "<https | http>",
"version": "<service version>",
"status": "<connection status>",

"error": "<error>"

1,
"glance": [
{
"address": "<IP>:<PORT>",
"protocol": "<https | http>",
"version": "<service version>",
"status": "<connection status>",

"error": "<error>"

1,
"neutron": [
{
"address": "<IP>:<PORT>",
"protocol": "<https | http>",
"version": "<service version>",
"status": "<connection status>",

"error": "<error>"

1,
"cinder": [
{
"address": "<IP>:<PORT>",
"protocol": "<https | http>",
"version": "<service version>",
"status": "<connection status>",

"error": "<error>"

I

"readonly": {
"status": "<connection status>",
"connectionError": "<error>",
"updatePeriodSeconds": 0,

"details": "..."
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roe:

e <infrastructure ID> — ngeHTUMKaTOP MHPPACTPYKTYPLI, K KOTOPOW BLINOSHAETCA
NoAKmnoYeHune.

e <connection status>— Tekywmi ctaTyc NOAKNIOYEHNS. BO3MOXHbIE 3HaYeHUs:
CONNECTING | CONNECTED | DISCONNECTED.

e <error> -- nHcpopmauumsi 06 owmbke nogknodeHus. BoamoxHble 3HaueHnsi: NO_ERROR |
SERVER_ERROR | NETWORK_ERROR | INVALID_CERTIFICATE | ACCESS_DENIED |
UNAUTHORIZED.

I'Ipou,ecc NoAKIMKYeHnA K I/IHd)paCprKType 3aHMMaEeT HEKOTOpPOE BpeMA, OXONUTECH
ycnewHoro 3aBepLlleHna NoaKno4YeHnA.

Yrtobbl NOCMOTPETb TeKyLLI,MI;l CTaTyC NOAKIKYEHNA, BbINOJTHNTE 3anpoc:

GET /api/3.0/infrastructures/<infrastructure ID>

B 3anpoce ncnonb3syetcs naeHtucukatop uHpacTpyktypol (<infrastructure 1D>), nony4yeHHbI
B pe3ynbTaTe BbINOMIHEHNS 3anpoca Ha NOAKMYEHNe K MHPACTPYKTYpe.

B pes3ynbTaTe BbINMOJIHEHNA 3anpoca CTaTyca NoAKIN4YeHnA B Tene oTBeTa BO3BpallaeTcA
TeKyLIJ,MI;I CTaTyC NOAKIOHEHUA K I/IHCbpaCprKType N K KaXXOoOMy MUKPOCEPBUCY.

3anpoc Hy)XHO NMOBTOPSATb NEPUOANYECKN 40 YCMNELHOro NOAKMOYEHNS UNN BO3HUKHOBEHMS
OLLIMBKN NoAKNoYEHUS.

MoakntoueHne kK MHpacTpykType Ha 6base OpenStack cunTaeTcs yCrneLwHo 3aBepLUEHHbIM,
€Ccnu B Tene oTBeTa BO3BpaLLaeTcs creayowas nHopmauus:

e B anemMeHTax "connectionInfo"->"admin" u "readonly" nonsi MUMelOT cnegytoLne 3HaYEHUS:
e ‘"status": "CONNECTED"
e "connectionError": "NO_ERROR"
e B anemMeHTax "endpoints"->"<munkpocepsuc>" nong MMeLOT creayroLme 3HayeHus:
e ‘"status": "CONNECTED"
e "error": "NO_ERROR"
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Perncrtpauuna oobpasza SVM Ha
CepBepe nHterpauum

[nsa passepTbiBaHusa SVM B BUpTyanbHom nHpacTpykType TpebyeTcsa dann obpasa SVM un
ann onncaHunst odpasos (gann B dopmate XML). Bbl MOXeTe ckadaTb apXuBbl, cogepXalime
o6pasbl SVM un dannbl onncannsa obpasos SVM, ¢ NOMOLLbIO MacTepa YCTaHOBKN KOMIMOHEHTOB
Kaspersky Security unu Ha Be6-carite "Jlabopatopumn Kacnepckoro”
(https://www.kaspersky.ru/small-to-medium-business-security/downloads/virtualization-hybrid-
cloud?utm_content=downloads). lNMony4eHHble darn obpasa SVM u caiin onmcaHms obpasoB
(cpann B dhopmate XML) TpebyeTca pa3amecTuTb B OOHOW Nanke Ha yCTPOUCTBe, rae
ycTaHoBneH CepBep UHTErpaumm.

CepBep uHTErpaumm AormkeH nMeTb 4OCTyn K dhanny obpasa SVM u caiiny onucaHus
00pasoB.

3anpoc Ha perucTtpauuto obpasa SVM

YTto6bl 3apeructpmpoBaTtb 06pa3 SVM Ha CepBepe MHTerpauum, BbINOHATE 3anpoc:

POST /api/3.0/management/deployment/svm/images/register/manifest

B Tene 3anpoca ykaxuTe crieqylolme napameTpsbi:

"manifestUrl": "<SVM image description file>",
"hypervisors": [
{

"type'": "<infrastructure type 1>"

"type'": "<infrastructure type 2>"

e <SVM image description file> — abcontoTHbIN NyTb K hanny onucaHns obpasos (*.xml) Ha
YCTPOWCTBE C YCTaHOBMEHHbIM CepBepoM MHTErpauuu.

e <infrastructure type 1>, <infrastructure type 2> — Tun BupTyanbHon MHPACTPYKTypbl, HA
KOTOPYIO HYXXHO pa3BepHyTb SVM. Bbl MOXeTe ykasaTb OA4MH U HECKOMNBKO TUMOB
BUPTYanbHON UHPaCTPYKTYpbl. TN MHDPACTPYKTYPbI yKasbiBaeTcs cnegyowmm obpasom:

o HYPERYV - BupTtyansHas nHdpacTtpykTypa Ha nnatcdopme Microsoft Hyper-V.
e XEN - BupTyanbHas uHdppactpyktypa Ha nnatdopme Citrix Hypervisor.

e LIBVIRT - BupTtyanbHasi nHgpacTpykTtypa Ha nnatdopme KVM (Kernel-based Virtual
Machine).

o PROXMOX - BupTyanbHas nHdpacTpykTypa Ha nnatdgopme Proxmox VE.
o VMWARE - BupTyansHas uHdppactpyktypa Ha nnatdopme VMware vSphere.
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e ROSPLATFORMA - BupTyanbHas MHpacTpykTypa Ha nnatdopme Ckana-P.

o FUSIONCOMPUTE - BupTyanbHas nHgpacTtpyktypa Ha nnatgopme HUAWEI
FusionSphere.

o NUTANIXPRISM - BupTyanbHasa nHdpactpykTtypa Ha nnatgopme Nutanix Acropolis.

o TIONIXOPENSTACK - BupTyanbHas uHgpacTpyktypa Ha ObnayvHon nnatgpopme
TUOHMKC.

e OPENSTACK - BupTyanbHasa nHgpactpyktypa Ha nnatgpopme OpenStack.

e ALTVIRTUALIZATIONSERVER - BupTyansHas uHdpacTpykTypa Ha nnatgopme AnbT
CepBep BupTyanusauyum.

e ASTRALINUX - BupTyanbHas nHdpacTtpyktypa Ha nnatgopme Astra Linux.

B pesynbTaTte ycnelwHoro BbINOMHEHUS 3anpoca B Tene oTBeTa BO3BpaLlaeTcst uaeHTudmkaTop
3apernctpupoBaHHoro obpasa SVM (<SVM image ID>) n ungopmauusa o obpase:

"id": "<SVM image ID>",
"manifest": {
"svmVersion": "<SVM image version>",
"size": "<SVM image size>",
"vendorInfo": {
"en": {
"productName": "<SVM image name>",
"vendor": "AO Kaspersky Lab",
"description": "<SVM image description en>",
"publisher": "AO Kaspersky Lab"
by

"ruu . {

"productName": "<SVM image name>",
"vendor": "AO \"JlaGopaTopmsa Kacnepckoro\"",
"description": "<SVM image description ru>",

"publisher": "AO \"JlaGopaTopmusa Kacnepckoro\™"

}
b
"hypervisors": [
{

"type": "<infrastructure type>"

lNpoBepka noanuHHOCTU obpasza SVM

Mocne pernctpaumm obpasa pekoMeHAYyeTCs BbINOSIHUTL NPOBEPKY NOASIMHHOCTU obpa3a SVM
C NOMOLLbIO 3anpoca:

/api/3.0/management/deployment/svm/images/<SVM image ID>/validate

B 3anpoce ncnonb3yeTtcst uaeHTMdUKaTop 3aperncTpnpoBanHoro obpasa SVM (<SVM image
ID>), nony4eHHbIN B pe3ynbTaTe BbINOJIHEHUS 3anpoca Ha perucrpaumio obpasa SVM.
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B pesynbTaTe BbINOMHEHMS 3anpoca Ha NPOBEPKY NOAMNMHHOCT ob6pasa co3gaeTcs 3agada
npoBepkn obpasa:

"id": "<task ID>",

"created": "<timestamp>",
"stateChanged": "<timestamp>",
"changed": "<timestamp>",
"state": "<task state>",
"type": "ValidateSvmImage",
"progress": O,

"children": T[],

"result": true

o <task ID> — ngeHTndumkatop 3agayn.

e <task state> — coctosiHne 3agauun. BoamoxHble 3HaueHust: Created, Queued, Starting,
Running, Completed, Stopping, Failed, Cancelled.

npOHeCCHpOBepKM33HMMaeTHeKOTOpOGBpeMﬂ,ﬂﬂﬂﬂOﬂyquMﬂpe3yﬂbTaTaﬂpOBepKMBaM
HY>KHO 0XOaTbCA BbINONTHEHNA 3aauyn.

Y1006bI NOCMOTPETb TeKyLLI,MIZ CTaTtyC 3aga4yu, BbINOJIHUTE 3anpocC:
GET api/3.0/virtualization/tasks/<task ID>

3apava cuutaeTcq 3aBepLUEHHON YCMeLlHo, ecnu B 0TBeTe napamMeTp "state" nmeet 3HayeHne
"Completed". Ecnu Bo Bpems npoBepku npousoLLna ownbka, B otBeTe napameTp "state" 6yger
nMeTb 3HayeHue "Failed".

Mprmep ycreLwHOoro BLINOMHEHNS 3a4a4mM Ha NPOBepKy NoAnMHHOCTU obpasa SVM:

"id": "<task ID>",

"created": "<timestamp>",
"stateChanged": "<timestamp>",
"changed": "<timestamp>",
"state": "Completed",

"type": "ValidateSvmImage",
"stage": null,

"progress": 100,

"children": [],

"result": true
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[Nony4yeHune cnncka o0 bLEKTOB

MHPPACTPYKTYPbI,
HeoOXxoaAMMbIX ONSA

pa3BepTbiBaHua SVM

Mepen Havyanom passepTbiBaHUA SVM BaM HYXXHO NOMYYUTb CMCOK AOCTYMNHbIX O6bEKTOB
BUPTYanbHON UHPACTPYKTYpbl U BblbpaTb 06bEKTLI, KOTOPbIE Bbl YKaXeTe B 3arnpoce Ha
pasBepTbiBaHne SVM.

Mepen nonyyeHnem o6beKTOB MHPACTPYKTYPbl peKOMeHAyeTCcA OBHOBUTL MHGOPMaLMIo 06
WH(ppacTpykType, 0cobeHHO ecnn nHdpacTpykTypa obaBneHa AaBHO.

[lns 3TOro BbINONHUTE 3anpoc:

POST /api/3.0/infrastructures/<Id mHbpacTpykTypsr>/refresh
B pesynbTaTte ycneLwHoro BbINonHeHWs 3anpoca Bo3spatltaetcs ko 200.

lMocne BbINOMHEHWs 3anpoca PeKOMEHAYEeTCS 4OXKOATbCA NMOAKIMIOYEHNS K MHAPPaCTPyKType, Kak
nocrnie gobasnenuns nHdpacTpykTypbl (cMm. pasgen "lMogkntoyeHne CepBepa MHTErpaumm K
BUPTYyanbHOW MHpacTpyKType").

Mpouenypa nony4veHus cnucka o6 beKToB MHAPACTPYKTYpbl Ha Ba3e OpenStack otnnyaeTcs ot
CTaH4apTHOW Npoueaypbl M onucaHa oTAemNbHO.

NMony4yeHue cnucka o6 bLEKTOB MHPPACTPYKTYpPbI

Y106kl MOMNY4YNTb CIMCOK OGBEKTOB MHAPACTPYKTYPbI, BbINOSIHUTE 3aMpOC:

GET /api/3.0/infrastructures/<infrastructure ID>/cbjects

B pe3ynbTaTe ycnelHoro BLINOMHEHKS 3anpoca BO3BpaLlaeTcs CrMcoK rneper3opoB, a Takke
CMMCOK CYLLECTBYIOLLMX BUPTYamnbHbIX MalVH B MHPaCTPYKTYpe.

"locations": [
{
"id": "<hypervisor ID>",
"name": "<hypervisor name>",
"parentId": "<infrastructure ID>",
"state": "Started",

"resources": {
"networks": [

{
"id": "<network ID 1>",
"name": "<network name 1>"

o

{
"id": "<network ID 2>",
"name": "<network name 2>"
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"storages": [

{
"id": "<storage ID 1>",
"name": "<storage name 1>",

"freeSpace": <storage free space 1>,

"id": "<storage ID 2>",
"name": "<storage name 2>",

"freeSpace": <storage free space 2>,

| }
o

f "vms": [
{

; "id": "vM ID",

3 "name": "VM name",

i "parentId": "<hypervisor ID>",
3 "state": "Enabled",

i "networkAdapters": [

| {

i "id": "<network ID 1>",

: "name": "<network name 1>"
)

} 1,

"isSvm": false

Bbl MoxeTe 3anpalumBaTb 0O6bEKTbl TONbKO ONpeaernieHHbIX TUMOB, NCNONb3ys napamMeTp
outputType, KOTOPbIA MOXET NpUHMMaThb 3HadveHuns Host, VM, SVM. Hanpumep, Bbl MoxeTe
3anpocuTb CMMCOK rmnepem3opoB u SVM:

GET /api/3.0/infrastructures/<infrastructure ID>/objects?outputType=Host+SVM

M3 cnucka NoNy4yeHHbIX obbekToB I/IHd)paCprKTypbl BaM HYXHO Bbl6paTb cneagywwme
napameTpbl, KOTOPbIE 6y,EI,YT MCNoJ1b30BaTbCA B 3anpoce Ha pa3BepTbiBaHNN SVM:

e <hypervisor ID> — ngeHTndumkaTop runepeusopa, Ha kKotopom dyaet paboratb SVM.

e <storage ID> n3 anemeHTa "resources"” -> "storages" B napameTpax BblIbpaHHOro
rmnepBu3opa — MAEHTUMUKATOP XpaHunuLLa Ha 3ToM rmnepBu3ope, B KOTOpPOM byaeT
pasBepHyTa SVM.

e <network ID 1>, <network ID 2> u T.4. 13 anemeHTa "resources" -> "networks" B
napameTpax BblGpaHHOro runepsr3opa — naeHTUdMKaToOpbl BUPTYanbHbIX CETEN,
KoTopble 6ygeT ucnonb3oatb SVM.
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NMony4yeHue cnnucka o6bEKTOB MHPPACTPYKTYpPbI
(vHdpacTpykTypbl Ha 6a3e OpenStack)

YTto6bl NONy4nThL CNMCOK 06 BEKTOB MHAPACTPYKTYpPbI Ha B6ase OpenStack, BbINONHUTE 3anpoc:

GET /api/3.0/infrastructures/<infrastructure ID>/cbjects

B pesynbTaTe ycrnewHoro BeINOJIHEHUS 3anpoca BO3BpaLLAeTCs CMMCOK NPOEKTOB U JOMEHOB
MHPACTPYKTYPbI, @ Takke CMMCOK CYLLECTBYIOLLMX BUPTYasibHbIX MalWH B MHADPaCTPYKTYpeE.

"locations": [
{
"id": "<domain ID>",
"name": "<domain name>",

"parentId": "<infrastructure ID>",

"id": "<project ID>",
"name": "<project name>",
"parentId": "<domain ID>",
"resources": {
"networks": [
{
"id": "<network ID>",

"name": "<network name>"

}
1,
"volumeTypes": [
{
"id": "<volume type ID>",
"name": "<volume type name>"
}
1,
"securityGroups": [
{
"id": "<security group ID>",
"name": "<security group name>"
}
1,
"serverGroups": [
{
"id": "<server group ID>",
"name": "<server group name>"
}
1,
"flavors": [
{

"id": "<flavor ID>",
"name": "<flavor name>",
"vCpus": 1,
"ramInMegabytes": 2048,
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I

"diskInGigabytes": 10

}
1,
"availabilityZones": [

{

"name": "<availability zone name>"

"VmS" . [

{

"id": "vM ID",
"name": "VM name",
"parentId": "<project ID>",
"state": "Enabled",
"networkAdapters": [
{
"id": "<network ID>",
"name": "<network name>"
}
1,

"isSvm": false

Bbl MOXxeTe 3anpawwmBaTe 06beKTbl TONMBKO onpeAeNnieHHbIX TUMOB, UCNOMb3ys napameTp
outputType, KOTOPbIA MOXET NpMHMMaTb 3Ha4veHus OpenstackDomain, OpenstackProject, VM,
SVM. Hanpumep, Bbl MOXeTe 3anpocuTb cnucok npoektoB OpenStack n SVM:

GET /api/3.0/infrastructures/<infrastructure ID>/cbjects?outputType=OpenstackProject+SVM

N3 cnncka nonyyeHHbIX 0GbEKTOB MHIPACTPYKTYPbI BaM HY)XHO BblGpaTh criegyouime
napameTpbl, KoTopble ByayT MCMoNb30BaThLCH B 3anpoce Ha pasBepTbiBaHun SVM:

<project ID> — ngeHtucpukatop npoekra OpenStack, Ha koTopom 6yaeTt pabotate SVM.

<flavor ID> 13 anemeHTa "resources" -> "flavors" B napameTpax BblIOpaHHOro npoekra
OpenStack — ngeHtndurkaTop TMna BUpTyasibHON MaluHbl (TUMa MHCTaHCa), KOTOPbIN
onpegensieT 06bLeM onepaTUBHOW NaMATH, pa3mep AMCKa, KONTMYECTBO s4ep
npoLieccopa u gpyrue napameTpbl Co3gaBaeMoln BUPTyaribHON MaluHbl. YbeauTecs,
YTO BbIOPaHHbLIV TN BUPTYarbHOW MalLVHbl COOTBETCTBYET peKOMeHOAUNsM
cneumanuctos "Jlabopatopum Kacnepckoro" no BbiaeneHmo pecypcos ans SVM 4to oH
yAOBMneTBopseT MUHUMansHbIM TpeboBaHuam ans padotel SVM.

<network ID> n3 anemeHTa "resources" -> "networks" B napameTtpax BblOpaHHOro
npoekta OpenStack — ngeHTucukaTtop BUpTyansHom cetu, kotopyto SVM byaet
ucnonb3oBaTth 4518 ¢BA3n ¢ Jlerkumun areHtamm, Cepsepom uHTerpaumm n Cepeepom
agMuHucTprpoBaHus Kaspersky Security Center. Bl MoxeTe BbIOpaTb O4HY Unu
Heckonbko ceTen. Ecnu TpebyeTcs, ons kaxaon ceTu Bbl MOXeTe BblOpaTb OOHY MIn
Heckonbko 'pynn 6e3onacHocTu (<security group ID> 13 anemeHTa "resources" ->
"securityGroups" B napameTtpax npoekta OpenStack).

<volume type ID>, <server group ID>, <availability zone name> 13 anemeHTa
"resources"B napameTpax BbibpaHHoro npoekta OpenStack — Heobs3aTenbHble
napameTpbl, Bbl MOXeTe yKasblBaTb UX Npu pa3sepTbiBaHun SVM, ecnu TpebyeTcs.
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MopgpobHee o napameTpax paseepTbiBaHua SVM B uHdpacTpykTypax Ha 6a3ze OpenStack cm. B
cnpaBke Kaspersky Security ans BupTyanbHbix cpeg Jlerkum areHt
(https://support.kaspersky.com/KSVLA/6.0/ru-RU/74377.htm).
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Pa3BepTtbiBaHne SVM B
BUPTYaribHOU MHpPaACTPYKType

I'Iepep, Ha4yalriomMm pa3BepTbiBaHUA SVM Bam HY>XHO BbINOJTHUTbL crneayrLwine npouenypbl:

1. HacTtpouTb nogkntoueHne CepBepa MHTErpauum K BUpTyanbHOM MHAPACTPYKType.

2. [obaeutb ceptudmkat BUPTYanbHOW MHAPACTPYKTYPbl B CMIMCOK AOBEPEHHbIX
ceptndukatoB CepBepa MHTErpaumm.

3. TMonyuyuTb CNMCOK 06BHEKTOB BUPTYaribHOM MHPPACTPYKTYpbl, HEOOXOAMMBIX OS1s
pa3BepTbiBaHus SVM.

4. 3apeructpupoBaTb 00pa3bl SVM Ha CepBepe nHTerpauum.

Mpouenypa passepTtbiBaHna SVM anga nHdpactpyktyp Ha 6a3e OpenStack otnvuaeTtca ot
cTaHOapTHOW npoueaypbl U onucaHa oTAenNbHO.

3anpoc Ha pa3BepTbiBaHue SVM

YUTto6b! passepHyTb SVM, BbinonHuTe 3anpoc:
POST /api/3.0/management/deployment/svm/

B Tene 3anpoca ykaxuTte crefyloLiue napameTpbil:

"threadsCount": "<number of SVM>",
"image": {
"id": "<SVM image ID>",
"skipCheckIntegrity": "<skip check: true | false>",

"localization": "<SVM image localization>"
by
"svms": [
{
"svmSettings": {
"name": "<SVM name>",
"ksc": {
"address": "<KSC address>",

"port": "<KSC port>",
"sslPort": "<KSC SSL port>",

"language": "<KSC localization>"
by
"users": {
"root": {
"allowSshAccess": "<SSH access: true | false>",
"password": "<root user password>"
ba
"klconfig": {
"password": "<klconfig user password>"
}
by
"dns": {
"main": "<DNS IP>",
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"alternative": "<alternative DNS IP>"
}
by
"deploymentInfo": {
"type": "host",

"target": {
"infrastructureId": "<infrastructure ID>",
"location": {
"id": "<hypervisor ID>"

}
b
"settings": {

"storageId": "<storage ID>",
"networks": [
{
"id": "<network ID>",

"vlanId": "<VLAN ID>",

"isPrimary": <primary network: true | false>,
"type": "<IP addressing: static | dynamic>",
"ipAddress": "<SVM IP>",

"mask": "<subnet mask>",

"gateway": "<gateway>"

e <number of SVM> — konuuectso SVM, koTopble 6yayT pazBopaymBaTbCsi O4HOBPEMEHHO.

e <SVM image ID> — ngeHtuncpukatop obpasa SVM. Bbl MOxxeTe Nony4nTb 3TOT
naeHTndmrkaTop B pesyrnbTare BbIMOHEHMS 3anpoca Ha permctpauuio obpasa SVM.

e <skip check: true | false> — HykHO 1 NponyckaTb NPOBEPKY NOANMHHOCTM 06pa3a nepes
Hayanom passepTbiBaHus SVM: true — nponyckaTb NpoBepKy, false — BINOMHATL NPOBEPKY.
MpoBepKy MOXHO NPONYCTUTL, ECINU Bbl BLIMOMHUN 3aNpoC Ha NPOBEPKY NOAMMHHOCTH
obpasa SVM nocne peructpauum obpasza SVM Ha CepBepe uHTerpaumm (CM. pasgen
"MpoBepka nognuHHOCcTM 0bpasa SVM").

e <SVM image localization> — nokanusauus, kotopas 6yaeTt ncnonb3oBaTbCs A5
pervctpaunv obpasa B MHpPacTpyKType.

e <SVM name> — umsa SVM, kotopoe b6yaeT McnonbL3oBaTbCs B MHPPACTPYKTYpe.

e "ksc" - B aTOM anemeHTe ykaxute napameTpbl noaknodeHns SVM k Cepepy
apMuHucTpupoBaHus Kaspersky Security Center:

e <KSC address> — agpec ycTponcTBa, Ha KOTOpoM ycTaHoBreH Cepsep
agMmuHncTpupoBaHusa Kaspersky Security Center.

e <KSC port> — nopt gnsa nogkntoyeHnsa SVM k CepBepy agMUHNCTPUPOBAHUS
Kaspersky Security Center.
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e <KSC SSL port> — nopt gns nogkntovyeHus SVM k CepBepy aaMUHUCTPUPOBAHUS
Kaspersky Security Center ¢ ucnonbsosaHunem SSL-cepTudumkaTa.

o <KSC localization> — nokanusauns Kaspersky Security Center.
e "users" — B 9TOM 3aneMeHTe yKaxute napameTpbl y4eTHbIX 3anncen Ha SVM:

e <SSH access: true | false> — Hy)kHO nNu paspewnTb yaaneHHbln goctyn k SVM vepes
SSH nopg y4eTHom 3anucbto root: true— paspewwnTs, false — 3anpeTuTsb.

e <root user password> — naponb nonb3oBaTtens root, 3akoaMpoBaHHbLIN METOO0M
Base64.

o <klconfig user password> — naponb nons3osartens klconfig, 3akoaMpoBaHHbIN METOAO0M
Base64.

e "dns" — B 3TOM anemMeHTe BaM HY>HO yka3aTtb |IP-agpeca DNS-cepBepos, ecnu ana SVM
ucnonb3yetcd ctatnyeckad IP-agpecaums. B cnyvyae ncnonb3oBaHus guHammdeckom |IP-
agpecaunn (DHCP) aTo Heobs3aTenbHbIM NapameTp.

e <DNS IP> — IP-agpec DNS-cepgepa.
e <alternative DNS IP> — IP-agpec anbTepHaTtnBHoro DNS-cepBepa.

e "deploymentinfo" — B 3TOM anemMeHTe ykaxkute napameTpbl pacnonoxeHunst Hoeon SVM B
nHppacTpykType. oeHTudurkatopbl 06 EKTOB UHPPACTPYKTYPbl Bbl MOXETE MOMYy4YnThb B
pes3ynbTaTte BbINOMHEHUS 3anpoca Ha NonyyYeHne cnmcka 06 bEKTOB NHPPACTPYKTYpbI.

o "type" — Tvn obbekTa UHpaACTPYKTYphbl, rae pacnonoxeHa SVM. 3HaveHne napameTpa
JOMKHO 6bITb "host".

e <infrastructure ID> — ngeHTudmkaTop NHOPACTPYKTYPLI.
e <hypervisor ID> — ngeHTncmkaTop runepeusopa, Ha KoTopom ByaeT pasBepHyTa SVM.
o <storage ID> — ngeHTMdUKaTOP XpaHUnMLLA Ha 3TOM runepeusope.

o "networks" — B 3TOM anemeHTe yKaxuTe CMMCOK CeTeNn, KoTopble ByaeT ucnonb3oBaTb
SVM.

e <network ID> — ngeHTunkatop cetu.

e <VLAN ID> — ngeHtucpukatop VLAN. HeobasaTenbHbii napameTp. Bol moxeTe
yKasblBaTb 3TOT NapamMeTp, ecnu Bbl pas3sopaymBaete SVM B BupTyanbsHom
WH(ppacTpykType Ha nnaTtdopme Microsoft Hyper-V.

e <primary network: true | false> — npusHak, 4To ceTb ABNAETCA OCHOBHOW. Ecnn Bbl
yKasanu ofHy ceTb, OHa JOJKHA ObITb OCHOBHOW. ECrnin yka3aHO HECKONbKO CEeTEWN,
TONbKO OAHAa U3 HUX AOIMKHA OblTb OCHOBHOW.

e <IP addressing: static | dynamic> — Tun IP-agpecauumn gna SVM: static —
ctatudeckas |IP-agpecauus, dynamic — guHamuyeckas IP-agpecauusa (DHCP).

e <SVM IP>, <subnet mask>, <gateway> — napameTpbl cTaTudeckou |P-agpecauyuu:
IP-agpec SVM, macka nogceTtu, writo3. [MapameTpbl HY)XXHO ykasaTb, eCriv Bbl
BblOpanu ctatudeckyto IP-agpecaunto ana SVM ("type": "static").

C nomoLLbto 3anpoca Ha pa3BepTbiBaHME Bbl MOXETE pa3BopaynBaTb cpasy Heckonbko SVM B
HeCKONnbKUX MHpacTpykTypax. [ns pa3sepTbiBaHMsA ogHon SVM Ha oauH runepBmusop B Tene
3anpoca HY>XHO yKasaTb TOSbKO OAMH runepsusop n ogHy SVM.

B pesynbTaTte BbINONHEHMS 3anpoca Ha pa3BepTbiBaHMe SVM co3fgaetcs 3agada tvna
DeployMultipleSvm. NMpouecc passepTbiBaHua SVM 3aHMMaeT HEKOTOpPOEe BpeMs, BaM HYXHO
[oXOaTbCA OKOHYaHMS BbINONHEHUS 3aadu (cM. pasgen "3agada passepTtbiBaHug SVM").
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3anpoc Ha pa3BepTbiBaHue SVM
(vHdpacTpykTypbl Ha 6a3e OpenStack)

YTto6bl passepHyTb SVM B MHpacTpykType Ha 6ase OpenStack, BeINONHUTE 3anpoc:

POST /api/3.0/management/deployment/svm/

B Tene 3anpoca ykaxuTe crieqytowme napameTpsbi:

i "threadsCount": "<number of SVM>", i
3 "image": { f
i "id": "<SVM image ID>",

f "skipCheckIntegrity": "<skip check: true | false>", f
i "localization": "<SVM image localization>" i
o s
3 "svms": [ 3
| { |
3 "svmSettings": {

i "name": "<SVM name>",

3 "ksc": { f
i "address": "<KSC address>",

f "port": "<KSC port>", 3
i "sslPort": "<KSC SSL port>",

f "language": "<KSC localization>"

| b, |
i "users": {

3 "root": {

i "allowSshAccess": "<SSH access: true | false>", i
f "password": "<root user password>" f
| 3 |
f "klconfig": {

"password": "<klconfig user password>"

}
b
"dns": {
"main": "<DNS IP>",
"alternative": "<alternative DNS IP>"
}
by

"deploymentInfo": {

"type": "openstackProject",

"target": {
"infrastructureId": "<infrastructure ID>",
"location": {

"id": "<project ID>"

}

b

"settings": {
"flavorId": "<flavor ID>",
"volumeTypeId": "<volume type ID>",

"availabilityZoneName": "<availability zone name>",
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"serverGroupId": "<server group ID>",
"networks": [
{
"id": "<network ID>",
"ports": [
{
"isPrimary": <primary network: true | false>,
"type": "<IP addressing: static | dynamic>",
"ipAddresses": [
"<network IP>"
1,
"mask": "<subnet mask>",
"gateway": "<gateway>"
"vlanId": "<VLAN ID>,
"portSecurityEnabled": true,
"securityGroupIds": [

"<security group ID>"

e <number of SVM> — konuyectso SVM, koTopble 6yayT pazBopaymBaTbCsi O4HOBPEMEHHO.

e <SVM image ID> — ngeHtncpukatop obpasa SVM. Bbl MoxxeTe Nony4nTb 3TOT
naoeHTndmkaTop B pesyrnbTare BbIMOMHEHMS 3anpoca Ha permctpauuio obpasa SVM.

e <skip check: true | false> — HykHO 1 NponyckaTb NPOBEPKY NOANMHHOCTM 06pa3a nepes
Hayanom passepTbiBaHMs SVM: true — nponyckaTb NpoBepKy, false — BLINOMHATL NPOBEPKY.
MpoBepKy MOXHO NPONYCTUTL, ECINU Bbl BLIMOMTHUN 3aNpoCc Ha NPOBEPKY NOAMMHHOCTU
obpasa SVM nocne peructpauum obpasa SVM Ha CepBepe uHTerpaumm (CM. pasgen
"MpoBepka nognuHHoOcTM 0bpasa SVM").

e <SVM image localization> — nokanusauus, kotopas 6yaeTt ncnonb3oBaTbCs A5
pervctpauuu obpasa B MHPacTpyKType.

e <SVM name> — umsa SVM, kotopoe GyaeT McrnonbL30BaTbCs B MHPPACTPYKTYpe.

e "ksc" — B 9TOM 3anemMeHTe ykaxute napameTpbl nogkntoydeHns SVM k Cepeepy
apMuHucTpupoBaHus Kaspersky Security Center:

e <KSC address> — agpec ycTponcTBa, Ha KOTopoM ycTaHoBreH Cepsep
agMmuHncTpupoBaHusa Kaspersky Security Center.

e <KSC port> — nopt gnsa nogkntoyeHus SVM k CepBepy agMUHNCTPUPOBAHUS
Kaspersky Security Center.

e <KSC SSL port> — nopt gns nogkntoyeHua SVM k CepBepy agMUHUCTPUPOBaHUS
Kaspersky Security Center ¢ ucnonbsosaHuem SSL-cepTudukaTta.

o <KSC localization> — nokanusauus Kaspersky Security Center.
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e "users" — B 3TOM 3rIEMEHTE YKaXute napamMmeTpbl y4eTHbIX 3anncen Ha SVM:

e <SSH access: true | false> — HyxxHO nNu paspewnTb yaaneHHsIn goctyn kK SVM vepes
SSH nopg y4eTHom 3anuceto root: true— paspewwnTs, false — 3anpeTuThb.

e <root user password> — naponb Nonb3oBaTens root, 3aKoaNPOBaHHbLI METOAOM
Base64.

e <klconfig user password> — naponb nons3oarens klconfig, 3akoagMpoBaHHbI METOOOM
Base64.

e "dns" — B 3TOM anemeHTe BaM HYHO ykasaTtb |IP-agpeca DNS-cepsepos, ecnv ana SVM
ucnonb3yeTtcsa ctatnyeckas |IP-agpecaums. B cnydyae ncnonb3oBaHus guHamudeckon IP-
agpecaumn (DHCP) aTo Heobs13aTeNnbHbIA NapameTp.

e <DNS IP> — IP-agpec DNS-cepsepa.
e <alternative DNS IP> — IP-agpec anbTepHaTtnBHoro DNS-cepBepa.

e "deploymentinfo" — B aTOM anemeHTe ykaxute napameTpbl pacnonoxeHus Hoeon SVM B
NHppacTpykType. oeHTudmkaTopbl 06 HEKTOB MHPPACTPYKTYPbI Bbl MOXETE MOMy4YnTb B
pe3ynbTaTte BbINOMHEHWs 3anpoca Ha Nosly4eHne Cnmcka 0O bEKTOB MHPPACTPYKTYPbI Ha
6ase OpenStack.

o "type" — TMn obbekTa UHpPACTPYKTYphbI, rae pacnonoxeHa SVM. 3HauyeHne napameTpa
OoImkHo 6bITh "openstackProject”.

e <infrastructure ID> — ngeHTucrkaTop NHPPaCTPYKTYpPbI.

e <project ID> — ngeHtncpukatop npoekra OpenStack, B pamkax kotoporo éyaet
pa3BepHyTa SVM.

o <flavor ID> — ngeHTncmkaTop TMNa BUPTYanbHOM MallUHbI (TUMa MHCTaHCa).

e <volume type ID>, <availability zone name>, <server group ID> — Heobs3aTenbHbIE
napameTpbl, Bbl MOXeTe yKa3blBaTb UX Npu pa3sepTbiBaHun SVM, ecnu TpebyeTcs.
MoppobHee o napameTpax passepTbiBaHua SVM B uHdpacTpykTypax Ha 6asze
OpenStack cm. B cnpaBke Kaspersky Security onst BupTyanbHbix cpeg Jlerkum areHt
(https://support.kaspersky.com/KSVLA/6.0/ru-RU/74377.htm).

e "networks" — B 3TOM 3f1EMEHTE YKaXXUTe CMMCOK CETEN, KOoTopble ByaeT ucnonbL3oBaThb
SVM.

e <network ID> - ngeHTucpukaTop ceTn.

e "ports" — anemeHT coaepXKUT NapaMeTpbl CETEBbIX afanTepoB Ans cetu. Bol
MOXeTe 3aaBaTb HECKOSbKO CETEBbIX aAanTepoB Ars OOHOW CEeTU.

e <primary network: true | false> — npusHak, 4To ceTb ABNAETCS OCHOBHOW. Ecnn
Bbl YKa3anu ogHy ceTb, OHa AOMmKHa BbiTb OCHOBHOW. Ecnn ykazaHO HECKONbKO
ceTen, TONMbKO OHAa M3 HUX AOMKHA OblITb OCHOBHOMN.

e <IP addressing: static | dynamic> — tun IP-agpecauunu ana SVM: static —
ctatudeckas IP-agpecauusd, dynamic — guHamuyeckas |IP-agpecauusa (DHCP).

e <network IP> — cnucok IP-agpecoB ons ceTeBoro aganrepa.
e <VLAN ID> - ugeHtncoumkatop VLAN.

e <subnet mask>, <gateway> — napameTpsl cTatnyeckon IP-agpecaunn: IP-
appec SVM, macka noaceTu, Wwnio3. [NapameTpbl HYXXHO ykasaTtb, eCnu Bbl
Bblbpanu ctatnyeckyto IP-agpecaumnio ana SVM ("type": "static").

e <security group ID> — cnucok [Npynn 6e3onacHocTH, kKoTopble ByayT
ncrnonb3oBaThCs NS ceTeBoro agantepa. Ecnu Bbl ykasanu sToT napameTp,
Takke TpebyeTtca ykasatb "portSecurityEnabled”: true.
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C nomoLLbto 3anpoca Ha pa3BepTbiBaHWE Bbl MOXETE pa3BopaymBaTth cpasy Heckonbko SVM B
pamkax Heckonbkux npoektoB OpenStack. [Insa paseepTtbiBaHust ogHon SVM B Tene 3anpoca
HY>KHO YKa3aTb TONbKO ofuH npoekT OpenStack n ogHy SVM.

B pesynbTaTte BbINONHEHMS 3anpoca Ha pa3BepTbiBaHMe SVM co3fgaetcs 3agada tvna
DeployMultipleOpenStackSvm. Npouecc pa3sepTbiBaHnss SVM 3aHMMaeT HEKOTOPOE BpeMs,
BaM HY>XHO JOXAaTbCA OKOHYaHMS BbINONHEHUS 3aauu (CM. pasgen "3agaya pa3BepTbiBaHUS
SVM").

3apava pasBepTtbiBaHua SVM

B anemeHTe "children" 3agaun passeptbiBaHusa SVM ang kaxgon SVM ecTb noasagava tuna
DeploySvm (nnun DeployOpenStackSvm — ansa nHdpactpyktyp Ha 6a3e OpenStack). Noasagav
MOXeT ObITb HECKOJTbKO, B 3aBMCMMOCTU OT KonnyectBa SVM B 3anpoce Ha pa3BepTbiBaHue
SVM. lNopgsagaym 3anyckaroTcs 04HOBPEMEHHO UIK nocregoBaTenbHO. Konnyectso
O[JHOBPEMEHHO 3anycKkaeMbix MOA3azauy 3aBUCUT OT 3HaveHus napameTpa "threadsCount”.

Mocne Havyana pa3BepTbiBaHMs B nog3agadax DeploySvm (unm DeployOpenStackSvm)
NosIBNSKTCSA LWary passepTbiBaHus — 3agaym tuna DeploySvmStep, KoTopble BbINOMHAKTCS
nocrnefoBaTesnbHoO.

Mpumep 3agaun passepToiBaHua SVM B nHdpacTpykType Ha 6ase OpenStack:

"id": "<TASK ID>",
"created": "<timestamp>",
"stateChanged": "<timestamp>",
"changed": "<timestamp>",
"state": "Running",
"type": "DeployMultipleOpenStackSvm",
"progress": 0O,
"children": [
{
"id": "fc3ebaeb-dl6c-4c86-9756-cb6£5d63a46a",
"created": "<timestamp>",
"stateChanged": "<timestamp>",
"changed": "<timestamp>",
"state": "Running",
"type": "DeployOpenStackSvm",
"progress": O,
"parentId": "2a76b873-5d2e-4150-9111-ee2988£e5305",

"parameters": [
{
"key": "infrastructureId",
"value": "Infrastructure Id"

by
{
"key": "hostId",
"value": "Host Id"
}
1,
"result":{"svmId":"<SVM ID>"}

"children": [
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"id": "ebbd2180-d275-435e-95ec-509d8316332d",
"created": "<timestamp>",
"stateChanged": "<timestamp>",
"changed": "<timestamp>",
"state": "Running",
"type": "DeploySvmStep",
"progress": 100,
"parentId": "fc3ebaeb-dl6c-4c86-9756-cb6f5d63ad6a",
"parameters": [
{
"key": "deployStepName",
"value": "UploadSvmImage"
}
1,
"children": [],

"result": true

3afaya pa3BepTbiBaHUsSI 3aHUMAET HEKOTOPOE BPEMS, BaM HY)XHO JOXKAATLCSA €€ 3aBepLUEHUs.
Y1066l NOCMOTPETb TEKYLLMIA CTaTyC 3aa4uu, BbINOSIHUTE 3anpoc:

GET api/3.0/virtualization/tasks/<task ID>

3agava cuntaeTcs 3aBepLUEHHON YCMELIHO, ecnn B OTBETE napamMeTp "state" nveet 3HaueHne
"Completed". MNocne ycnelwwHoro 3aBepLueHns 3agadm B none "result":{"svmld":"<SVM ID>"}
nosiBuTCA naeHTudukaTop cosgaHHon SVM B UHpacTpykType.
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N3MeHeHne KoHurypauuum
pa3BepHyTbIX SVM

C nomoLLbto Npoueaypbl USMEHEHUS KOHUTYpaLIMKN Bbl MOXETE U3MEHATL ClieayoLume
napameTpbl pa3BepHyTbix SVM:

e Pexum yganeHHoro goctyna k SVM yepes SSH.

e Ccnucok BMpTyarnbHbIX ceTen, koTopble SVM ncnonb3yoT Ang cBasu ¢ JIerkummn areHtamu,
CepepoM uHTerpauum n Cepsepom agmuHuctpupoaHusa Kaspersky Security Center,
napameTpsbl IP-agpecaumm gna SVM.

e |P-agpeca DNS-cepBepos.

e [lapameTpbl nogkntoveHus SVM k Cepepy agMuHucTpupoBanus Kaspersky Security
Center.

e [Maponb KOHUIypUpoBaHUS U NApOSb YYETHOW 3annucK root.

Mpouenypa nsmeHeHus koHdurypauum SVM ans nndpacTtpyktyp Ha 6asze OpenStack
OTNMYaeTcsl OT CTaHAAPTHOM NpoLeaypbl U onucaHa oTAENbHO.

3anpoc Ha nameHeHue KoHdurypaumumn SVM

UTto6bl n3mMeHnTb KoHGUrypaumio SVM, BeinonHuTe 3anpoc:

PUT /api/3.0/management/deployment/svm/

B Tene 3anpoca ykaxuTte crnegyloLie napameTpbl:

"threadsCount": "<number of SVM>",
"svms": [
{

"svmSettings": {

"password": "<klconfig user password>",
"kSC": {
"address": "<new KSC address>",

"port": "<new KSC port>",
"sslPort": "<new KSC SSL port>",

"language": "<KSC localization>"
by
"users": {
"root": {
"allowSshAccess": "<SSH access: true false>",
"password": "<new root user password>"
by
"klconfig": {
"password": "<new klconfig user password>"
}
i
"dns": {
"main": "<new DNS IP>",
"alternative": "<new alternative DNS IP>"
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}
by
"deploymentInfo": {
"type": "host",
"target": {
"infrastructureId": "<infrastructure ID>",
"svmId": "<SVM ID>",
"location": {
"id": "<hypervisor ID>"
}
by
"settings": {
"networks": [
{
"id": "<network ID>",
"vlanId": "<VLAN ID>",
"isPrimary": <primary network: true | false>,
"type": "<IP addressing: static | dynamic>",
"ipAddress": "<SVM IP>",
"mask": "<subnet mask>",

"gateway": "<gateway>"

e <number of SVM> — konuyectso SVM, koHduUrypaLmsa KoTopbix 6yaeT N3MeHsTbCA
OZIHOBPEMEHHO.

e <klconfig user password> — TekyLuin naponke nons3osatens kiconfig, koTopkli 6bin co3aaH
BO Bpemsi pa3BepTbiBaHus SVM. NMapornb gomkeH 6biTh 3akoanpoBaH MetonoM Base64.

e "ksc" — HeobGsi3aTenbHbIN 3NEMEHT. Ecnu Bbl XOTUTE N3MEHUTL NapaMeTpbl NOAKIIOYEHUS
SVM k CepBepy agMmuHucTpupoBaHus Kaspersky Security Center, ykaxuTe HOBble
napameTpbl B 3TOM 3fIEMEHTE:

e <KSC address> — agpec ycTponcTBa, Ha KOTopoM ycTaHoBreH Cepsep
agMmuHncTpupoBaHusa Kaspersky Security Center.

e <KSC port> — nopt gnsa nogknoyeHus SVM k CepBepy agMUHNCTPUPOBAHUS
Kaspersky Security Center.

e <KSC SSL port> — nopt gns nogkntoyeHua SVM k CepBepy agMUHUCTPUPOBaHUS
Kaspersky Security Center ¢ ucnonbsosaHuem SSL-cepTudukaTta.

o <KSC localization> — nokanusauus Kaspersky Security Center.

e "users" — HeobA3aTENbHbLIN 3NIEMEHT. ECNN Bbl XOTUTE U3MEHUTb NapameTpbl Y4ETHbIX
3anucen Ha SVM, ykaxnte HOBble NapamMeTpbl B 3TOM 3JIEMEHTE:

e <SSH access: true | false> — HyxxHO nNu paspewnTb yaaneHHsIn goctyn kK SVM vepes
SSH nopg y4eTHom 3anuceto root: true— paspelwnTs, false — 3anpeTuTsb.
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e <root user password> — HOBbIl A Naposb NOfb30BaTeENs root, 3aKo4MPOBaHHbLI METOOOM
Base64.

e <klconfig user password> — HOBbIV Napornb none3oBartens klconfig, 3akoanpoBaHHbIN
mMeToaoM Base64.

e "dns" — ecnu Bbl xoTUTE U3MeHUTb IP-agpeca DNS-cepBepoB, ykaxute HoBble IP-agpeca B
aTom anemeHTe. |IP-agpeca DNS-cepBepoB TpebyeTcs ykasatb, ecnm ans SVM
ucnonb3yetcsa ctatnyeckas |IP-agpecaums. B cnydyae ncnonb3oBaHus guHamudeckon 1P-
agpecaumm (DHCP) ato Heobsi3aTeNnbHbLIN NapameTp.

e <DNS IP> — IP-agpec DNS-cepgepa.
e <alternative DNS IP> — IP-agpec anbtepHaTtnsHoro DNS-cepsepa.

e "deploymentinfo" — anemeHT cogepxuT napameTpbl pacnonoxeHus SVM B
WHpacTpyKType:

o "type" — TMn obbekTa UHPACTPYKTYphbI, rae pacnonoxeHa SVM. 3HadyeHne napameTpa
DOMKHO 6bITb "host".

e <infrastructure ID> — ngeHTurkaTop NHPPaCTPYKTYpbI, B KOTOpOW passepHyTa SVM.
e <SVM ID> — ngeHtncukartop SVM.
e <hypervisor ID> — ngeHTncmkaTop runepemnsopa, Ha KOTopom passepHyta SVM.

e "networks" — HeobsA3aTenbHbI anemMeHT. Ecnmn Bbl XOTUTE M3MEHUTb CMNCOK CEeTEN,
KoTopble ncnonb3yet SVM, ykaxuTe HOBble NapaMeTpbl B 3TOM 3fIeMEHTE:

o <network ID> - ngeHTndmkaTop cetu.

e <VLAN ID> - ngeHtncpukatop VLAN. Bbl MOXeTe ykasblBaTb 3TOT napameTp, ecnm
Bbl pa3BopaunBaete SVM B BUpTyanbHON MHPaCTPYKType Ha nnatgopme
Microsoft Hyper-V. HeobasaTtenbHbIn napameTp.

e <primary network: true | false> — npusHak, 4TO CeTb ABNAETCS OCHOBHOW. Ecnu Bbl
yKasanu ofHy ceTb, OHa JOJKHA ObITb OCHOBHOW. ECrnin yka3aHO HECKONbKO CETEWN,
TONbKO OAHAa U3 HWUX AOSKHa 6blTb OCHOBHOW.

e <|P addressing: static | dynamic> — tun IP-agpecaunn ana SVM: static —
ctatudeckas |IP-agpecauus, dynamic — guHamuyeckas IP-agpecauusa (DHCP).

e <SVM IP>, <subnet mask>, <gateway> — napameTphbl cTaTudeckou |P-agpecauyuu:
IP-agpec SVM, macka noacetu, wnto3. [MapameTpbl HYXXHO yka3aTb, eCrnu Bbl
Bblbpanu ctaTnyeckyto IP-agpecaumio ana SVM ("type": "static").

B pesynbTare BbINOMHEHUS 3anpoca Ha u3aMmeHeHune koHdurypaumm SVM cosgaeTtcs 3agava
Tnna ConfigMultipleSvm. lNMpouecc nameHeHus koHdurypaumm SVM 3aHnmaeT HekoTopoe
BpEMSs, BaM HY>KHO AOXAAaTbCS OKOHYaHUS BbINOMIHEHUS 3agaym (cm. pa3gen "3agava
n3mMeHeHust KoHdurypaumm SVM").

3anpoc Ha nameHeHune KoHdurypauum SVM
(vHdpacTpykTypbl Ha 6a3e OpenStack)

YTto6bl n3ameHnTb KoHUrypaumio SVM B nHdppactpyktype Ha 6a3e OpenStack, BbinonHute
3anpoc:

PUT /api/3.0/management/deployment/svm/
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B Tene 3anpoca ykaxuTe crieqylowme napameTpsbi:

"threadsCount": "<number of SVM>",
"svms": [
{
"svmSettings": {
"password": "<klconfig user password>",
"ksc": {
"address": "<new KSC address>",
"port": "<new KSC port>",
"sslPort": "<new KSC SSL port>",
"language": "<KSC localization>"
b
"users": {
"root": {
"allowSshAccess": "<SSH access: true | false>",
"password": "<new root user password>"
by
"klconfig": {
"password": "<new klconfig user password>"
}
b
"dns": {
"main": "<new DNS IP>",

"alternative": "<new alternative DNS IP>"

bo
"deploymentInfo": {
"type": "openstackProject",
"target": {
"infrastructureId": "<infrastructure ID>",
"svmId": "<SVM ID>",
"location": {
"id": "<project ID>"
}
b
"settings": {
"networks": [
{
"id": "<network ID>",
"ports": [
{
"isPrimary": <primary network: true | false>,
"type": "<IP addressing: static | dynamic>",
"ipAddresses": [
"<network IP>"
1,
"mask": "<subnet mask>",
"gateway": "<gateway>"
"vlanId": "<VLAN ID>",
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"portSecurityEnabled": true,
"securityGroupIds": [

"<security group ID>"

e <number of SVM> — konuyectBo SVM, KoHGUrypaLmsa KoTopbix 0yaeT N3MeHsITbCS
O[HOBPEMEHHO.

e <klconfig user password> — TekyLun naponkb nons3osatens kiconfig, koTopkli BbIn co3aaH
BO Bpems pa3BepTbiBaHua SVM. Naponb gormkeH 6bITh 3akoanposaH MmetoaoM Base64.

e "ksc" — HeobGs3aTenbHbIV 3NEMEHT. Ecnu Bbl XOTUTE N3MEHUTL NapaMeTpbl NOAKIIOYEHUS
SVM k Cepeepy agMuHucTpupoBaHust Kaspersky Security Center, ykaxxuTe HOBble
napameTpbl B 3TOM 3f1EMEHTe:

e <KSC address> — agpec ycTpoWCTBa, Ha KOTOpoM ycTaHoBrieH Cepep
apMuHucTpupoBaHus Kaspersky Security Center.

e <KSC port> — nopt gnsa nogknoyeHua SVM k CepBepy aaMUHNCTPUPOBAHUSA
Kaspersky Security Center.

e <KSC SSL port> — nopt gns nogkntovyeHus SVM k CepBepy aaMUHUCTPUPOBAHUS
Kaspersky Security Center ¢ ucnonbsosaHnem SSL-cepTudumkaTta.

o <KSC localization> — nokanunsauus Kaspersky Security Center.

e "users" — HeobGA3aTeNbHbLIN ANEMEHT. ECNu Bbl XOTUTE U3MEHUTb NapameTpbl YY4ETHbIX
3anucen Ha SVM, ykaxnte HOBble NapamMeTpbl B 3TOM 3JIEMEHTE:

e <SSH access: true | false> — Hy)kHO N paspeLwnTb yaaneHHbIn goctyn k SVM vepes
SSH nopg y4eTHom 3anuceto root: true— paspewnTs, false — 3anpeTuThb.

e <root user password> — HOBbIN Naponb Nonb3oBaTens root, 3akoAMpPoOBaHHbLIN METOA0M
Base64.

e <klconfig user password> — HOBbIV Napornb none3oBartens klconfig, 3akoanupoBaHHbIN
meTogom Baseb4.

e "dns" — ecnu Bbl xoTUTE U3MeHUTb IP-agpeca DNS-cepBepoB, ykaxute HoBble IP-agpeca B
aTom anemeHTe. |IP-agpeca DNS-cepBepoB TpebyeTcs ykasaTtb, ecnu ansa SVM
ucnonb3yetcq ctatnyeckad IP-agpecaums. B cnyvae ncnonb3oBaHus guHammdeckom IP-
agpecaunn (DHCP) aTo Heobs3aTenbHbIM NapameTp.

e <DNS IP> — IP-agpec DNS-cepgepa.
e <alternative DNS IP> — IP-agpec anbTepHaTtnBHoro DNS-cepBepa.

e "deploymentinfo" — anemeHT cogepxuT napameTpbl pacnonoxeHus SVM B
WH(ppacTpykType:

o "type" — Tvn obbekTa UHpACTPYKTYphbl, rae pacnonoxeHa SVM. 3HaveHne napameTpa
OoImkHO 6bITh "openstackProject”.
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e <infrastructure ID> — ngeHTudmkaTop NHOPACTPYKTYpPLI, B KOTOPOW pa3epHyTa SVM.
e <SVM ID> — ngeHtncpukatop SVM.

e <project ID> — ngeHtndukatop npoekra OpenStack, B paMmkax KOTOpOro passepHyTa
SVM.

e "networks" — Heobs3aTENbHbLIN 3NeMeHT. Ecrnn Bbl XOTUTE U3MEHUTb CMUCOK CETEN,
KoTopble ncnonb3yet SVM, ykaxuTe HOBble NapaMeTpbl B 3TOM SfIEMEHTE:

e <network ID> — ngeHTudumkaTop ceTu.

e "ports" — anemMeHT coaepXKUT NapaMeTpbl CETEBbLIX afanTepoB Ans cetu. Bol
MOXeTe 3aaBaTb HECKOSbKO CETEBbIX aAanTepoB Ars OOHOW CEeTU.

e <primary network: true | false> — npusHak, 4To ceTb ABNAETCS OCHOBHOW. Ecnn
Bbl YKa3anu ogHy ceTb, OHa AOMmKHa BbiTb OCHOBHOW. Ecnn ykazaHO HECKONbKO
ceTen, TONMbKO OHAa M3 HUX AOMKHA OblITb OCHOBHOMW.

e <IP addressing: static | dynamic> — tun IP-agpecauunu ana SVM: static —
ctatudeckas IP-agpecauusd, dynamic — guHamuyeckas |IP-agpecauusa (DHCP).

e <network IP> — cnucok IP-agpecoB gns ceTeBoro aganrepa.

e <subnet mask>, <gateway> — napameTpbl cTaTudeckon IP-agpecauyum: macka
noaceTu, Wwnto3. [NapameTpbl HYXXHO yKka3aTb, €CNU Bbl BbIOpanu cTaTuyeckyto
IP-agpecauuto ana SVM ("type": "static").

e <VLAN ID> - ngeHtucgukatop VLAN.

e <security group ID> — cnucok [Npynn 6e3onacHocTn, kKoTopble OyayT
ncnonb3oBaTbCs NS ceTeBoro agantepa. Ecnu Bbl ykasanu sToT napameTp,
Takke TpebyeTtcsa ykasatb "portSecurityEnabled": true.

B pesynbTaTte BbINOMHEHMS 3anpoca Ha u3MeHeHue koHdurypauun SVM cosnaeTca 3agava
Ttna ConfigMultipleOpenStackSvm. Npouecc nameHeHusa koHpurypauun SVM saHnvaet
HEKOTOPOE BPEMS], BaM HY)XHO LOXAATbCS OKOHYaHWsI BbINOSIHEHUS 3a4a4m (CM. pasgen
"3agadva usmeHeHust KoHgpurypaumm SVM").

3apgava nameHeHus Kondurypauum SVM

B anemeHTe "children" 3agaun nsmeHeHus koHdpurypaumm SVM ans kaxgon SVM ectb
noasagada tuna ConfigSvm (nnm ConfigOpenStackSvm — gns uHdpacTpykTyp Ha 6ase
OpenStack). Nopsagay moxeT 6bITb HECKOSBKO, B 3aBUCMMOCTM OT Konuvectea SVM B 3anpoce
Ha nsmeHeHne koHdurypaumm SVM. lNogsagaym 3anyckarTcst O4HOBPEMEHHO U
nocnegoBaTtenbHO. KonnyecTBo 04HOBPEMEHHO 3anyCcKkaeMbiX Nog3agay 3aBUCUT OT 3HaYeHus
napameTpa "threadsCount".

3agava nameHeHuns koHdurypauum SVM aHanornyHa 3agade passepTbiBaHus SVM (cwm.
pasgen "3agava paseepTbiBaHua SVM").
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YananeHuuwe SVM

YUtobbl yaanute SVM, BbinonHuTe 3anpoc:
PDELETE /api/3.0/management/deployment/svm/

B Tene 3anpoca ykaxuTe crnegyroliue napameTpbil:

"svms": [
{
"deploymentInfo": {
"type": "<infrastructure object type>",
"target": {
"infrastructureId": "<infrastructure ID>",

"svmId": "<SVM ID>",
"location": {

"id": "<project ID | hypervisor ID>"

roe:

e <infrastructure object type> — Tmn o6bekTa MHpaCTPyKTyphl, FAe pacnonoxeHa SVM.
YKkaxuTe 3HayeHue napameTpa:

e host — ons uHdpacTpykTyp, He Basmpyrowmxca Ha OpenStack.

e openstackProject — ana nHgpacTpykTyp Ha 6a3e OpenStack.
e <infrastructure ID> — ngeHTudmkaTop NHOPACTPYKTYpPLI, B KOTOPOW pasepHyTa SVM.
e <project ID | hypervisor ID> — B 3aBUCMMOCTW OT TUNa UHPACTPYKTYpPbI:

e uaeHTUMKaTOp rMnepemnsopa, Ha KOTopom passepHyTa SVM;

e upeHTudukatTop npoekra OpenStack, B pamkax koToporo passepHyta SVM.

B pesynbTaTte BbINOMHEHUS 3anpoca Ha yaanenne SVM cosgaetcs 3agaya tmna
DeleteMultipleSvm (unu DeleteMultipleOpenStackSvm — ans nHdpacTpykTyp Ha 6ase
OpenStack). B anemeHTe "children" 3agaumn gns kaxgon SVM ectb nogsagaya tmna DeleteSvm
(nnn DeleteOpenStackSvm — ons nHdpacTpykTyp Ha 6a3e OpenStack). MNoasanay moxeT 6bITb
HeCKOnbKo, B 3aBUCMMOCTHM OT Konudectea SVM B 3anpoce Ha yaaneHve SVM.

Mpouecc yoaneHma SVM 3aHnMaeT HEKOTOPOE BpeMsl, BAM HY>XHO JOXAATbCS OKOHYaHUS
BbINOMHEHUSA 3aa4M.

Y1006bI NOCMOTPETb TeKyLLI,MIZ CTaTyC 3aga4yu, BbINOJIHUTE 3anpocC:
GET api/3.0/virtualization/tasks/<task ID>

3apava cuutaeTcq 3aBepLUEHHON YCMeLHo, ecnu B 0TBeTe napamMeTp "state" nmeet 3HayeHne
"Completed".
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YpaneHune napameTpoB
NoOKNYEeHUA K

UHPpaACTPYKTYpe

Y106kl yoanute napamMeTpbl NOAKIOYEHMS] K MHPPaCTPYKTYpe, BbINOMHUTE 3amnpoc:

DELETE /api/3.0/infrastructures/<infrastructure ID>

B pesynbTaTte ycnewHoro BbINOSIHEHMS 3anpoca Bo3spalaeTtca kog so3sparta 200.
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